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1 Executive Summary

This document presents the drun testing and validation activities carried out across the KU Leuven (KUL) and
BURECOMEUR) 6BRICKS testbeds. The objective of this deliverable is to verify the correct integration and
Fdzy Ot A2yl f NBIRAYySaa 2F |ff RSLI28SR Syl of SNAE 6do NJ
upcoming experimentation phase.

The first part of the document focuses on the validation of theBFR3CKS portathich serves as the main
interface for experiment control and resource orchestration. The-rdry tests verified the endo-end
functionality of the portal, its interaction with the underlying infrastructunecluding the™ -Edge platformand

the correct execution of experiment workflows.

The subsequent section addresses the-dmy testing of theX-Haul subsystem and its integration with the
Domain Manager Orchestrator (DMO). These tests focused on validating connectivity, orchestration procedures,
and monitoring functions to ensure seamless coordination between different facility components. The DMO was
tested to confirm correctbehaviour of its management interfaces, including service orchestration, fault
management, and integration with highével automation tools.

At the KUL testbed, extensive dmyn testing was performed to validate the CEHee Massive MIMO
(CFMMIMO) setup towards distributed and midéind operation. This includes verification of the muRadio

Unit RY O-RAN deployment, ensuring proper synchronization, interoperability, and performance across
distributed units. In addition, portatontrolledChannel State InformatiolCS) dataset generation was validated

to confirm the accurate collection ardbellingof experimental data. The integrati@nd validation of the muki

OFYR ONAXROla& G Y! [ FdNIKSNI RSY2Y&aidNI GSR (GKS (SadoSF
At the EURestbed dry-run testing focused on the Reconfigurable Intelligent Surface (RIS) experimentation
framework and its integration with the 68RICKS xApp ecosystem. The tests validated the functionality of the

RIS hardware, the control framework, and the operationxépps managing redime configuration and
optimization tasks within the testbed environment.

Finally, the document reports on the validation of the Zero Trust Framework, ensuring that security mechanisms,
access controls, and trust policies are properly enforced across both facilities.

Overall, the dryrun testing confirms that all key components of the -B&ICKS ecosysternncluding
orchestration, xHaul, CFmMIMO, RIS, and security framewuaike been successfully validated at both KUL and
EUR testbeds. This demonstrates the full functional readiness of the facilities forstalge trials and
experimental activities in the final phase of the-BRICKS project.

©6GBRICKS 2023 Page [10
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2 Introduction

This document presents a comprehensive overview of therainytesting and validation activities performed at

the BUJRECOMEUR) and KU Leuven (KULBFGBCKS facilities. It focuses on assessing the operational readiness
YR FdzyOlGA2ylt AYyGSaANI A2y 2 FtesibddBs pteyidudylinBddiicedond\PBIR O 2
and WP4 deliverables. The objective of this deliverable is to ensure that all components of -BiRIG&S
ecosystem are fully validated and ready for the final experimentation and demonstration phases.

The document details the dryun test procedures, methodologies, and validation results obtained for the
different enablers. These tests aim to verify that the individual components and the overall system behave as
expected, that interfaces between the variobiscks are correctly implemented, and that the orchestration and
monitoring frameworks operate reliably within ttiestbedsenvironments.

2.1 Mapping 6GBRICK®utputs

Purpose of this sectiois to map6G-BRICKGrart Agreement commitments, both within the formal Deliverable
YR ¢Fal RSAONALIIA2YyZ F3AFAyad GKS LINRP2SOGQa NBaLISOIQ
Tablel Adherence to6GBRICKS5A Deliverable & Tasks Descriptions

6GBRICKSGA 6GBRICKSSA Component RespectiveDocument

Component Title Outline Chapter(9 Justification

DELIVERABLE
D.5.5 Dryrun testing and validation of the facility
TASKS

This task will prepare the  Section 3 presents the
acceptance test plan for the dry-run testing of the 6€
6G sites. The objective of thBRICKS porthl y REdge
is to perform evaluation of |platform.
the technological bricks, to
ensure they are compliant o
with the requirements and iﬁ;ﬂr\]ﬂ’:gﬁ ﬂzpu(r); the Each section provides a detailed
Task T5.5 Dry-  specifications specified in description of the test setup,
run testing and WP1. And perform deyun  Section 5 describes the methodology, and outcomes,
validation of the interworking tests to verify dry-run testingof the confirming the proper functionality
6G Sites proper operation, DMQO, and interoperability of all tested
functionality and components.
interoperability prior to live
R S L‘]_f 2eYsSyu A YCEmMIMO setup at the
val!datlon. Moreover_, test_s L% testbed, covering
valldat(_—z_the conne(_:tlon with distributed and multi
the facility portal will be
carried out.

Section 4 describes the

Section 6 details the
validation of the

band operation. It
includes subsections on
©6GBRICKS 2023 Page [11
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multi-RU GRAN
deployment, portal
controlled CSI dataset
generation, and the
integration of multiband
bricks.

Section 7 focuses on thi
dry-run tests conducted
at the EURestbed,
specifically the validatio
of the RIS
experimentation
framework and its
integration with xApps.

Section 8 reports on the
validation of the Zero
Trust Framework

2.2 Deliverable Overview and Report Structure
The structure of this deliverable is as follows:

1

3 presents the dryrun testing of the 6@RICKS portal and theEdge platform, validating their ability
to manage experiment execution and interact with other facility components.

4 describes the dryun validation of thex-Haulinfrastructure

5 describes the dmyun testing of the DMO, focusing on connectivity, orchestration, and fault
management functionalities.

6 details the validation of the CFmMMIMO setup at the KUL testbed, covering distributed anéandti
operation. It includes subsections on mtRU GRAN deployment, portadontrolled CSI dataset
generation, and the integration of muliand bricks.

7 focuses on the dryun tests conducted at the EURstbed specifically the validation of the RIS
experimentation framework and its integration with xApps.

8 reports on the validation of the Zero Trust Framework, ensuring that the implemented security
mechanisms and access policies are effectively enforced across both facilities.

Each section provides a detailed description of the test setup, methodology, and outcomes, confirming the
proper functionality and interoperability of all tested components. Together, these results demonstrate the
successful integration and readiness oketliEUR and KUL @RICKS testbeds for subsequent lasgale
experimental trials.
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Table 2 enumerates whidbricks/enablers are dryun tested andin which sectiorand WP3/WP4 deliverables
they aredescribed

Table2: Enablers dryrun tested, in which section and mapping with WP3/Wp4 deliverables

Enabler Deliverable Section
"~ -Edge platform D3.2[1], D3.4[2] 3
X-Haul Infrastructure D3.2 [], D3.4 P] 4

DMO D4.3[3) 5

Multi O-RU D3.1]1], D3.3 6.1
Dataset generation D3.1[4], D3.3[5] 6.2
Multi-band operation D3.1 f], D3.3 p 6.3
RIS experimentation with xApps D3.2 [l], D3.4 P] 7

Zero Trust framework D4.5[6] 8
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3 Dry—un test of the 6GBRICKS portal (portah-edge)

CKA&d aSOUtAz2y R20dzySyda -&dgsSplatonieandNidzyitegath Wittizthel EBRIGKS 2 ¥
portal andEdge Cloud Continuum Manag&GCN! The testing focuseon validating the functional readiness

and integration of key components at the KUL 6G site, which enables Cognitive Compute Continuum
experimentation. The objectivis to ensure seamless access, correct service lifecycle operations, visibility of
resources, and proper interaction with the ECCM.

3.1 Test Environment and Setup

The dry run evaluation focusen the integration and operability of the Cognitive Compute Continuum enabler
within the broader 6EBRICKS experimentation framework. The test environment ingolw® main
components: the IShosted 6G. wL/ Y{ t 2Nl Il f > ¢gKAOK &aSNIBSa | & -EdgeS LINR
platform, deployed at the KU Leuven (KUL) 6Gbiedt These components are seamlessly integrated via a
centralized authentication mechanism based on Keycloak, which enghtge Sgn-On (SSO) across the portal

I Yy R {E@g&Graphical User Interfac&().

¢ K SEdge platform represents the main interface through which experimenters can interact with the Cognitive
Compute Continuum. It provides capabilities for managing services and their instances, deploying applications,
and monitoring infrastructure resaues.The underlying infrastructure is based on a Microld8wered cluster,
capable of running containerized services and enabling-the& orchestration logic. A monitoring stack,
including Grafana dashboards, provides visualization of telemetry dataemudirce usageThe ECCM is also
integrated into the KUL testbed, functioning as a higlesel orchestrator that supports dynamic,-éidiven
placement decisions.

From a 6@RICKS architectural perspective, the dry run inedegeral key enablerd-igurel): the Software

Defined Perimete(SDP) Controllepbased onKeycloak), thesGBRICKS Experimentation Plane. the 6G

BRICKEBR2 NI Ff0X IyR GKS /23yAliASBS [EAJE hidzfE M avdliafiofsaizdzY 0 O
conducted through Gllbased interaction, simulating the entser experience of accessing and managing the

KUL site via the 68RICKS portdlhe focudson ensuring endo-end accessibility, consistency of authentication

flows, service deployment capability, and the operational readiness of the infrastructure evaeagfunctions

LIN2 OA RSR (EdyRirdeHace. 0 KS -
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ISI testbed
User De entation Plane
oo Security
~~ Portal Control

KUL testbed

SSO|

SDP
Edge Server1 Controller Edge Server2

T-Edge 1-Edge Part (SW for
TEEAgR G Worker Node
ECCM

Figurel Setup for 6GBRICKS portal dry run tests

3.2 Evaluation methodology

The evaluation of the Cognitive Compute Continuum within theBEBCKS portal focuses on validating key
functional components and interaction flows between users, services, and the underlying infrastructure. This is
achieved through a set of targeted tesises, covering authentication, graphical user interface operation, service
deployment, ECCM integration, and system robustness. Each test case is designed to reflect realistic usage while
confirming functional correctness and responsiveness.

Test Case 1: Access and Authentication Flow

The first test focuseon verifying the access control flow through Keyclbaked authentication. The user bag

by logging into the main 6BRICKS portal, which seamlessly estaldiatsession via Keycloak. From there, the
user accessil K SEdge GUI through the integrated lirkhen the GUIs expectedto open without requiring
additional credentials, demonstrating that single sigmis functioning correctly.

To further confirm that authentication is always routed through Keycloak, a secondstgstrformed by

I OOS a & ABdge GUlKictly through iténiform Resource LocatddRl), bypassing the portal. In this case,

the usershould beredirected to Keycloak for authentication. Only after successful lisgimee GUI accessible,
proving that direct access does not circumvent the central identity management system. This confirms that all
authentication flows consistently enforce centralized, secure access.

Test Case 2: GUI Navigation and Core Usability

In this test, the user explosgil KS Y I Ay & SEdjeigeaphial iitd@facé 6 erify usability and interface
responsiveness. The GUI alkilve user to switch between views such as the Service Fun(@Bpegistry, the
list of availablePlatform as a Servicd’@a$ servicesthe active instances, anthe infrastructure topology.

©6GBRICKS 2023 Page [15




D.5.5 Dryrun testing and validation of the facility BR iCKS

Transitions between pageshould besmooth, and all interactive elements, such as action buttons and form
inputs, shouldrespond correctlyThe purpose of this test is to make sure thatinterface bugs, dead links, or
rendering issueare observed during th navigation.

Test Case 3: Service Onboarding

Thistestinvolvel RRAY 3 | ySg { SNIBRIGSegiSiyzshd coifiguying Kk a5 ipatt of(a el PaaS
service. The user usthe GUI to register the new function, specifying details such as the image source, required
ports, environment variables, and volume mappings. Once the sepgased, itshouldl LILISTF NJ Ay (G KS
service registry without issues.

The next step invokscreating a PaaS that bundlthis new function with an existingne. The GUI accepthe
required parameters, including autoscaling thresholds and configuration pol&fies.that, the serviceshould
be available for deployment. Thiest demonstratesthat the onboarding processboth at the Service Function
and PaaS levdlsis functioning correctly.

3.3 Evaluation results

This section presents the outcomes of the test cases defined in S&f#pexecuted on the integrated 6G

. wL/ Y{ LJ2 NJIi-Edge ptatfoRn. EaéhStest validates a specific aspect of the system, including
authentication, GUI responsiveness, service onboardamgl orchestration. The results combine qualitative
observations with quantitative measurements such as response times and deployment delays, supported by
screenshots that illustrate the corresponding workflows. Overall, the collected data provides a clear picture of
the current tinctional behaviour and performance of the platform.

Test Case 1: Access and Authentication Flow

Thepurpose of thigestis tovalidate S® andcentralizedauthentication via Keycloak.
Throughthis test we measured thdogin times and response delays in two cases:

1. The user logs into the 6BRICKS portéirst (https://portal-6gbricks.dedyn.io/xapps/kpand confirms
the automdic access to -Edge GUlseeFigure2).

2. The useracceses™ -Edge GUI directly through its URLips://piedge-6gbricks.dedyn.id/and confirms
redirectionto Keycloak logipage This flow is depicteth Figure3, where the underlined part ifigure
3b indicates thd w|[ -Ed@e where the user will be redirected afteggingin.
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6G 2
BR " CKS

Portal Admin ~

88 Experiments v

Experimentation xApps - Cell Free mMIMO DU Testing

((i)) Cell-free mMIMO clustering and RAN scheduler control xApp (S wieiess

Chart type Chart style Chart duration (s) Chartsize  Scheduling Precoding Clustering
P 0 e positon (m)v| [Area 2 E BB | immediate v| (ZF v| (AIAPs

n-Edge

6G E Experiment x UE position (m) Incomming traffic (Mbit/s)

0.

db Experimentation

=

xApps ¥

Cell Free mMIMO DU

Testing

(KU LEUVEN testbed)
O

Distance (m) Time (deci second)

X Traffic buffer (Mbit's) » Active TTis (%)

@)

< C A Notsecure burns.esat.kuleuven.be:8000 * ®

(J;‘ piEdgeGUI

m-Edge

Home

Services v

Connectivity Services
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Infrastructure ~

(b)
Figure2: 6GBRICKS portal Test Casg AA A A O GHelgetBrough 6GBRICK$ortal

C | % bums.esatkuleuvenbe:8000 ®

Google

Q  Search Google or type a URL 4 @ < AIMode

@)
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o

G.
R

6
B

CKS

Welcome to 6G-BRICKS
Portal

portaladmin

(b)
Figure3: 6GBRICKS portal Test Casg$ EOAA Ol U HidgeANRIOOET C &

Inboth cases wenanually measurethe time from when the user clicks the link until they are successfully logged
in (i.e.( K SEdge Home page is loaded$ing a stopwatchThe results are shown inliée 3.

Table3: access and authentication results

Access Route | Number of Attempts | Success | Average Login Time (§ Notes

PortalA GUI |10 6.2 Smooth SSO

Direct URL 10 59 Redirect works

Test Case 2: GUI Navigation and Core Usability

The main goal of this test is to ensuhat all main GUI sections are accessible, responsive and free ofTihegs.
pages examineavere the onegelated to Service Function registflyigure4), PaaS servicg§igureb), active
instanceqFigure6 and Figure7) and infrastructure topologyFigure8).
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T[—Edge @ piEdgeGUI

Home
s 3 + Add Service
Service Functions
Services v Function
Connectivity Services Name ¢ identifier ¢ Description Type ¢ Image ¢ Version $ Actions
mongodb 6928237ce44b861a9fd9f478 Container mongo:4.418 4i8
Instances ~ fl-server 6928250ce44b861a9fd9t47b Container papadchar/federatedscope:1.0.11 4i8
fi-client-one 69282558e44b861a9fd9f47e Container papadchar/federatedscope:1.0.11 4i8
Infrastructure ~
fi-client-two 69282579e44b861a9fd9f480 Container papadchar/federatedscope:l.0.11 410

Figure4: 6GBRICKS portal Test Casg ®3 AOOEAA & O1 AGET 1 06 DPACA

n-Edge @ piEdgeGUI

Home
2 + Add Paas

Sarvicas = Paas Services SR
Connectivity Services Name & Identifier ¢ Description Service Functions Version & Actions

mongo 69284709e44b861a8fdof49d mongodb 418
Instances ~ Hbarvne

federatedscope 69284820e44b86la8td9f4aa fi-client-one 4i8

fl-client-two

Infrastructure ~

Figure5: 6GBRICKS portal Test Casge®0 AA3 3 A0OO0OEAAO6 DPACA

m-Edge @) piedgecul

Home
. . New Service
Sy ices Service Function Instances I in
Name & Service Function Name & Status ¢ Actions

Connectivity Services

Instances ~
testone mongodb

mongoinstance-mongodb mongodb - in

Infrastructure ~

(@}
b
(@}
ms
O
(@}
p>N

Figure6: 6GBRICKS portal Test Casg D3 AOOEAA &
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Services »

Instances ~

Infrastructure ~

@ piEdgeGUI
Paas Instances
Name $ Paas Name ¢ Status ¢ Detailed Status Actions
mongoinstance mongodbpaas - Done i i
Figure7: 6GBRICKS portal Test Casg®0 AA3 ) 1T OOAT AAOG6 PACA
SL)  piEdgeGUI
ADVA_4 W touven2 iow
e iow
Apha. ver iow
o]

Nodes Graph

Each page has several action buttons for their entries. Tdbknalyses the action buttons and their

ADVA 47.81

Arbiter Node

Figure8: 6GBRICKS portal Test Casg ZNodesd D A CA

responsiveness.
Table4: Action buttons responsiveness results
GUI page | Action Description Success | Response | Notes
Time (s)
Openlist [This test measures t 2.7 No rendering issues
time for rendering th

Service page
Functions

Deploy an{1st action button is fg 138 The time needed for the usé

SF deploying an SF to fill the form is not
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submiting the respectiv
form. For this the us¢
should define (amor
other things) the require
volumes an
environmental paramete

considered here. The te
calculated the time from
Ot AO1Ay3a GKS
until the pod appeared active
Also, the reported time is th
average time from §
RSLX 28YSyida
SF in all the nodes. Genera
there were great variations i
the depbyment times, as thi
depended on the whether th
image had to be downloade
in a specific node and ho
much time this would take.

View info
for an SF

2nd action button is fo
viewing the details of g
SF.

N/A

All SF details are displayed
pop up window. The respons
time is insignificant and wa
not measured in this cas
since this action just rende
the details from ~-9 R 3
database.

Delete an S

3d action button is fo
deleting an SF entry.

N/A

The user is always promptg
to verify whether they wan
to proceed with SF deletior
The response time was n
applied in this case, since th
action just updates -9 R 3
database and does not affe
the infrastructure or the
deployments.

Open list

This test measures t
time for rendering th

page

2.1

No rendering issues

PaaS PaaS
Services

Deploy 4

1st action button is fo
deploying a PaaS
submiting the respectiv
form, which requires le
inputs than the form fa
deploying an SF.

10

The time needed for the use
to fill the form is not
considered here. The te
calculated the time fron
Ot A0O1AyYy3 GKS
until the pod appeared active
Also, the reported time is th
average time from
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)

BRECKS

RSLIX 28YSyia
Paas in all the nodes.

View info[2"@ action button is fo N/A All PaaS details are display|
for aPaaS |viewing the details of & in pop up window. As witl
SF. SFs, the response time is n
measured in this case.
Delete a3 action button is fo N/A The user is always promptg
PaaS deleting a PaaS entry. to verify whether they wan
to proceed with Paa
deletion. Again, the respong
time is not applied in thi
case.
Openlist [This test measures t 2 No rendering issues
time for rendering th
page
View info|lst action button is fg N/A All details of an SF instan
for an SRviewing the details of an are displayed in pop u
instance  finstance. window.
Serwge Delete an SI2"@ action button is fg 3.6 The user is always promptq
Function instance  |deleting an instance. to verify whether they wan
Instances to proceed with SF instang
deletion. The test calculate
the time from clicking the
G, Saed5St SGS¢
pod was totally removed
Also, the reported time is th
average deletion time of thB
previously deployed SFs.
Openlist [This test measures t 15 No rendering issues
time for rendering th
page
View info|lst action button is fo N/A All details of a PaaS instan
PaaS for a PaaSviewing the details of are displayed in pop u
Instances | jnstance  |PaaS instance. window.
Delete an SI2"@ action button is fg 2.7 The user is always promptg
instance  |deleting an instance. to verify whether they wan

to proceed with PaaS instan
deletion. The test calculate
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the time from clicking the
G, 85055t 805¢
pod was totally removed
Also, the reported time is th
average deletion time of the
LINB@GA2dzat & RS

PaaSes.
Openlist [This test measures t 11 No rendering issues
Nodes time for rendering th
page

Test Case 3: Service Onboarding

This is a functional tedor validating the onboarding of Service Functions and PaaS serviga@sthis, we
regisiered a new Service Function with image, ports, environment variadtes/olumes(Figure9a) and then
we created a new PaaS service using this functfbigurel0a). After that, both servicesappeaed correctly in
the system registryFigure9b, Figure10b) and were ready for use (e.g. to instantiate them).
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Create Service Function

Name* [ mongosftest ]
Image* [ mongo:4.4.18 ]
Function Type* [ Container v

Application ports* | 2707 ]

ORobotic Service

Bgbricks-test | [etc/6gbricks

+ Add Volume

Policy Name* [ minimize_cost

HTTP_PROXY

HTTPS_PROXY [ ]

+ Add Environmental
Parameter

memory | 0.5Gi 0.2Gi 80 [ ]

+ Add Monitoring
Metric

+ Add Autoscaling
Policy
corn

(@)
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n-Edge @) piedgesur

mongodb-dim 6712347e49b43e169153171b Container  mongo:4.418 A7 i 8
o mecapis 6737158a0187552552albfc Container :::::f:’n it AZ iB§
mongoapis 67371703a0t87552552albft Container  mongo A7 i§
Instances ~ spring_service 6798b4b90d6c1693824b05e7 Container dimitrislask/sample-service 4 B' i |§ i
B et s mongodb 6798b4ef0d6c1693824b0569 Container  Mongo:4.418 A7 ih§
nginx-demo 67d830bbb0506d7c3438ca77 Container  nginx AZ ih§
object-detection-cans 684a7c0c7a5aala00edease7? Container korogeovge/objdetll 4 El,' i w i

’ 7 karageorge/locobot-pick- . um
pick-and-place 884a7cc57a5aala00edeas ] Container L cea0 A4z ih @
motion-planning 684bd89761047(3015659036 containgy | KBrogearge/locobot-mation- A7z ik §

planning:2.3

object-detection 684c1bef610d7f30f565246b Container korogeorge/objdetll 4 Q i |§ i
[mongosftest 6930c103f774604916592615 Container  mongo:4.418 47 ih @

(b)

Figure9: 6GBRICKS portal Test Case 8a) Create Service Function form and (b) the Service Functions page after
submitting the form

Create Paa$S

Name* ‘ mongopaastest ’
Service Function Name [ mongosftest v’ ®
Autoscaling Metric [ Select v|

Bgbricks-test 500Mi HTTP_PROXY |http://burns.esat.kuleuven.be:8(
HTTP_PROXY http://burns.esot.kuleuven.bezs(

+ Add Service

Function

(@)
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n-Edge @) piedgecul

# Home

fi-server
federatedscope 66034bl4b3332ce53t2cc820 fl-client-one Az 18§
fi-client-two
£ Services ~
marinelatestingpaas? 6613f729adc8689%eacte9559 Marinelaswimage000! 4 CI,' i L. i
& Service Functions patch-paas-test 6616706b0f4ae2bde325e061 mec-bw-flask AZ i6§
: new-im-test 670791c234353ddc9d69925d Az i6 8
{3 PaasS Services
3 mecapis 5 G
MEC-Location-API 737109600187552552a1c04 ]
Locati 67371096001875525652a B A7 18§
{3 FaaS Services
spring_mongo 67aleebce48031fc42613e5b mongodb A7 i §
4 Instances ~ mongodbpaas 67a%eqal3e48031fc42613e62 mongodb 4 = i L. i
pick-and-place
Infrastructure ~ o ach 7130t ' motion-planning p 2
robot-sort-cans 684c1c85610d7f301565951 ohlbecatatich A7 i S
hardware-controller
I mongopaastest 6930cbabt7746a4916592658 mongosftest 4 (4 i L. 'i

(b)

Figure10 6GBRICKS portal Test Case 8a) Create PaaS form and (b) the PaaS Services page after submitting the
form
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4 Dry~+un test of X-Haul

The 6GBRICKS-Maul wadirst introduced inWP3 at Deliverables D3[2] and [8.4[2] asan extensiorof the
Cognitive Compute Continuynoffering both connectivity and edge computing capabilities for 6G network
operators. Then,in D5.3[7], the XHaul hardware infrastructurealong with the wayit was integratedand
deployedinto the KUL testbewvere described in detajlwhilethe current deliverable focuses on experimegti
with its networking and computing capabilities.

4.1 TestEnvironmentand Setup

In this section, we wilhnalysethe X-Hauls ability to host microservices and optimize their placement among its
network nodes using Docker Swarm technology. Waik focuses on:

1 Creating a docker swarm service nam@@ngo_servicahat can run MongoDB instances on the 2
network nodes.

f Themanagenentofi KS LI I OSYSyid 2F | r2y325. AyaildlyoOoS (K!
stateful migration of a microservice.

1 The interaction oMongoDB docker servigenongo_servicewith the computing and network resources
of the XHaulsetup.

I Theintegration of ECCM with the -Xlaulenvironment.

MongoDB replica set

MongoDB is installed on-Maulas a docker swarm service nam@adngo_serviceA docker swarm service is an
entity that can manage multiple replicas of the same microservice hosted in multiple nodes of the docker swarm
cluster.

To ensure the transfer of the content of a MongoDB microservice from node to node, we leveragplibaset

property whereby multiple MongoDB microservices are organized into a group within which they maintain the
same data set. This group is called a replica set. A replica set contains several data bearing nodes and optionally
one arbiter node. Data bearing des are categorized in the followitgo main categories:

1. Primary. Receives all write operations. A replica set can have only one primary. The primary records all
changes to its data in the operation I¢gplog). The oplog is a special capped collection that keeps a
rolling record of all operations that modify the data.

2. Secondary The secondaries replicate the primary's oplog and apply the operations to their data sets so
as they reflect the primary's data set. A secondary can become a primary. If the current primary becomes
unavailable, the replica set holds an election to choebé&ch secondary becomes the new primary.

Complementary to datdearing nodes, a replica set optionally contains dxrbiter node. An arbiter only
participates in elections and does not hold data.

A single node cannot be elected as a primary by itself, therefore it becomes obvious that to elect a new primary
node, at least 3 nodes are required so that in ttesethat one node fails, a new primary can be elected from

the remaining two nodesAs theX-haul includestwo network/computing nodes, we exploit the existenceaof
server (921681.12)that belongson the sameVirtual Local Area Network/LAN with the X-Haulnodesand
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therefore add to the swarm cluster a third node named Arbiter_No@lee Arbiter Nodeés utilized as a virtual
machinehostedon the 192.168.1.1Xerverand simply participates in the election of a new primary without
storing data

192.168.1.12

192.168.1.30 192.168.1.31

192.168.1.32 / 192.168.1.33

ALPHA nol

I N

192.168.1.34 192.168.1.35

Figure11 XHaulsetup with 192.168.1.12 server

MongoDB Stateful Migration

Theconceptbehind the migration of the microservice is to dynamically change the numbapo§o servic€ a
replicas and configure which nodes are allowed to host a replica so as to force the swam cluster to route the
microservicdo a specific nodeThe ® O1 SNJ a6+ N OFy | GG+ OK f Imor§d_servide2 i K &
Ad AYAGAFEATSRT AG Aa O2yFA3IdzNBR 6AGK | O2yaidNI A
mongo_servicaés able to host replicas only to the nodes that satisfy the condtr&@ly adding/removing label
keep_mongal 2K FNBY (GKS aglkN)Y OfdzaiSND y2RSa ¢S OFy T2NDS
b2g¢g S0Qa | aadzyS GKS Of dzaigueMe)aida migndtion| igtttiggeded. Durihgdhe R S LIA
migration the swarm cluster goes through the following states:
A. STATE Anongo_servic&k & H NBLIX AOFad a![tl! y2mé R2SayQi
seen by the replicasehemberst & ay 20 NBIF OKI 6f Sé¢®d aAdaNIGA2y Aa
B. STATEBA 1 SSLIWY2y 32T (iNHzSé Aa I RRERY H 2y a8eNides @&s QE2 mé
increased to 3. The service is configured to spread its replicas across the ahter a result the
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ASNIAOS NRdziSa (KS ySgte ONBIFIGSR NBLX AOF (2 a!l |
it performs aninitiai @ y O gA G K (GKS LINRARYIF NE NBLIX A Qlhedeglicaa! [ t |
is in an intermediate state which is called STARTUP2.

C. STATEG KSY AYyAlAlLf &aeyO Aa adz00SaatdzZ x (GKS NBLIX
{9/ hb5!w, > arxdayttiayad (KS adz00Saatdd ad8yOKNRYAI
YV2HE O

D. STATED: I 6&ép mongé Aa&a NBY2@OSR FTNRY y2RS a![tl! y2H
R2¢gy3INIFRSR (2 wod !'a | NBadz Gz GKS NBLIX AOIF d
operations are not permitted to the replica set, sirtbere isnomember in the replica set ®RIMARY
state.

E.STATEB ! [t 1! y2mMé Aa SEtSOGSR Fa I LINAYFENESX aiayos

are restored to the replica set.

Note thatthe! Nb A i S NIpb 2 R Skedpfmorigé af K@ 6 RE &AyOS AG Ydzad | fala
same procedure described earlier and depicteffigure12l f a2 K2f R4 Ay (GKS OFasS (KS
y2zmé G2 al[tl! y2HEOD

eriary. @
SECONDARY: ()
startuPz: ()
no repLica: ()

ARBITER: O

STATEA STATEB STATE C STATED STATEE

Figure12 Migration Process

An interesting topic arises during the migration procesSBATE Dyhen there is no primary replica at the
cluster. That means no write operation is permitted, and the service is not functional. At all phases, the existing
replicas monitor each other through heartbeat packets. Heartbeat packets are packets sent every
heartbeatintervalMillis and through that mechanism the replicas are informed about the presence of a primary
replica in the clusterTheelectionTimeoutMillis parameterspecifies a time windowduring which,if a replica
receives no heartbeat from a primary,dalls for election. If the majority of the nodes call for election, then a
new primary is elected among the secondarigss obvious that electionTimeoutMillis should bdequately

©6GBRICKS 2023 Page [29




D.5.5 Dryrun testing and validation of the facility BR iCKS

higher than heartbeatintervalMillis so as to incorporate network latency and hearthieatsmitrate. If only 1
heartbeat is sent during electionTimeoutMillis and for some reason the heartbeat packet is dropped, the replicas
mistakenly think the primary is down and call for primary election. electionTimeoutMillisnited by the
YFEAYdzZY ySié2N] flraSyde yz2y3 Of dza i SNX) &ecreasing S & @
electionTimeoutMillicanresult in false elections.

Bandwidth limitations

During STATE, Bhe new replica performs initial sync with the primafhisprocess isiot instantaneous and is
the main source of latency during migration. Initial sgucationA & A G NRy 3If & RSLISYRSyd 2y
Thelargeri KS RIF G &A1 ST GKS Y2NB Al GF 1S54 abifenbtiedda yS6 NI

The embeddedcentral Processing UnfCPY communicates with the switch fabric through a virtual kerlesiel

network interface(TUNdevicd s KA OK | OGa a | GdzyySt o0SG6SSy (GKS &
hardware switching planeTUN device is a layer\8rtual kernetlevel network devicethat allows useispace
applicationgto interactwith those interfaces as if gy were real device§.hrough thatvirtual devicdinterface,

the applicatiors of the switchforward their traffic to the switchdata plane The TUN device implements a
software-based abstraction of a network device putting full processing load on the CPU unlike traditional NICs
and therefore limiting network bandwidth. Also, the hardware responsible for internal packet forwarding
betweenthe swiOKQa RFGF LI FYyS FTyR GKS /t) Qa O2y iNRft LX IyS
the maximum network bandwidth for a virtual interface based on TUiedis 10Mbps.

Userspace applications can send data to the virtual TUN interface at rates higher than 10Mbps. Specifically
during initialsync the primary replica sends a high burst of data to the newly created replica and as a result the
K2adQ&a ¢!'b AYyGSNFIOS SELSNASYyOSa O2y3Saitrzyoe 5dz8
through the same virtual interface experience agbulatency increase. So, there must be a manual network
bandwidth allocation to each service using the same network interface.

Figurel3a K2 ga K2g GKS LINAYFNE NBLX AOF NizyyAy3d & | R2O°
networkportsP ¢ KS O2y G Ay SN Bpai® bdd GoBriectsHayirtul Xemngi@ve!l bridgeSaled
docker_gwbridge. When a docker node is initialized in a swarm cluster, docker_gwbridge is created at the specific
node using the docker bridge driver and acts as a gateway bridge between swarm overlay networtisfinser

bridge networks and the host machine. So, when the primary replica wants to send a packet at the external
network, it is first encapsulated ian Ethernet frame atcontainer®Q S Kn ahd/ thed Nant t@© e
docker_gwbridgeThedocker_gwbridge checks its bridge forwarding datab@$eB) and since destination MAC

Aay Qi GdlF OKSROIKE FTHNRYSNARIKI YR SIR. If the destidation @as inlthte NP dz
subnet of the virtual interfacghe packet is routed through that interface. Themdardware AbstractionLayer

daemono | ! [ 0 LINPOSaa (KI éLEIOSN ¢ $& GING OKiHa HIKES EHFINIOK Qa
control interface sdhat i K S K 2 & { gsisteawil®éablé th gianipulate the hardware switching plane.

' [ &aSNIBAOS NBFRa GKS LI O1SG FTNRBY (GKS @GANIdzZ t Ay dSt
virtual interface is attached to.
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eth0 eth0
B 3 o

max_rate<=10Mbps 4 E
veth veth

docker_gwbridge

ip_routing

vif(viirtual interface)  cecceeenaen Network Bandwidth=10Mbps

readiwrite

HAL
HARDWARE ABSTRACTION LAYER
M SS
Host DEAMON PROCES

Switch Fabric

port
110117

Figure13 Packet flow from docker container to network port of switch

The replicas omongo_servicdave been configured such as when a repbeaomesa primary, thedocker
O2yGFAYSNI Fdzi2YFGAOIfte &aKILISa GKS SaNBaa ol yRoARIDG
network bandwidth of the virtual interfacelThisis achieved by modifying the packet scheduler for the ethO
interface. The primary replica adds a Hierarchical Token BUekEB) queueing discipline and attaches Fair
Queueing Delayfq_codel) under HTB. HTB shaphs bandwidth and fq_codel controltatency and fair
gueueing.

It is very important fomongo_servic@ot to occupy the full bandwidth of the virtual network interface during
initial sync procedure because otherwise the heartbeat packets experience a huge latency increase and when
electionTimeoutMillis is small, a burst of false electionsurs and the replica set is gradually failing.

X-Haul Integration with ECCM

Theaim of selecting the appropriateode to host amicroservice is to achieve an optimal resource allocation
and enhance the performance tife microserviceacrosshe XHauQa O2 YLJziAy 3 y2RSad 9/ /
tool for monitoring and executing complex decisimaking algorithms with the purpose to optimally orchestrate
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microservices placemenltt has beemmentionedin D5.3[7] that XHaulexposes a REST ARlisX-Haul APl is

used by ECCM to execute actions eHaldevices(Figurel4). ECCM communicates withe API to retrieve

statistics about XHaulnodes, consequently feedirthe optimal placemenglgorithm with input data. Through
X-Hau AP| EECMan alscenable/disablehe power save mode ahe wireless radiosTableb liststhe X-Haul

API| Endpointghat are used durig the dryrun testing XHaulAPIA & K2 a i SR |,loperatésfat | | y
192.168.1.3565530 and is accessible frormside the KUL testbedAlsqg the XHaul API is accessible from
http://burns.esat.kuleuven.be:8000/x_haul _apBurns serverwith 1IP193.190.168.5@burns.esat.kuleuven.be)
isanonline serverf KUL infrastructurend & burns.esat.kuleuven.b8000 a reverse proxyproxies the traffic

to servicesnside the KUL testbed.

Wdco«
, [ REST APl Q riask ]
FS

S 1 *
H . b - '
H 7 Radios : SWARA, (S:ewltge /:
H - g v reation/!
.‘.N enable/disable »l-w‘o/ ; pPlacement

¢ _ H

> ¥
H b

|| SWASA swarm 0 Stats

i r\‘ =Y  cluster info ¢

ALPHA nol (Master Node)

Figure14 ECCM as an orchestrator ofHaul

Table5: XHaul API Endpoints

Method | Endpoint Description Request Body
POST /link/enable Enable link by
deactivating  radios -

power-save mode

POST /link/disable Disable link by
activating powersave -
mode
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POST /migration/create_mongodb Create mongo service, mongo_allocated_bandwidth
and initiate the replica number
set

POST /migration/delete_mongodb Dete mongo_service

POST /migration/ALPHA aA3aANF S 0|
y2mMmE

POST /migration/ALPHA2 aA3dINI 4GS 0|
Y2HE

POST /migration/mongo_replicaset _param Configure heartbeatintervalMillis number
heartbeatintervalMillis | electionTimeoutMillis number
and
electionTimeoutMillis
parameters

GET [cluster/get_node_names Getthe info about the
nodes of the dockel
swarm cluster

4.2 Evaluation methodology

In the current subsection, the demo example depictedrigurel5is examined. The scope of the section is to
examine the behavioof the XHaulnodes and whether they can support the stateful migration of the MongoDB
microservice. How ECCM decides to trigger the migration process is out of scope.

Test casedescription

LYAdArftes GKS az2y3d25. YAONERA&SNIIA OSavehmnddll id Fighredp)t | |y
99/ a SyloftSa GKS NIRA2a I yR (NKRMSijELS)HS anew @idad A 2 Y
Ad ONBItlUISR yr2iH é¢a 'Y R RdzNR Yy 3 Ay A ( Ayrdplicdséngs@s daté to theméwlyt v &
created replica at anax rate of 10Mbp¢3 in Figurel5). The data transfer iperformed through the wireless

link. After initial sync is completedhe replicaatd ! [t | | y2Hé GNI yaA@iaFiguls){ 9/ hbt
LYYSRAIFGSt @ GKS LINA Yl NB NBaftér do@oximatelyelgctiof TimeoutMiyighe ¢ A &
ASO2YyRINE NBYRADL I VR bt NPOR.168 NipbraeR Soth Icall for electiofb in Figure

15). Since there is only one secondary replica in the clygtes get elected as a primary and write operations

are restored6 in Figurel5). That test case is executed for different data semdvariable electionTimeoutMillis
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Figure15 Experimentation test case
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Real time visualization of XHaulmetrics

Grafana has been employed for raahe visualization of Xlaulmetrics. The most important metrics selected

to evaluate how »Haul devices respond during stateful migratioare the CPU usage and the bandwidth
utilization of the switches,the power consumptiorof the radiosand the service failover duration which is the
time the cluster is iIBTATE DAlso, for XHaulswitches, RAM usage and power consumption are visualized in
real time in order to check ihesemetrics are affected during the test case. Finally, latency metrics among cluster
nodes are collected to evaluate the limitations inserted due to the network infrastructure, limitations that define
how small the electionTimeoutMillis can be selected.

In addition, a service hosted ¥92.168.1.1%erver, continuously writes data to the MongoDB replica Séis
ASNDAOS ONBIGSa 02ttt SOGA2y YR S@SNE <) ARy Ra A
documentsthe servicaemoveshe collectionand creatsagainanempty collection The service doawot affect

the size of thelatabasehut it gives a real time visualization of a writperation flow. InFigurel6, Service Data
(MongoDB) panel presents the flow of the documenith their X,Y fieldslf the servicestores data to MongoDB
fasterthan electionTimeoutMillisdocuments will be lostiuring migration But ifelectionTimeoutMillis is small

enough the probability for a document tbe lost during migratiois very low Note that service failover duration

consists of electionTimeoutMillis which is the time replica members call for elesti@m no heartbeat packet

has beerreceivedduring thatinterval, plus the time it takes for replica set members to vote dorew primary

member. Usually voting latency is negligillempared toelectionTimeoutMillis.

All the metrics depicted ifigurel6 are stored inX-Hauls PrometheusTime Serie®atabaséhostedond ! [ t | !
y2mE A @rafan® Kuns locallyon a PC and is configured teonnect with Prometheus at
http://193.190.168.50:8000/prometheus.

o i o | oo o R e

- EEEREEEREEERRRERaa - -

ongoD

_1.29%

ALPHA1 ALPHA 2

Figure16 Grafana reatime visualizationof Al OOOA 08 O OOA O AMauldevicesi AOOEAO A£OT |
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4.3 Evaluation results

In the current subsectignX-Haul metricsfor the migration procedure explained in 4.2 are exandirend
conclusions are drawn regarding the efficieréy<Haul.

MongoDB data size

Due to the embedded nature of theBXaulswitches and their computing resources, the CPU usage of the node

that hosts the MongoDB microservice is strongly dependent on the size of the microservice. RAM usage and
L2GSN) O2yadzyLJiaz2y | NB O2yaidlyd |yR MWMKEBIE fFe aryhRiOKS yF
host a MongoDB microserviges CPU Usage+86%. At Figurel7, a MongoDB with zero data consumes around

7% CPU Usage and the switch itself goes48%. When the microservice approachaslata size dB00MB the
CPU usage can excegd.

Figure18 shows the CPU Usage of theHgul switches during the execution of a test case wHBOMB of

MongoDB data size. During init@inc,a ! [ t | 1 y2ué SE LIS NIBByaOS @GPWhijeda A f ONB | & ¢
y2mé S E LIBWERIrBrgadeS Whet the data size becomes bigger, initial sync takes longer to complete and
both switches reach high levels of CPU usage for extensive pefitidnes. The replica set becomes unstable,

replica set members fail to update the statetbé cluster due to high load at host machines aubsequently

false primary electionsccur. On the othethand RAMusage anghower consumptionmemain constant.

CPU usage - MongoDB size
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Figure17 Switch CPU UsageMongoDB data size
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Figure18 CPU usagand states in XHaul switchesduring stateful migration

MongoDB failover duration

Round Tip TmeRT)f | G Sy Oé o6SG6SSy a![t]l y2mé YR al![tl! y2HE
inside the KUL lab. During initial syspikes can appead dzii ( KS& R2 y(@igureRERDSISsRabo n Y &
setup, electionTimeoutMillis can easily be selected atsedond scale and due to zero packet Jolsere is no

need for many heartbeats to be sent during electionTimeoutMillis time window to guarantee that at least one

will arrive at each of the other replica set members. Even for electionTimeoutMillis=100ms and
heartbeatintervalMillis=30msno false primary elections arise and if write operations at MongoDB regdicar
sufficiently les$requentlythan every 100mghen the possibilities for a write operation to take place at failover

duration are very small.

~ 153% ||g 3.99%

ALPHA 1

EEmEEE ]L_L[ SEEEE-
| - JB

Figure19 Latency of XHaullinks during migration
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RadioPower Consumption

For the radios to get enabled and synchronifexin poweroff, it takes about 2 minutesThiscan betoo long

for time-criticalcasesvhen it is crucial for the service to migrate to another node connected through the wireless
link. TheX-Haulradios employedit KUL feature aSWenabledpower-save modehat setsthem to a power-on,

a KA il |y Radepthat enabledink establishmentin a fraction of that time. Specifically, Wen the radios are

in this power-save mode, the wireless link can become functional in only a few secefidstively trading
increasedpower forreduceddelaycompared to the powenff ¢ power-on cycle while still saving power when
thelink is not usedThisisavery usefufeaturein time-critical scenarios where the servicannotafford minutes

to initiate the migration proces$zigure20shows that during powesave modethe radio<power-consumption
dropsby ~ 25Watts.

Power Consumption(Watt)

Figure20: Radio$power consumption monitoring

The dryrun testing aims to validate the feasibility ofmetwork computing where docker services can be hosted

at embedded systems and clusters consisted of network switchedocker swarm is sufficient for service
orchestration amonghe Of dzA 4 SNNDa y2RSad® ¢KS (Sad OFrasS ¢l a AYLISY
offers a convenient test case to test the stateful migration of a microservice, but many other microservices can
be hosted on the ¥auld S (i dzLJ® L / h a Q dpowdinivde difera dalutiolki to Cohniect switches that

can be physically miles apart from each othehile also providing energy efficiency when the wireless links are
not used. Despite computing limitationde X-Hauloffers the ability for lightweight microservices to be placed
closer to edge devices. Databases collecting data from edge devices with lower latency and lightweight
controllers taking actions on the edge devices or on the network itself, is a great exafmpbw theproposed
disaggregated-Klaulcan be used in nexgeneration networks sthat core network functionalities can be moved
closer to the edge.
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5 Dry-run testing of the DMO

The 6GBRICKS DMO, whose deployment at EUR was detailed 48DBmbnitors the underlying infrastructure
and provides Key Performance Indicators (KPIs) to the Fault Management component, which, getelitts
and explaingnomalies and fault&Vhile D5.410] contributed dryrun tests that focusedn the DMO explanator
component,this sectiorcontributes dryrun tests that focus oreXplainable Atrtificial Intelligenc&A).

5.1 Dry-run test of the explainability module for fault management

¢tKAa {SOlGA2y SELXIAYya K26 (KS 5ahQad FhdzZ G YIFylF3asys$s
Anomaly Detection& Explainability Module. The complete design of the module has been introduced in
Deliverable D4.33]. The role of this module is to pinpoint towards anomalies, explain the influencing factors
behind the anomalies, to help with decision making for network optimisations. An Explainable Artificial
Intelligence (XAl) model was designed to detect and intérgmomalies in network data for advanced
communication systems. The goal was to build an intelligent, transparent monitoring tool capable of identifying
irregularities in 5G and 6G network behaviour while clearly explaining the reasoning behind thodedstédn

this deliverable, we present the functional testing for this module.

Test environment and Setup

An opensource datase{8] containing passive 5G measurements was used to design, train, and validate the
entire pipeline. The dataset consisted of a large number of network performance indicators, such as latency,
throughput, and signal strength, along with geographic coordinatesedl towers. Because of its size and
complexity, careful preprocessing was essential before training could begin. The data was cleaned, removing
constant and nulvalue columns and excluding attributes that did not contribute to model learning, such as
timestamps and geographic information. To efficiently handle the large dataset the Polars library was used
instead of Pandas, which significantly improved data loading and manipulation speed. To make geographical
visualizations clearer, group tower locat®nvere clustered into representative regions rather than plotting
thousands of individual points. Once the data was ready, it was divided into training, validation, and test sets to
ensure balanced evaluation and reproducibility.

Evaluation Methodology

The core of the system is an autoencoder neural network, an unsupervised learning model ideally suited for
anomaly detection, alongside the explainability module. The autoencoder learns to reconstruct its input data
through two main components: an encoddiat compresses the data into a lowdimensional latent space and

a decoder that attempts to reconstruct the original input. By learning to represent normal patterns, the model
can recognize unusual behaviour when the reconstruction error exceeds a ddfineshold. Because the
dataset contained only normal samples, synthetic anomalies were created by introducing small, controlled
changes to certain data points. This allowed the system to be tested on how well it could detect deviations from
expected netvork performance.
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hLIWGAYAT Ay3 GKS Y2RSt Qa8 KELISNLI NI} YSGESNAR 61 a& Ly AYLE
Bayesian optimization was introduced providing a probabilistic approach that explores combinations of
parameters to identify the most effective configdion. This process, though timmnsuming, taking
approximately five to six hours due to dataset size, proved valuable in identifying optimal learning rates, neuron
counts, and network depth. Once trained and optimized, the model was saved in an H5 forrhatire use,

avoiding the need for retraining and ensuring consistent results across environments.

2 AGK GKS Fy2Ylteé RSGSOGAZ2Y Y2RSt SaidlofAaKSRI 2 dzN
decisions transparent and understandable. For tBidapley Additive exPlanatio8HAPwas integrated with

our model, which is a framework that quantifies the contribution of each feature to a specific prediction. SHAP
was applied in two ways: locally and globally. The local explanations focused on individual anomalies, identifying

z

whichngi 6 2 N] TSI Udz2NBa Y2ald Ay Tt dzSaftiofaRdatd poidt asabroidmal.Qa  Of | a

Test Results

The test results for the explainabilitpodule included visualizations such as waterfall charts, which illustrated
how parameters like signal strength, latency, or throughput contributed positively or negatively to the anomaly.
This is shown iRigure21 where the top ten features are presented. The global explanations aggregated insights
from all detected anomalies, revealing which variables were consistently influential across the entire dataset.
This dual approach provided both granular interpretapiind a broader understanding of systemic patterns in
the data.

fix)
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DM_RS-RePower
SSBldx m
EARFCN

PBCH-RSRP +0.19
DM_RS-SINR - +0.17
DM_RS-RSRP I +0

Speed I +0
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Figure21 Waterfall chart showing top 10 influencing features
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¢2 @AradzZ AT S GKS NBadzZ Gax ¢S AydS3INIGSR (KS&mey2RS(T (
monitoring and dashboard creation. This setup allowed anomalies detected by the model to be displayed
dynamically, offering users immediate insighta network health. This is presented Figure22 showing a
dynamic map with the location of cells labelled with anomalous data. Each detection was also logged locally,
ensuring that both the anomaly and its explanation could be revisited later for further analysis. This is presented
in Figure23, showing the SHAP values of the correspondimgmaly.This graph shows a global feature ranking

of attributes across all anomalous cellbe distance_w attribute represest weighted distance between cells,
adjacent cells kedpg this attribute within a rangeSeeing this attribute spike would be a likely indication of
anomalous behaviour in the network. This is a similar scenario regarding Speed, cells in the network are
configured and optimised for a baseline performance, a strong indication of an anomalbwgoa&d be an
inability to reach an expected level of Speed attribute.

The combination of live visualization and persistent recéekeping made the system practical and auditable, key
requirements for deployment in critical network environments. Although the implementation used simulated
data, the structure was built with fulloenpatibility for live input.

Figure22 Visualizationof Anomaly
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Figure23 Generated SHAP Values

Throughout this process, it was evident that combining deep learning with explainability techniques produced a
strong balance between performance and trustworthiness. The autoencoder effectively identified unusual
network behaviour, while SHAP provided thterpretability necessary to understand why the model made each
decision. Bayesian optimization ensured that the model performed efficiently without manual tuning, and
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Grafana integration brought the results to life through intuitive dashboards. Together, these elements formed a
cohesive, transparent, and scalable system for anomaly detection and interpretability.

This XAl framework demonstrates how advanced Al models can be made both powerful and interpretable. By
detecting anomalies and simultaneously explaining their causes, the system supports network engineers in
diagnosing issues more quickly and confidemily communication networks become increasingly complex, such
explainable models will be essential for maintaining reliability and fostering trustdiniv&n operations. Even

in its early form with simulated data, this approach lays a strong foundatiofufiore deployment in reatime

5G (and beyond) network monitoring and analytics.

©6GBRICKS 2023 Page 143




D.5.5 Dryrun testing and validation of the facility BR 'CKS

6 Dry-run test of 6GBRICKEFmMIMOtowards distributed and multi-
band operation at the KUL testbed

The dryrun testing in KUL testbed is divided into three subsectamtording toFigure24.

Data generation

el cmWave distributed bricks
Hardware, sync, and channel
|ogg|ng e === ——————L "] multi_band bricks
X Modular bricks for RU, DU
Datasets of algorithm
i 2 and CU
validation and Al-driven Real-time mmWave I
functionality Innovative solutions for sync, CEmMIMO
channel estimation, ) )
clustering and distributed Multi-band cooperation
processing between functions
Multi-band CF MAC
scheduler

Figure24. 6GBRICKS CFmMIMO towds distributed and multiband CF operation

6.1 Dry-run test of multi-RU GRAN at the KUL testbed

Test environment and Setup

In 6GBRICK®nultiple R (i.e., multiple x410 USRP) connecteith asingle DUsserving as single/shared cell
operating on the same frequency band/chann&k can beeen inFigure25, the 2 "cells'with the USRR410
as a RF frontendill have the sam&hysicalCell Identity (PC) andcentrefrequency so they will appear toldser
Equipment UB as one cellSuchdeployment of multtRU will #ow us to providewider coverage thasm single
RU setup, i.e., being able to haxe RAN serve 2 different UEs in different rogm®vided each has a connected
RU.During the mobilityof the users in the coverage area of thesRve can observe seamlessnsition of the
UEfrom one cell to another.As can be seen iRigure25 that we have two different subnets for each RU and
UDP port for both sidesAt the side of the DUwo fronthaul networks are needed to be ingmented andthe
fronthaul configuration of both sideg.e., at the GDU and the €ERU)isas follows

fh - netl:

IP _address: 192.168. 101.1 /24
fh - net2:

IP _address:  192.168.102.1/24

Listing I Fronthaul networks
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USRP X410/X310 USRP X4100310
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Figure25 Multi-RU (i.e., Multiple x410 USRP) connection with single DU.

In the multiRU setup, thdronthaul networks to connect the ®Us (i.e., x410 USRP as follawgpnfigured as

follows:

netw orks:
fh - netl:
name: fh - netl
driver: macvlan
driver_opts:
com.docker.network.driver.mtu: "1500"
parent: ens14f1.101
ipam:
config:
- subnet: 192.168.101.0/24
fh - net2:
name: fh - net2
driver: macvlan
driver_opts:
com.docker.network.driver.mtu: "1500"
parent: ens14f2.102
ipam:
config:
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- subnet; 192.168.102.0/24

Listing 2: Fronthaul network configuration

The testbed scenario iRigure25 validates the MultiRU feature withina NRsystem configuration. The test
environmentat the KUlwas deployed using two-QUg(i.e., two x410 USRRJonfigured together to operate as

a single cell. From the UE perspectittee PCI was expected to remain constant across the entire service area,
ensuring seamless radio continuityithin the configuration of the setup of the KUL the Reference Signal
Received Power (RSRP) distribution should exhibit highest values in the closer praxigsRJ1 and €RU2
respectivelyandwith the lowest RSRP observed in the mant region between the twd®-RUs. Consequently,

no handover or cell reselection events should occur during UE mobility across the coverage area,@&Rbisth
serve the same cell entity. Additionalthe effect oflink-reliability is alsoevaluatedwith particularfocusonthe
border area between the tw®-RUs The Multi-RU setup at the KUtonsists of &RANarchitecture with two
coordinated O-RUsoperating as a single cell. TROTSUE connects to botl®-RUs over the air interface at
different positions within the coverage area. The RAN components anmeected to the core network, which
manages traffic routing and session establishment.

Evaluation methodology

...........................................................................................................

Start Core R T

O

\ 4 A 4 A 4 v

: Automatic start of
------ > Start RIC > 2x LowPHY

@ (LowPHY is waiting for DU) @

Start CU

Stop RAN:
- CUis down
- DU is down
- LowPHY is down

- DU is sending cfg to both LowPHY
- LowPHY communicates with USRP via UHD

Start DU €----- '

- RAN is up and running

€ » Communication between components

<«— > Flow of the operations
Figure26: The MultiRU setup activation procedures without link reliability.

Figure26illustrates the activation workflow for thenulti-RU setup in the absence of liniliability mechanisms.
The procedure begins with the initialization of the GapeCU, and éDU. Followingthe activation of all the RAN
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components,the Near Reatime RAN Intelligent ControllerNearRT RIC) is started twisualizethe Key
PerformanceMeasurement (KPM) amaxAppwhere the performance of theetupis visiblein reatltime in a
Grafana dashboardimilar to the one showin Figure27. Subsequently, two LoWwHY instances are launched
automatically. At this stage, each L&Y entity enters a standby state and awaits configuration commands
from the O-DU.Uponthe O-DU activation, configuration messages are transmitted to both-Bé# instances,
which then establish communication with the USRROhardware via UHD. Completion of these steps results
in a fully operationamulti-RU RAN. Theigure26also depicts the shutdown procedure. During RAN termination,
the O-CU,0-DU, and LowPHY components are sequentially deactivated, ensuring an orderly teardown of the
system.

RRU.PrbAvailD

(.

RRU.ProAvaliU

1 |
. J \ ] i ‘!“Vwmnv“‘
B SsmEnn | YT P Ll

Figure27. The Grafana dashboard KPM xApp visualization.

©6GBRICKS 2023 Page |47




D.5.5 Dryrun testing and validation of the facility BR .CKS
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Stop RAN: )
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€---------- » Communication between components

<«—>» Flow of the operations
Figure28: The MultrRU setup activation procedures with link reliability.

Figure28depicts the activation workflow of the MWRU RAN setup when limkliability functionality is enabled.

As can be seen frofigure28, once the Core and RIC are operational, two IRMY instances are automatically
launched. At this stage, both Le®HY processes remain in a standby state, waiting for configuration directives
from the GDU. Prior to activating the highdslyer RAN components, lisrkliability parameters are configured
and enabled. This configuration step ensures that the system apfilie appropriate reliability mechanisms
during subsequent communications between thedO and the multipleD-RUs.

Dry-run tests for Multi ple O-RUs connection with singleO-DU

The GRUs are positioned at two locations to validate MHRtY operationAt each position, RSRRd throughput
measurements were recorded while verifyitigat the PCI remained constant. All measurements confirmed
consistent PCI visibility across the entire coverage area with no handover eveatdE successfully connected

to the cellwith samePCl and achieveaetter RSRFRSR, and throughput nearbyo the ORU 1 and €RU 2To
evaluate the impact of the Link Reliability feature on network performance, tests were conducted at the midpoint
position between GRU1 and €RU2 under varying the mobility of the users within the coverage region of the
Multi O-RUs
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6.2 Dry-run test of portal-controlled CSI dataset generationKUL)

This sectiordocumentsthe dry-run evaluationof the portalcontrolled Channel State Information (CSI) dataset
generationat the KUL testbed

Test environment and Setup

Thesetupthat is used for the portatontrolled CSI dataset generationase of subsystems within the KUL
Testbedpresented inFigure29. It includesan USRP x410 that achsa Radio Unit (RU}t has an instantaneous
bandwidth capacity up to 400MHz anidl is controlled by the testbed controller which rure the compute
server The DU/CU Near RRIC component is not use in this case.

The whole setup is synchronized vtee NI Octoclock,that distributes a clockeferencegenerated with a
rubidium clockio the different components in the testbed to ensure precise timing and synchronization across
distributed elements.

Figure29. 6G subsystem in KUL testbed

6.2.1.1 Portal controller

The tesbed can be controlled fromwaeb server that exposes a set of RESTful APIs to allow remote interaction
with the testbed. From this APIs, users can start, stop, monitor, and update the status or parameters of a running
experiment.
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Zmq

demo_controller

Figure30. Demo App controller diagram

Internally, the application uses a Demo Controller obj@dgure 31) which establishesa connection to the
Testbed Interface at IP addres821168.1.12 and port 30000. This controller handles the communication with
the testbed, enabling the Flask server tetrieve demo metrics (such as status, carrieallocation and
performance metrics) and execute operations.

Furthermore, there is the controller servéfigure 32)which is a backend process that is responsible of directly
interfacing with the testbed hardware. It exposes a ZMQ reply (REP) socket on portv@@&@Qit receives the
commands that are sent by the Demo Controller that the user use.

zmg.backend zmg.constants

Zma.sugar signal_processing

-
controller

Figure31 Server controller diagram

This module acts astestbedside communication endpoint. It continuously listefios incoming requests and
processes them with the Controller, ensuring the execution and data retrieval from the testhed:ontroller
module defines the core control logic of thestbed, and it isresponsibleof initializing, configuring, and
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managing the transmission and receptionnafveformson the RFNoC/USRP hardware, as well as performing the
signalprocessing, channel estimation, anddat localization functionalities.

Evaluation methoddogy

As shown irfrigure32, the evaluation focuses on extractirfgetChannelmpulse Response (CIR) from @ieannel
Frequency Response (CRRis procedure is explained beldwithin the CEnMIMO architectureusing different

setups

1 Cabled setupthis represents an ideal and fully controllable environmbptemulating multipath
components using RF splitters, combiners, and coaxial caldeshown irFigure32 (left), an RF
splitter is connected to the output port (Tx) of the USRP X410 transmitter and divides the transmitted
signal into three identical copies. These three copies then propagate through coaxial cables of
different lengthg 2 m, 10 m, and 18 mthus emulaing three distinct multipath components. On
the receiver side, an RF combiner merges the three delayed signals and feeds them into the input
port (Rx) of the USRP X410 receiver.

1 Overthe-air setup this represents the wireless links shown ifrigure32 (right), the ovetthe-air
setup enables the extraction of two different CIRs:

i.  The bistatic communication CIR, representing the uplink propagation between the user
and the USRP

ii. The monostatic CIR, representing the d4ehsmit and selreceive echo response
between the USRP and the target.

Mono-sumc P4

\'.

Figure32 Setups for channel evaluation The left picture is the cable setup, and the right side is tlogerthe-air setup.

Prior to transmission, the Testbed Controller establishes a unifieddiiemiency reference among transmitter
and receivers by distributing the rubidium clock through the OctoClock synchronization system. Once
synchronization is achieved, the controller configures all RF and baseband parameters and schedules the
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transmission of uplink pilot signals and downlink probing sequences. The entire procesZtidgimee to ensure

that channel measurements collected from multiple receivers are coherent. Calibration procedures are executed
to compensate for residual group delays, gain, and phase mismatches. After these preparatory steps, the
controller triggers thecoordinated acquisition process, and each receiver records the raw IQ samples
corresponding to its respective observation windows.

The transmitter sends a stream of 66 repetitions of an OFDM symbol with |d@4tB2 samples, alternating
between an OFDM symbol and zeros. The stream duration is approximately 2.475 ms. The transmitter sends
1000 streams including a delay between each stream and the receiver captures the 1000 streams. Then the
receiversperforma list of processing tasks in order to get the CSI information.

Within each stream of 66 symbols, the two first symbols are used for the calibration process. The remaining 64
symbols are used to compute the information of interest (CIR/CFR). The first processing stage then is to remove
the cyclic prefix from all recedd symbols, and this is followed pgrformingand FFT teransformeach symbol

into the frequency domain.Then from eaclstream we obtain oneeceivedvector (Y)with information of all
subcarrierdy coherently summing the 64 symbols to improve the SNR.

After applying the FFT to the received OFDM pilot symbol, the received value on subcarrier k is denoted as Y[K],
and the corresponding transmitted pilot symbol is X[k]. Assuming a multiplicative channel per subcarrier, the
frequencydomain model is:

9E ( EB8E . E p
where H[K] represents the channel frequency response (CFR) at subcarrier k, and N[K] accounts for noise. The LS
estimate of the CFR is obtained via a simple division:

e 9E
LE gE
This estimatioiO provides the @main characterization of the channel.

Toanalysamultipath characteristics, delays, and reflections, the CFR must be transformed into the time domain.
This is achieved by applying the inverse fast Fourier transform (IFFT):

al ) & &[4E o
GKSNBE kwy8 RSy2(GSa GKS SadAYFGiSR OKFyySft AYLMzZ &S NB
corresponding to different propagation paths.

Because the collection softwaperformsall preceding processing steps, the datequired from the testbed
during the experiment executions includes the computed @IR

Evaluation results

This section presents the results obtained for the two different settips cabled setup and the owthe-air
setup.
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6.2.3.1 Cabled measurements

We first evaluate the performance of the testbed under an ideal and fully controllable environment by emulating
multipath components using RF splitters, combiners, and coaxial cables.

The propagation speed of RF signals inside coaxial cables depends on the dielectric constant of the cable, typically
ranging between 66% and 85% of the speed of light in vacuum. To validate the CSI logging functionality of the
testbed and its ability to molve multipath components, we transmit signals with 400 MHz and 20 MHz
bandwidth, corresponding to time resolutions of 2.5 ns and 50 ns, respectively. As illustr&igdneB3, the 20

MHz signal, with its 50 ns resolution, canmiidétinguish betweerthe three cable paths, whereas the 400 MHz

signal clearly resolves all three components.

1 .
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Y 0.981829 ——— B =20 Mhz
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©
=
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@©
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Delay [ns]
Figure33 Channel impulse response of 400 MHz and 20 MH signal

Figure33 showsthe CSI that was collected in the dataset of the cabled experiment. The blue line are the CSI
values for 400MHz bandwidiénd the orange one for 20 MHz

6.2.3.2 Ovetrthe-air measurements

After confirming the correctness and resolution capability of the testbed in this ideal-bakkd setup, we
proceed to realworld overthe-air measurements at 5.2 GHZhe graphical interfaceF{gure 34) displays
realdime CIR estimation for both monostatic and bistatic chanrBtés configuration has been demonstrated
at the 5th IEEE JC&S Symposium 2026 [

As mentioned earlier, the oveéhe-air setup enables the extraction tie bistatic communication CIR and the
monostatic CIR. These indoor experiments were conducted using a 400 MHz signal, proving a delay resolution
equivalent to approximately 0.75 m in distance. Given the propagation characterdgtie® GHz and the
complexity of the indoor environment, we expect multiple strong reflections to appear in the CIR.

As shown in the loweleft region of Figure34, PO corresponds to the peak associated with the transmitter
position, P1 corresponds to the reflection from the target, and P2 represents the reflection from the wall located
behind the target.
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Demo: Evaluating Performance of Joint Communication and Sensing with Real-time Resource Allocation

ion Channel Impulse Shannon Capacity vs time Sensing subcarriers
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Figure34. Graphical interface of the KUL Experimental platform

In this setup, the dataset is not yet available. Nevertheless, the demonstration experiments presefigare
34illustrate that CSI can be reliably extracted from the ether-air measurements. The dataset will be collected
as part of the next steps.

6.3 Multi-band bricks

This section documents the dry run evaluation of mhtind operation of the KUL testbed. Theaulti-band
operation consists of cawave (described in Sectidgh?) and mmwavesetups This section focuses on the mm
wave environment aneévaluation.

Test environment and Setup

KUL mmWave Testbgfigure 36)s a stateof-the-art hybrid mmwWave MIMCsoftware-Defined Radio (SDR)
platform, offering up to 1.76 GHz instantaneous communication bandwidth per data stream and designed for
cutting-edge research in both higihroughput communication and higresolution sensing. At its core, the
platform employs multiple AMD ZyngltraScale+ RFSoC ZCU111 (Gen 1) evaluatianhigtsly integrated
systemon-chip devices that combine gigample RF data converters, sditcision forward error avection (SB

FEC) hardened IP, a larggale FPGA fabric for hardware acceleration, and a heterogeneousbAsdd
processing system with retime and applicatiorclass cores. This architecture enables thedesign and
seamless integration of advanced pigatlayer algorithms directly owhip, bridging higiperformance
programmable logic with lovatency embedded processing.

Each RFSoC board supports RF bandwidths up to 4 GHz, serving as a flexible and reconfigurable baseband
processor for mmWave transceivers requiring uliveleband gigasampleate ADC/DAC chains. The system can
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interface with two independent mmWave RF frontends, enabling fully synchronized hybrid MIMO transmission
and reception of dual spatial streams.

Figure35. mmWave CFmMIMO testbed

The platform integrates multiple RF frontends from two leading mmWave solution providdrarrowtech BV
and Sivers Semiconductor®effering complementary capabilities for multendor, crosglatform evaluation.

1 Pharrowtech PTR1060 + PTM1@blde frontends in the right side of Figure 3@he PTR1060 is an IEEE
802.11aycompliant CMOS beamforming RFIC covering the falf 5GHz band, integrating 32 TX/RX
antenna paths with orchip TRX switching, a lemoise synthesizer, and support for up to-@AM
modulation. It allows fast beam switaetyg and stores up to 1024 analog beam patterns. Paired with the
PTM1060 phased array modulen 8x8 element, linearly polarized array with full 2D beam steering in
azimuth and eleation, it supports external LO injection at 2.5 GHz and 20 GHz for preciseRRUGi
synchronization in largecale MIMO deployments.

1 The Sivers EVKO0600#ack frontend in the left side of Figure 3Bitegrates the TRX BF/01 beamforming
transceiver IC, an IEEE 802.1-tadthpliant device covering the §81 GHz band. The RFIC supports 16
transmit and 16 receive channels with fully integrated beamforming capability, capable of storing up to
64 programmatd analog beam patterns. The system delivers a combined output power of
approximately +40 dBm EIRP, enabling {oargge, highcapacity links. The transceiver offers fine
grained beam control with 1.5° phase resolution in both transmit and receive modesyaghprecise
beam steering. The EVK incorporates the BFM06012 beamforming module, featuring separate 16x4 TX
and RX phased arrays with 1D azimuth beam steering. The BFM06012 is driven by an external 20 GHz
local oscillator, allowing phasmherent operaion across multiple fronends an essential feature for
distributed MIMO and coordinated beamforming experiments.

With its multigigahertz instantaneous bandwidth, scalable phaaady frontends, and higperformance FPGA
infrastructure, the testbed is uniquely suited for the réimhe implementation of nexgeneration wireless
localization, beamforming, and sensiafgorithms. The current KUL installation comprises five RFSoC FPGAs,
eight mmWave phasedrray antennas, and loyitter external frequency references up to 24 GHz, enabling
synchronized, mukhode experimentation across a diverse range of mmWave scenarios
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Evaluation methodology

The evaluation of the mmWave testbed builds upon the experimental framework previously established within
the EUMARSAL projeg¢tLl], where the Pharrowtech (PHT) 60 GHz RF frontends were integrated with the AMD
Xilinx Zynqg UltraScale+ RFSoC ZCU111 platform. In that setup, the physical layer implementation was based on
the IEEE 802.11ad singlarrier (SC) PHY. All measurements andasigocessing tasks were performed using
MATLAB and Python on a higarformance workstation, leveraging the WLAN and DSP Toolboxes for waveform
generation, signal analysis, and visualization.

dZAf RAYy 3 dzll2y (GKA& F2dzyRIFEGA2y>S GKS OdzNNByld St dzr G
the IEEE 802.11ad OFDM PHY layer in MATLAB. The motivation for this enhancement stems from the superior
suitability of OFDM for wireless sensiagplications. Unlike the singlearrier approach, OFDM allovike
extraction of detailed channedtate information (CSI) on a psubcarrier basis across a wide bandwidth. This
fine-grained CSI provides valuable insights into multipath propagation efiadtsubtle environmental changes,
enabling highkresolution sensing, user localization, and environmental awareness.

Test case PHT Single Radio (SISO) Communication

In this experiment, we use a single radio frontend from PHT to transmit and receive 1Q sample aveil he
setup for this test case is presentedrigure36. It requires two external clock generators, one for each,smle
synchronizehe radio PLL with the reference clock that feeds thedRES
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Figure36. PHT SISO diagram
Measurementcampaigns:

1 We validate the mmWavknk for various MCSs (BPSK, QPSK, a@iAM)

I Foreach MCS, we collect multiple captures for various packet lengths and gkiyaital layestatistics
such asSNR, EVM, CFandBER
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Test case PHT Dual Radio (MIMO) Communiaatio

In this experiment, we use two radio frontends from PHT to transmit and receive two parallel spatial data streams
over the air.The setup irFigure37 requires two external clock generators, one for each gidsynchronizehe

radio PLL with the reference clock that feeds the RFSoC. On eadheaidas a power splitter to split the 2.5GHz
referenceclockbetween the two radio frontends.

REF Clock @10 MHz ERA Instruments ERA Instruments REF Clock @10 MHz
Reference Clock @2.5 GHz Reference Clock @2.5 GHz
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Figure37. PHT MIMO diagram

Measurementcampaigns:

1 We validate thehybrid mmWaveMIMO link through a digital beamforming procedure
1 The digital beamforming would allow additiorta@amforming gain on top of the analog beamforming
offered by each analog RF frontend.

Evaluation results

We present the evaluation results for both test cases, SISO and MIMO

6.3.3.1 Results for test case 1: SISO setup

In this test case, we evaluated the system performance using both siaglier (SC) and orthogonal frequency
division multiplexing (OFDM) waveforms. Specifically, we validated staicdangliant WLAN IEEE 802.11ad and
IEEE 802.11ay waveforms. The ovemaitedure followed in this experiment is summarized below:

1. Waveform Generation: On the transmitter side, an IEEE 802.11ad/ay staodamoliant waveform was
generated and stored on the FPGA. The waveform sampling rate was configured to match the RFSoC
sampling rate of 3.52 Gsps.

2. Transmission: The transmitter continuously streamed the 1Q samples of the generated waveform through
the RF frontend.
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3. Reception and Capture: On the receiver side, the FPGA continuously captured IQ samples and transferred

them to a MATLABased decoder running on a host PC for further processing.

4. Decoding and Analysis: The MATLAB decoder implemented the full digital signal processing (DSP) chain
required for IEEE 802.11ad/ay waveform detection and analysis. This included frame detection for both SC
and OFDM modes, as well as compensation for RRifrmpnts. The decoder provided detailed analysis
results such as thpacket detectionChannel Impulse Response (CIR), Channel Frequency Response (CFR),

IQ constellation diagrams, and symiwake metrics including Signed-Noise Ratio (SNR) and phase erro

In the subsequent subsections, we shenapshotsof various captures fothe decoding results of théEEE

802.11ad/y SC and OFDM waveforms
1 IEEE 802.11 ad OFDM Waveform Decqd&@PSK

IEEE 802.11ad OFDM Decoding Results

Channel Frequency Response - Phase error per OFDM Symbol
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Header Information:
~ Scrambler Initialization: 10
= MCS Index: 14
Modulation: SOPSK
LDPC Code Rate: 58
~ Packet Length: 8192 Bytes
~ Packet Type: 0
~ Training Length: 0
~ HCS Status:
~ Pre-Eq SNR: 23,69 8
Decoding Summary
~ Header RMS EVM: 13.18 %, -17.60 4B
~ Piot SCs RMS EVM: 1300 %, -17.72 68
- Data SCs RMS EVM: 13.04 %, -17.69 68
~ Number of erroneous bits: 0
- B Eror Rate (BER): 0.00 %
~ Frequency Error; 11,75 KHz
~ Decoding Result
~ Data Rate: 866.25 Mbps

Header Information

Decoding summary

Scrambler Initialization: 10 Header RMS EVM3118%.-17.60dB

MCS14
Packet Length: 8192 Bytes

PreEq SNR: 23.69dB
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Gls RMS EVM3100%.-17.724B

Data RMS EVM314%.-17.69dB
Number of erroneous bits: 0
Bit Error Rate (BER): 0.00%

Frequency Error11.75KHz
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1 IEEE 802.11ad OFDM Waveform Decad8QAM:
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1 |IEEE 802.11ay SC Waveform Decqd@PSK
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Decoding summary

Header RMS EVM2B5%.-17.75dB
Gls RMS EVM: 113%.-17.65dB
Data RMS EVM3566%.-17.29dB
Number of erroneous bits: 0

Bit Error Rate (BER): 0.00%

Frequency Error4.61KHz
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IEEE 802.11ay SC Waveform Decoding Results
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T T
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f
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l H
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DMG Channel Frequency Response EDMG Channel Frequency Response

IEEE 802.11ay Hoader Information:
~ Scrambler Intialization: 28

« EDMG MCS Index: 12

~ Guard Interval Type: Nommal

Header Information Decoding summary
Scrambler Initialization: 28 Gls RMS EVM1P21%.-19.01dB
MCS:12 Data RMS EVM5132%.-16.291B
Packet Length: 8192 Bytes Number of erroneous bits: 0
PreEq SNR: 233dB Bit Error Rate (BER): 0.00%

6.3.3.2 Results for test case BybridMIMO setup

To validate the2x2 hybrid MIMO testbed, it is essential to verify that the system can transmit and receive two
spatial data streams coherently and that digital beamforming can be realized. To this end, an experiment was
conducted in which a complex sinusoidal tone was traitteh simultaneously from both RF frontends of the
transmit RFSoC. The tone frequencies were varied from 100 MHz to 1 GHz in 100 MHz increments. The complex
tone was generated in software and written to the loopback memory (LPM) oRRB@&A for transmission.

To introduce a controlled phase difference between the two transmit paths, the phase of the tone on RF
Frontend (2) was varied from 0° to 360° in 1° steps, while the phase on RF Frontend (1) remained fixed. On the
receive RFSoC, 1Q samples were capturddiiiO mode to ensure coherent reception across all ADC channels.
The received power of the captured tones was then plotted as a function of the applied transmit phase offset on
RF Frontend (2).
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The results, shown iRigure38, demonstrate that the received signals across both RF frontends add coherently,
and the measurements are highly repeatable. The observed variation in the combined signal envelope clearly
exhibits constructive and destructive interference, confirming thigital beamforming is successfully achieved.

= ——wow)
RF Frontend (1) RF Frontend (2)

Power [dBm)
Power [¢Bm)
—

Phase [Deg]

Figure38: the received signals across RF frontends
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7 Dry-run test of RIS experimentation with xApps at the EUR testbed

In this section, we perform testbelgvel testson the EURECOM testhédle deploy an xApp to control the RIS
and we monitor coverage metric through KPM Service Model (3M).RIS control framework is described in
the deliverables D3.p1] and D3.42].

7.1 Test Environment and Setup

In order to test the RIS, experimenters will deploy xApps through the DMO to interact with the RIS. In this section,
6S aK2g K2¢g GKAA RSLI 28YSyid A& LISNF2NX¥SR WitkBtie 0§ KS
6G-Bricks framework, two main components are involved in these tests:

1 The Domain Management Orchestrator (DMO): This component enables the deployment and
configuration of xApps responsible for managing and configuring the RIS. It also monitors the xApps and
collectsKey Performancelndicators (KPIs) related to RIS behavior.

1 The RIS itself: This hardware component is configured by the deployed xApp as part of the
experimentation.

To facilitate interaction with these components, EURECOM provides &éhfdugh the 6GBRICKS port#that

allows experimenters to manage xApp deployments, monitor system status, and visualize collected KPIs. As
illustrated inFigure39, experimenters can upload a new xApp experiment in the form of a YAML file that follows
the Network Service Descriptor (NSD) format. In the given example, a single xApp is deployed.
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Add a New Sub-service

v o @ & ©

Select Service Select VIM (and Upload YAML File Upload Config Add Service
Type MEP) Files

xapp.yaml

type: ran
vimlId: experiments
name: kpm-xapp

order
kpm-xapp
packages
name: kpm-xapp
osContainerDesc
name : kpm-xapp
privileged
image
id: '1'
name: production.imagehub/kpm-xapp: latest

Cancel Back 4+ Create

Figure39:5 D1 T AAET ¢ .3%$0 O AAPIT U AGPAOEI AT OO ET %

Once deployed, experimenters can monitor the status of their services through the same GUI, as dfigurein

40. The interface displays deployment information and offers access to KPIs. In the example, a KPM (Key
Performance Measurement) XApp is deployed and connected to a local 5G network. Its objective is to observe
RANrelated metrics. These KPIs can be accesséd Of AO1 Ay 3 2y (GKS daz2yAlG2NRAy3IE

Services/6gbricks-svc/SubServices
D Name 4+ Type VIM Name Status
O kpm-xapp-bf3362e2 ran core-vim INSTANTIATED B VNFs
A+ Monitoring

Rows per page: 5 * 7 Delete

Figure40: % @D A OET AT 0O OOAOOO AT A AAAAOO O OEA 111EOI OEI]
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Clicking the monitoring section redirects users to a Grafana dashboard, as shBiguried1, which visualizes
the xAppoutput metrics in real time.

Signin

= Home Dashboards : abdelkader-mekrache's Dashboards folder

o service BuL5LTy3GyRKEgaVirdyJ7 subservice kpm-xapp-b wnf  kpm-xapp ® Last5Sminutes ~ & > Refresh

VNF_CPU (m Cores) VNF_RAM (B)

B8 Dashboards

Figure41 %52 %#/ - 60 $-/ ' OAZEAT A AAOEAT AOA
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7.2 Evaluation methodology
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Figure42: Test case performed at EURECOM with CEA RIS, LiteGRUCNd Samsung UE

Figure42illustratesthe test case performed at EURECOM with RIS from CEA, mmWave RU from LiteON and UE
from Samsung (Samsung S23 US edition suppomiegy Radio Dual ConnectivifNRDE mode). The space
between different componentprovides greater physical separation between the radio units (RU) and the user
equipment (UE), allowing testing in the fi&ld region and reducing nedield coupling effects. Additionally, the

area features fewer metallic surfaces and obstructions, ¢bgrminimizing multipath propagation and enabling

a clearer assessment of the RIS's influence on the link budget. These improadébosii.e., farfield hallway

location instead of a nedield lab) facilitates more accurate measurements of beam steering behavior and
codebook efficiency, paving the way for deeper insights into the RIS performance under controlled yet realistic
scenarios.

The xAppdeployed using th&é GBRICKcility portal appliesa particular configuration to the RIS. We change
the UE position while the xApp is going through allgbssibleRIS configurations. The time switch between one
configuration to another is 5s. The test took around 30 minutes.
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7.3 Evaluation results
RSRP Comparison: With vs Without RIS
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Figure43: RSRP comparison with and without RIS

Figure43illustrates the comparison of RSRP values measured with and without the tie=RIfS. The blue line
represents the RSRP measurements when the RIS is active, while the red crosses correspond to the RSRP without
RIS.

From the figure, we observe that the RIS contributes to a modest improvement in received signal power. In most
locations, the RSRP with RIS is equal to the RSRP without RIS. The improvements are typically in the range of 1
to 3 dB, with a few locations rehing the upper end of that range.

We suspect that the relatively small size of the RIS used in this setup limits its ability to provide stronger or more
consistent gains. A larger surface area could potentially reflect more energy toward the receiver and better shape
the propagation enviroment.

In conclusion, while the measured gain is limited, the results confirm the RIS potential to enhance signal quality
in specific positions. Further experiments with larger RIS panels may yield more significant improvements.
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8 Zero Trust Framework Validation

This section covers thendto-endZero Trust Framework validation, as deployed in the production environment
i.e. ISI/ATH and KUL infrastructures

First, the production environmerand the components involved in the validation are both described. After this,
the evaluation methodology is presenteitroducing the test cases; whose validation is provided after that.

8.1 Test Environment and Setup

This section covers thénal validationin the production environmentThis departdrom the security dry run
covered in D4.%6], with the Zero Trust Security Framework (ZTSF) components integrated in tpeogiction
environment

The proposed evaluation considers the following compongintsn top to bottom in the architecture

The Portal, available on the Experimentation Plane.

The SoftwareDefined Perimeter (SDP) Controjlarnningon the Experimentation Plane

The Security Intent Engine (SIggrt of the ZTSF and running on the Experimentation Plane.

The Security Decision Engine (SDE), part of the ZTSF and running on the Experimentation Plane
The Security Orchestrator (SO), part of the ZTSF and running on the S€outitylPlane.

TheVirtual Private Network (VPNRasa-Service (VPNaaS), running on the Security Data Plane.

N o ok~ w0 N E

The SoftwareDefinedPerimeterGateway(SDPGWYunning on the Security Data Plane.

Summing up, he ZTSF components comprehend components 2 to 7. Each component runs in a specific
architectural layer: 4 run in the Experimentation Plangruns in the Security Control Plane and 6un on the
Security Data Plane.

The underlying infrastructure is also a MicroK8sed clusterunningbehind a gteway atkKUL which hostghe

virtual workflows of the Zero Trust Security Mechanism (ZTSM) instdineeSecurity Data Plahand the Ri

Edge (Data PlaneThis cluster is reachable from the Experimentation and Security Control Planes, running at
ISI/ATH so that the security service orchestratiG@omponent 5can take placéo deploy and configure ZTSM
instances (components-B, respectively)

Figure 44 extends from Kjure 4 in D4.5[6] and providesdetails on the involved components, planes,
infrastructures and their interactiond’he ISI/ATH testbed hosts the Experimentation Plane and the Security
Control Plane, whereas the KUL testbed allocates the Security Data Plane and the Data Plane themselves.
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Figure44: Setup for the 6GBRICKS entb-end security validation

8.2 Evaluation methodology

Toevaluake the ZTSRnNd its integration with othecomponentsof the 6GBRICKS stack, test cases were elicited
to evaluate the time takeo processthe requestsat different segmentsn order to register, interpret, refine
and translate the intents, and to orchestrate such requests to deploy and configure the ZTSM instances.

The following test cases are proposed:
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Test Case 1: inteitansmission from the Portand processingn SIE and SDE
Test Case@: triggering event processingr the security orchestration

Test Cas8: VPNaaS deployment

Test Casd: SDP Controller and Gatewegnfiguration

PwdPE

The first two tests affect the Security Control Plane, whereas the latter two affect the Security DataAflane.
tests were obtainedafter first identifyingspecificpoints in the code where to insettaces b measure starting

and ending times, which are then output to specific columns and CSV files. Such logic was triggered remotely
from scripts that ran for 100 iterations whileutputting the expected outcomes. Finally, after manual
adjustments in the datasets and in th@@lot scripts, both statistidaneasures werealculatedand plots were
rendered. These are described in the upcoming section.

8.3 Evaluation results

TheTestCasgsINRP LIZ2 ASR AY GKS a9 @I f,ds detailgdypelofsleng\atRtBefedalatian & S O (
results and their interpretation.
As asummary the meanand maximum time (in seconds) fibre end-to-end ZTsetup timeis given in Fig. XXXX

per experimenterand TesiCaseThis usually takes8%and, at most 18% of the time requiredby O7.1 (KPI for
crossdomain deployment KPI oK ¢ n  §: Si€8ngsech KPtomfortably.

Table6: Statisticalsummaryfor the time required to create allZero Trustrelated resources (seconds%

Endto-end Zero Trust Test Cases (seconds) Total (seconds,
i o)
setup time 1 5 3 4 %) of KP10.71
Average 0.28423 0.07438 3.72826 0.47605 456292 8%
Maximum 1.75233 0.15047 7.94497 1.16059 11.00836 , 18%

Test Case 1: interttansmission and processing

Thistest considerghe time taken in theSOloopsto performintent refinement with contextual information and
the policy alternative generation in Sk well asultimately processinghe policyin SDE

Creation of security intents and resources

First,the intent generation sukcase is considered. Tlemd-userinputsthe security intens, which arebased on
the Telemanagement Forugt MF) IntertDriven Autonomous Networks (IDAN) projet4]} specifically on the
specifications defined ithe [15] index detailed in 6] and extended within the 6@BRICKS projetd cover the
Zero Trust security use case before TMF officially proposed a security intent gyrjté&uch intents are placed
in its section ofthe Portal GUD y | Y AuRenticatiors 0 I Yy R th&rgglirerReSits for the deployment of
VPNaaandconfiguration othe SDRZTSM instancekisting 1 and 2from D5.4[13]JandFigure45andFigure46
illustrate the process.
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C @ 52 portal

-

6G
BR ZCKS

B8 Experiments - Authentication
TMF Intent Content:

@prefix cat: <http://operator.com/Catalog/> .

@prefix jgm: <https://tmforum.org/1010/87/intent/> .

@prefix ope: <http://operator.com/Inventory/>

@prefix s¢ ns net 13: <http://operator.com/Categories/NS/L3/> .

ope:Ul a icm:Intent ;

icn
icm:hasExpectation ope:El1 .

d:h Experimentation m:DeliveryExpectation ;

XApps ~

e
2

ope:El a

|

icm:target :service ;
jcm:targetDescription cat:sg ng:net:13:tunnel;
icm:params ope:Il, ope:Cl, ope:C2, ope:C3, ope:C4, ope:Pl, ope:P2, ope:P3, ope:P4 .

ope:Il a icm:PropertyParam ;

sc ns net_13:Identity cat:ypn.edge.kul.6gbricks.gu .
ope:C1 a icm:PropertyParam ;

sg ns_net_l3:ConnectionSrc cat:vpn.edge.kul.6gbricks.ey .
ope:C2 a jcm:PropertyParam ;
ElAuthenticatian 5¢ ns net 13:ConnectionDst cat:sdp.edge.kul.6gbricks.gy
ope:C3 a jcm:PropertyParan ;

s¢ ns net 13:ConnectionType cat:sc ns:net:13:tunnel .
ope:C4 a icm:PropertyParam ;

s8¢ ns net_13:TriggerEvent "so:event:actions-portal”

ope:P1 a icm:PropertgParam H
sc_ns_net_l3:Parameterkey "tunnel-type" ;

ope:P2 a jcm:PropertyParam
sc ns net 13:ParameterkKey " key-type-params" ;
sC ns net 13:P a:secp384rl”
ope:P3 a icm:PropertyParam ;
sg ns_net_l3:ParameterKey "auth-iam" ;
5¢_ns_net_l3:ParameterValue cat:jam.platform.jisi.6gbricks.ey .
ope:P4 a jcm:PropertyParanm ;

5¢ ns net 13:ParameterValue "so:event:actions-portal:experimenter-id"

Figure45: registration of aTMFsecurity intent for VPNaas in the Portal

6G*T
BRJCKS

88 Experiments v Authentication

MATRI TMF Intent Content:

S¢ ns net 17:Parameterkey "allowed-roles” ;
sc ns net 17:ParameterValue "researcher”
ope:P2 a icm:PropertyParam ;
sC ns net 17:ParameterKey "audience" ;
s5¢ ns net_17:ParameterValue "pi-edge-service”
ope:P3 a icm:PropertyParam ;
sc ns net 17:Parameterkey "auth-iam" ;
d:bExperimentation 5C ns net 17:ParameterValue cat:jiam.platform.isi.6gbricks.ey .
XApps v ope:P4 a icm:PropertyParam ;
5¢ ns net 17:ParameterKey "auth-creds" ;
sc ns net 17:ParameterValue "so:event:actions-portal:experimenter-id"

Request submitted successfully!

& Authentication

Figure46: registration of aTMFsecurity intent for SDP in the Portal
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At this point, the SIE component receives both intents and starts the refinement and translation, then
communicating with the SDE component to generateked policy alternatives tde used. In the 6GBRICKS
context, since an everdriven approach is used to trigger the sedtyrsetup, the highest ranked policy
alternatives are those which bind logic to events in the message queash intentransmitted to SIEhere,
VPNaaS and SDéfds up withtheir own alternativesin SDEwhich arebound to specifipre-existing logic.

Thus, thissub-caseevaluatesthe times (1) to receivand process the event before further iterating on the
content; @) to recover, process and refine the intent in SIE; aB)dtq translate the intent ifSDEFigure47
presensthe box and line plots for these times in yellow, green and red; respectiViagblue line denotes the
sum of all times required for creat all these resources.

Intent-related resource creation

Creation g_an) == [ ' ' ' ' Creation (alll] ——
Reception ——= | Reception
* Refinement ——= | Refinement

Translation === | Translation

Creation times (s)
LIRE 5B B
*

[ e e e i e T e i i JEOO PN U A W QU S i
O MO MO~ 00 = b LW N S~C0 WO~

é‘ é 1 I I 1 I I I I I 1
10 20 30 40 50 60 70 80 90 100
SIE and SDE resource management (creation of internal resources)

Figure47: box and line plots for the creation of intents and associated resources from SIE

Table7 shows the statistics summary for these timés other tables in the current section, it includes the
minimum, maximum, mean, Standard Deviation (SD) and-Qteartile Range (IQR) per measurement.

Table7: Statistical distribution for the creation time for intents and associated resources (seconds)

Qreation of intentrelated resources Min. value | Max. value | Mean value | STD IQR
Creation (all) 0.14226 1.75233 0.28423 0.23268 |0.1773
Reception 0.02517 0.42744 0.04499 0.04741 |0.02182
Refinement 0.0019 0.08317 0.01272 0.01619 |0.01617
Translation 0.10969 1.14674 0.21578 0.16744 |0.13236
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Therefinement of the intents is the most lightweight process, as it adapts its structure from the TTL obtained
from the enduser and into internal JSON structures. Itis followed byrdueption from the API endpoint and

the initial preparation. Finally, thianslationtakes most of the time, as it involves communicating with the SDE
and generating the policy alternatives.

Deletion of security intents and resources

Besides this, the intent deletion swdase is also checked. When a request to delete an existing intent arrives to
SIE, it must clean all its related information, from bottom to top: the policies, the policy alternatives and the
intents themselves; as wedk the associated reports that host their metadata.

Thus, this sulzase evaluates the times (1) to delete the related pohdternatives (2) to delete the related
polides and reportsand (3) to delete the intent and reportSigure48 presents the box and line plots for these
times in yellow, green and red; respectively. The blue line denotes the sum of all times required for deleting all
these resources.

Intent-related resource deletion

~ Deletion gau} —— ' Deletion (all) —— '
Policy alt deletion —= Policy alt deletion

Policy deletion —= T Policy deletidn
- Intent deletion == | Intent deletign

T Ty
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SIE and SDE resource management (deletion of intermnal resources)

Deletion times (s)

% .

Figure48: box and line plots for the deletion of intents and associated resources from SIE

Table8 shows the statistics summary for these times.

Table8: Statistical distribution for the deletion time for intents and associated resources (seconds)

Deldion of intent-related resources Min. value | Max. value | Mean value | STD IQR
Deleion (all) 0.19287 1.32607 0.35907 0.22274 |0.19888
Policy alternative deletion 0.02873 0.5575 0.07615 0.08272 |0.04661
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Policy deletion 0.12904 0.54172 0.20597 0.08698 |0.11129

Intent deletion 0.00231 0.02685 0.00516 0.00428 |0.00289

In the deletion procesthe most consuming task is that of the policy deleti@wllowed by the policy alternative
deletion. This is caused by the irfgrocess communication between SIE and SDE to perform such tasks, with
two calls required for the policy deletion and one for the policy alternative deletion. The intent deletieridim
negligible in corparison, as it all occurs inside SIE.

Test Case: triggering event processing for the security orchestration

This test identifies theeactiontime of the SO loops after receiving an event. That is, it computes thettikexn
between receiving an event in the broker and enacting orchestration actmsstantiate and configurehe
ZTSM instancegigure49renders these times in box and lines plots.

Time to react after receiving events (box and line plots)

0_2 r r ] o 1 I I 1 1 I 1
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Reaction time upon event receival

Figure49: box and line plots for the time (seconds) to react based on event (creation, deletion) within the SO loops

As expected, this time is very reduced, averaging around less than 0.1 seconds for both types of messages; with
a slight increase of time on the creation event messagjabled shows theli A Ys$adisfics summary.

Table9: Statistical distribution for the deletion time for intents and associated resources (seconds)

Time to react based on event type

Min. value

Max. value

Mean value

STD

IQR

Creation event

0.05632

0.15047

0.07438

0.02273

0.01893
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Deletion event 0.05631 0.15238 0.07159 0.01681 |0.01832

After this point, the SO accesses the policies derived from the initially registered intents and performs internal
matching to the specific logic that controls the deployment and configuratiom®fATSM instancekisting3
documents part of the policy that enforces the configuration required for the SDP Controller and Gateway.

{

"type":"event",
"topic":"so:event:actionsportal”,
"condition":"type == registration"”,
"actions”: {

"type":"listener",

"methods’:

"create_sdp_resources_keycloak"]

}
}{

"type":"event",

"topic":"so:event:actiongportal”,

"condition":"type ==deletion",

"actions":{
"type":"listener",
"methods": [ "delete_sdp_resources_keycloak" ]
}

}

}

Listing 3: excerpt of a policy derived from an TMBased SDP intent

In turns, this data is used to fill a template for the SDP Gateway (Istio) resources and generate the actual requests
to beremotely instructedo theY dzo SNY S Sa Q [ & yafiddtBdiin Test Cage$ 3 and 4L

Test Case: VPNaaS deployment

This test considers the deployment of the VPNaaS ZTSM instamtestratedby SO and deployed in the
microk8production clusteat KUL Thus, this test case evaluates the times requicedeploy a VPNaaS instance:
FNRY GKS 2NRAIAYFGAY3T NBIdSadG G2 (Gven thatx@PREad grovides a ¢ w !
configurable Helm chart that can use keys generated by Diffie Hellman (EBHjpticCurves (EC), both modes

are considered in the tests.

It is worth noting that these evaluation times were originally assessed in a previous microk8s edge cluster located
at KUL, which is now updated by the production one. Those initial measurements produced noticeably higher
deployment times which, in turn, motivated the need to explore alternative mechanisms to speed up VPNaaS
deployments. This led to testing differeRivesgShamigAdleman RSAkey sizes (512, 1024 and 2048 bits) and
multiple EC algorithms, aiming to reduce the variability and the oveeglloyment time.Considering this,he

original times and figuresre provided as weli this document as historical referend®scompare improvement

G as theseaallow contrasting the evolutiormprovements throughout the integration
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The following subsections present the updated production results together with their analysis and comparison,
leading to the identification of the most suitable working mode and parameters for VPNaa$S within the project.

VPNaaS usinBSAkeys

The default mechanism in use by OpenVPN is the Biffitman (DH) key exchange with 248 RSA keys (i.e.
the default in OpenS8L While this remains a secure optioncénintroduce significant deployment delays in
some execution environmentsvhere e.g. entropy may be minimalo better understand this behaviour and
evaluate lighter configurations, VPNaaS was tested with all supp&Sitey sizes (512, 1024 and 2048 bits).

First, the time taken in the original K8s cluster is showFigure50. This presents the box and line plots for RSA
keys of 512 and 2048 bits, to illustrate reduced and extensive deployment tArlegarithmic scale is used to
account for the massive difference in times for the 2048 bits keys.

Mechanism deployment time (box and line plots)
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Figure50: VPNaaS deployment time (seconds) in the original cluster, using different RSA encryption key sizes (512, and
2048 bits) and rendered as box (left) and line (right) plot with-axis in logarithmic scale

In contrast,Figure51 shows the box and line plots for the deployment times in the current KUL microk8s
environment. These results replace the outdated measuremé¢higure50) 2 NA IAy | f & 206G Ay S
previous K8s cluster.
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Mechanism deployment time (box and line plots)
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Figure51 VPNaa&leployment time (seconds)n the current cluster using differentRSAencryption key sizes (512024
and 2048 bits) and rendered as box (left) and line (right)

Unlike the historical figure, which required a logarithmiaxXs due to extreme variance, the updated production
results fit naturally on a linear scale and show far more consistent behaviour across all key sizes.

Table10 summarises the statistical data, reporting minimum, maximum, mean, standard deviation and inter
quartile range for each RSA key s@zensidering the statistical distribution, the improvements can be quantified.

Across all three evaluatd@ISAey sizes (512, 1024 and 2048 bits), the deployment times in the new KUL microk8s
environment exhibit an almost identical statistical profile, with mean values tightly grouped arounde€®iids

and consistently low variabilitfRSAL024 delivers the most stable behaviour overall, presenting the smallest
standard deviation and intequartile range, whileRSA512 andRSA2048 follow closely with only marginally
higher dispersion. The full range remains extremely narrow in all cases (roughdy,3wvith nooutliers or long

tail delaysandin stark contrast to the results observed in the previous KUL clusteere RSA2048 exhibited

severe variability and peaks of several hundred secolmdparticular, the previous deployment mean was of
267.44019 seconds, compared to the current mean of 3.70 seconds; roughly around < 1.5% of the previously
tested times.These updated measurements confirm thlae cryptographic key size no longer has a meaningful
AYLI OG 2y RSLX28YSyid GAYS Ay (GKS ySg SYyO@ANRYYSyY(Y
historical bottlenecks, and a@RSAconfigurations behave reliably and predictably, with differences too small to
justify any performancelriven tradeoff in security.

As introduced above,lbaresults remain far below the project KPI requiring deployment times undeeéénds
meaning that everyRSAconfiguration comfortably satisfies KP1 O7.1 in the new environment.
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Table1Q Statistical distribution for the deployment time for the RSA/PNaaS ZTSM (seconds)

VPNaaS deployment (until ready) Min. value | Max. value | Mean value | STD IQR

RSA: 512 bits 2.93426 4.69396 3.7157 0.4038 0.58075
RSA: 1024 bits 3.08708 4.66298 3.68447 0.36937 |0.53354
RSA: 2048 bits 3.09249 4.88832 3.70496 0.39741 |0.57456

VPNaaS usingCDSA keys

Elliptic Curve (EC) cryptography was evaluated as an alternativgekeyation mechanism to mitigate the
unpredictability historically observed witRSAbased deployments. EC algorithms offer faster and more stable

key establishment while preserving a security level equivalent to (or higher RR8A2048. As with previous
experiments, 100 deployment iterations were executed per curve. The EC algorithms supported by the VPNaaS
implementation and considered in this evaluation are: prime256v1, secp384r408&kd and secp521rFor
referenceFigure523 K2 g a G KS 2dziRF SR NBadzZ Ga 20601 Ay SRFighrg/ Y| [ ¢
53 presents the updated plots generated in the current KUL microk8s environment. The historical figure
illustrates the strong variability and high tail latencies previously observed, whereas the new results demonstrate

a significantly more stable and predatie behaviour.

Mechanism deployment time (box and line plots)
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Figure52 VPNaaS deployment time (second$) the original cluster using different EC algorithms (secp384r1,
secp521rl) and rendered as box (left) and line (right)
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Mechanism deployment time (box and line plots)
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Figure53 VPNaaSleployment time (seconds) in the current cluster, using different EC algorithms (secp384r1,
secp521rl) and rendered as box (left) and line (right)

The statistical characterisation of these EC deployments is summaris€dble11. Across all algorithms,
deployment times fall in the narrow range of roughly 3 to 6 seconds, showing a highly consistent performance
profile and comfortably meeting the crosomain deployment KPI of remaining below 60 seconds (O7.1). Among

the evaluatedOdzNI3Saz LINAYSHpc@m | OKAS@PSa G(KS t2¢6Said I OSSN
F2t{t26SR 06e& aSoOinngplm oFodtn &aSO2yR&a&0V YR &ASOLPHMI
RAALISNREAZ2Y ® [/ dzNBBS & S OLJoy n Nlsecarks) @nd the largedt viadhkililyfaondgiied K S |
EC group, though still within tight bounds and far more stable than what was historically observed in the previous
cluster. Overall, these updated B@sed results confirm that all tested curves provide fesdtable deployments

with minimal variance, and constitute a robust alternativeRBAbased configurations in the current production
environment.

Table11 Statistical distribution for the time required to deploy the EQ PNaaS ZTSM (seconds)

VPNaaS deployment (until ready) Min. value | Max. value | Mean value | STD IQR
Qurve: secp384rl 3.03394 7.94497 3.80922 0.55412 |0.5332
Qurve: prime256v1 3.03248 4.92267 3.74259 0.34302 |0.45483
Qurve: sectd09k1 2.90038 5.94721 3.74111 0.4691 |0.62006
Qurve: secp521rl 2.96717 4.58254 3.69978 0.33782 |0.47743

To finalisewith Test Cas@, comparingthe resultsfor both RSA and EC modes presemtsiarkedly different
behaviour from the historical results obtained in the former KUL cluster. All evaluated configur&BAsafth
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512/1024/2048bits and the four EC curves) now achieve very similar deployment times, generally ranging
between 3 and 4 seconds on average, with narrow dispersion and no significant tail latencies. This represents a
major improvement with respect to past baselines, whéR&A2048 exhibited long and highly variable
deployment times, and EC modes were introduced to mitigate such instability. In the current microk8s
environment, however, this performance gap has effectively disappe&8dand EC deliver eqlig consistent
behaviour and comfortably comply with the <68cond deployment KPI (O7.1).

Despite the overall uniformity, some subtle differences can still be observed. ARSAmodes, the average

values span a tight interval between 3.68 and 3.71 seconds, with standard deviations arour@i4D3&conds.

EC curves exhibit a similar profile, with mean values ranging from 3.70 to 3.81 seconds and marginally different
variability across algorithms. The curve secp384rl shows the largest standard deviation within the EC group
OFndpp &aSO2yR&aVI (K2dzZAK adAf fsedpRirl and gritneR36y1 pavide thd S 2
lowest variability and fastest mean times, closely aligned with the-pedbormingRSAconfigurations. Overall,

the statistical differences are minimal and do not materially affect the suitability of either cryptographic family

for supporting VPNaaS deployments.

Considering these updated results, b&®BAand EC mechanisms are fully viable for production. EC curves remain
attractive due to their strong securitger-bit properties and historically proven stability; however, the current
evaluation shows thaRSA including the 204®it configuration, performs equally well in this environment.
Therefore, algorithm selection can be guided primarily by security requirements rather than performance
constraints, since all evaluated modes meet the target deploymerd eimd exhibit consistently low variability.

Test Casel: SDP Controller and Gateway configuration

Test Casd evaluates the time taken to configure the Istio resources for each user. To thabema) step
process is followed:

1. SDP Controller configuration.

The ZTSM instances, and the SDP Gateway amongfdhese, need to validate the JSON Web Tokens (JWT)
received from the endiser (experimenter) To that end, the SDPofttroller (Keycloak must first register
different users and clients.

2. SDRGateway configuration.
To enforce the authorisatioriyo kinds ofistio Custom Resource Definition (CRID)ectsare usedhere:

9 AuthorizationPolicyenabling access contrby mapping a requesting source to a port in the application
and providing a default policy (action to perform); and
1 RequestAuthenticatigridentifyingthe authentication methods supported by the service, @ dWT.

SDP Controller resources

In the first step, thdstio configuration of theSsDP GatewaysPP GWrequires(1) a client and (2) a usen the
SDP ControlleKgycloak so that theGateway can process the received token and authenticate against the SDP
Controller.
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Interestingly, the event triggering the loops in the SO is the registration or deletion of a user in Keycloak itself.
Thus, the genett#on of a user is spared and only the client is required at this point. This reducesetmetime

from 0.23378 to 0.16589 seconds for the resource creation and from 0.26779 to 0.10739 sdopmnis
resource deletionFigure54 shows thetimesrequired for the creation and deletion of the resourge. Keycloak
client, bound to the existing useir) the SDP Controller that are used to validate the identity at the Istio ZTSM.

SDP Controller resource management required for SDP Gateway
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Figure54: time required for the SDP Controller to create resources required for the SDP Gate(gagonds)

Table12 providesa detailedsummary of the times required to create and delete the Keycloak resouftes.
creation process consistently needs more time than the deletion, with the averdge of bothstaying around
a third of a second

Table12 statistical distribution of the time (seconds) to create and delete the SDP Controller resources

SDP Controller operation for SDP GW Min. value | Max. value | Mean value | STD IQR
Creation 0.11073 0.39749 0.16589 0.05607 |0.05182
Deletion 0.06581 0.22891 0.10739 0.04253 |0.06221

SDP Gateway resources

Now, the following subtest measures the time to remotely issue the creation and deletion actions for the
AuthorizationPolicy and RequestAetitication CRDs in the production K&gure55illustrates the distribution
of times, mostlyconcentrating around 0.3 seconds, with some iterations producing large deviations.
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Figure55: time required for the SDP Gateway to create and delete resources (seconds)

Tablel13 provides a detailed summary of the times required to create and deletddti@ CRDsThe creation

time is faster and behaves better, with a smaller deviation. Both processes tend to take ardhird af a
second

Table13 statistical distribution of the time (seconds) to create and delete the SDP Gateway resources

SDRGateway resource operation Min. value | Max. value | Mean value | STD IQR
Creation 0.25314 0.7631 0.31016 0.09511 |0.03793
Deletion 0.25166 1.52389 0.32426 0.16411 |0.03001

After configuring Istio, the protected application can be accessed only by providing IWd salidation is
exposed irListing4 and Listing5, which show theesults ofthe access dfoth an unauthorisedand authorised

user requestowards the protected backenserviceln Listingd, no resource is exposed since théseno suitable
authorisation.Once the IstiCRDareset in placeListings, showsthat when a JWT is pasedtire authentication

header of the requesthe protected applicatiordoesreturn the registered resources

$ curl-H "Host: piedge.localttp://192.168.1.101/piedgeconnector/2.0.0/targets
RBAC: access denied

Listing 4: access to the ZProtected resource when missing dWT in theauthorisation header
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