
 

 

6G-BRICKS project has received funding from the Smart Networks and Services Joint Undertaking 
ɉ3.3 *5Ɋ ÕÎÄÅÒ ÔÈÅ %ÕÒÏÐÅÁÎ 5ÎÉÏÎȭÓ (ÏÒÉÚÏÎ %ÕÒÏÐÅ ÒÅÓÅÁÒÃÈ ÁÎÄ ÉÎÎÏÖÁÔÉÏÎ ÐÒÏÇÒÁÍÍÅ ÕÎÄÅÒ 
Grand Agreement No 101096954. 

 

 

   

 

 

 

D5.5 Dry-run testing and validation of the facility  
 

 

Document Summary Information 

Project Identifier   HORIZON-JU-SNS-2022. Project 101096954  

Project name 6G-BRICKS: Building Reusable testbed Infrastructures for validating Cloud-to-device 

breaKthrough technologieS 

Acronym 6G-BRICKS 

Start Date  January 1, 2023 End Date  December 31, 2025  

Project URL  www.6g-bricks.eu  

Deliverable  D5.5 Dry-run testing and validation of the facility 

Work Package  WP5 

Contractual due date 30 November 2025 Actual submission date  

Type  Report Dissemination Level  PU - Public 

Lead Beneficiary  EUR   

Responsible Author  Karim Boutiba (EUR) 

Contributors  Carolina Fernández (i2CAT), César Cajas (i2CAT), Anne-Marie Bosneag (LMI), Karim 

Boutiba (EUR), Abdelkader Mekrache (EUR), Raquel Marina Noguera Oishi (KUL), 

http://www.6g-bricks.eu/


 
D.5.5 Dry-run testing and validation of the facility   

 

 

 

© 6G-BRICKS 2023  Page | 2  

 

Arifur Rahman (ISRD), Kapsalis Georgios (ICOM), Marinela Mertiri (ICOM), Chartsias 

Konstantinos (ICOM) 

Peer reviewer(s) Jan Fromme (Emmerson/NI), Ioanna Karampelia (STWS) 

 

Revision history (including peer reviewing & quality control) 

Version Issue Date % Complete Changes Contributor(s) 

V0.1 10/03/2025 1% Initial Deliverable Structure Karim Boutiba (EUR) 

V0.2 10/09/2025 50% Contents from enablers and testbed 
owners 

ALL 

V0.3 10/11/2025 80% Contents from enablers and testbed 
owners + executive summary + 
introduction 

ALL 

V0.9 04/12/2025 100% Editorial work + prepare final version 
for review 

Karim Boutiba (EUR) 

V0.10 09/12/2025 100% Peer review Ioanna Karampelia (STWS), Jan 
Fromme (Emmerson/NI) 

V1.0 12/12/2025 100% Revision Karim Boutiba (EUR) / ALL 

 

Disclaimer 

¢ƘŜ ŎƻƴǘŜƴǘ ƻŦ ǘƘƛǎ ŘƻŎǳƳŜƴǘ ǊŜŦƭŜŎǘǎ ƻƴƭȅ ǘƘŜ ŀǳǘƘƻǊΩǎ ǾƛŜǿΦ bŜƛǘƘŜǊ ǘƘŜ 9ǳǊƻǇŜŀƴ /ƻƳƳƛǎǎƛƻƴ ƴƻǊ ǘƘŜ INEA 

are responsible for any use that may be made of the information it contains. 

While the information contained in the documents is believed to be accurate, the authors(s) or any other 

participant in the 6G-BRICKS consortium make no warranty of any kind with regard to this material including, but 

not limited to the implied warranties of merchantability and fitness for a particular purpose. 

Neither the 6G-BRICKS Consortium nor any of its members, their officers, employees or agents shall be 

responsible or liable in negligence or otherwise howsoever in respect of any inaccuracy or omission herein. 

Without derogating from the generality of the foregoing neither the 6G-BRICKS Consortium nor any of its 

members, their officers, employees or agents shall be liable for any direct or indirect or consequential loss or 

damage caused by or arising from any information advice or inaccuracy or omission herein. 

Copyright message 

© 6G-BRICKS Consortium. This deliverable contains original unpublished work except where clearly indicated 

otherwise. Acknowledgement of previously published material and of the work of others has been made through 

appropriate citation, quotation or both. Reproduction is authorised provided the source is acknowledged. 

 



 
D.5.5 Dry-run testing and validation of the facility   

 

 

 

© 6G-BRICKS 2023  Page | 3  

 

Table of Contents 

1 Executive Summary ........................................................................................................................................ 10 
2 Introduction .................................................................................................................................................... 11 

2.1 Mapping 6G-BRICKS Outputs ................................................................................................................ 11 
2.2 Deliverable Overview and Report Structure ......................................................................................... 12 

3 Dry-Ǌǳƴ ǘŜǎǘ ƻŦ ǘƘŜ сD.wL/Y{ ǇƻǊǘŀƭ όǇƻǊǘŀƭΣ ˉ-edge) .................................................................................... 14 
3.1 Test Environment and Setup ................................................................................................................ 14 
3.2 Evaluation methodology ....................................................................................................................... 15 

Test Case 1: Access and Authentication Flow ................................................................................................ 15 
Test Case 2: GUI Navigation and Core Usability ............................................................................................. 15 
Test Case 3: Service Onboarding .................................................................................................................... 16 

3.3 Evaluation results .................................................................................................................................. 16 
Test Case 1: Access and Authentication Flow ................................................................................................ 16 
Test Case 2: GUI Navigation and Core Usability ............................................................................................. 18 
Test Case 3: Service Onboarding .................................................................................................................... 23 

4 Dry-run test of X-Haul .................................................................................................................................... 27 
4.1 Test Environment and Setup ................................................................................................................ 27 

MongoDB replica set ...................................................................................................................................... 27 
MongoDB Stateful Migration ......................................................................................................................... 28 
Bandwidth limitations .................................................................................................................................... 30 
X-Haul Integration with ECCM........................................................................................................................ 31 

4.2 Evaluation methodology ....................................................................................................................... 33 
Test case description ...................................................................................................................................... 33 
Real time visualization of X-Haul metrics ....................................................................................................... 35 

4.3 Evaluation results .................................................................................................................................. 36 
MongoDB data size......................................................................................................................................... 36 
MongoDB failover duration............................................................................................................................ 37 
wŀŘƛƻǎΩ tƻǿŜǊ /ƻƴǎǳƳǇǘƛƻƴ .......................................................................................................................... 38 

5 Dry-run testing of the DMO ........................................................................................................................... 39 
5.1 Dry-run test of the explainability module for fault management ........................................................ 39 

Test environment and Setup .......................................................................................................................... 39 
Evaluation Methodology ................................................................................................................................ 39 
Test Results..................................................................................................................................................... 40 

6 Dry-run test of 6G-BRICKS CFmMIMO towards distributed and multi-band operation at the KUL testbed . 44 
6.1 Dry-run test of multi-RU O-RAN at the KUL testbed ............................................................................ 44 

Test environment and Setup .......................................................................................................................... 44 
Evaluation methodology ................................................................................................................................ 46 
Dry-run tests for Multiple O-RUs connection with single O-DU .................................................................... 48 

6.2 Dry-run test of portal-controlled CSI dataset generation (KUL) ........................................................... 49 
Test environment and Setup .......................................................................................................................... 49 
Evaluation methodology ................................................................................................................................ 51 
Evaluation results ........................................................................................................................................... 52 



 
D.5.5 Dry-run testing and validation of the facility   

 

 

 

© 6G-BRICKS 2023  Page | 4  

 

6.3 Multi-band bricks .................................................................................................................................. 54 
Test environment and Setup .......................................................................................................................... 54 
Evaluation methodology ................................................................................................................................ 56 
Evaluation results ........................................................................................................................................... 57 

7 Dry-run test of RIS experimentation with xApps at the EUR testbed ............................................................ 63 
7.1 Test Environment and Setup ................................................................................................................ 63 
7.2 Evaluation methodology ....................................................................................................................... 66 
7.3 Evaluation results .................................................................................................................................. 67 

8 Zero Trust Framework Validation .................................................................................................................. 68 
8.1 Test Environment and Setup ................................................................................................................ 68 
8.2 Evaluation methodology ....................................................................................................................... 69 
8.3 Evaluation results .................................................................................................................................. 70 

Test Case 1: intent transmission and processing ........................................................................................... 70 
Test Case 2: triggering event processing for the security orchestration ....................................................... 74 
Test Case 3: VPNaaS deployment................................................................................................................... 75 
Test Case 4: SDP Controller and Gateway configuration ............................................................................... 80 

Conclusions ............................................................................................................................................................. 84 
References .............................................................................................................................................................. 85 

 
 

List of Figures 

Figure 1: Set-up for 6G-BRICKS portal dry run tests .............................................................................................. 15 

Figure 2: 6G-BRICKS portal Test Case 1 ς !ŎŎŜǎǎƛƴƎ ˉ-Edge through 6G-BRICKS portal ....................................... 17 

Figure 3: 6G-BRICKS portal Test Case 1 ς 5ƛǊŜŎǘƭȅ ŀŎŎŜǎǎƛƴƎ ˉ-Edge URL .............................................................. 18 

Figure 4: 6G-BRICKS portal Test Case 2 ς ά{ŜǊǾƛŎŜ CǳƴŎǘƛƻƴǎέ ǇŀƎŜ ...................................................................... 19 

Figure 5: 6G-BRICKS portal Test Case 2 ς άtŀŀ{ {ŜǊǾƛŎŜǎέ ǇŀƎŜ ............................................................................ 19 

Figure 6: 6G-BRICKS portal Test Case 2 ς ά{ŜǊǾƛŎŜ CǳƴŎǘƛƻƴ LƴǎǘŀƴŎŜǎέ ǇŀƎŜ ....................................................... 19 

Figure 7: 6G-BRICKS portal Test Case 2 ς άtŀŀ{ LƴǎǘŀƴŎŜǎέ ǇŀƎŜ .......................................................................... 20 

Figure 8: 6G-BRICKS portal Test Case 2 ς άbƻŘŜǎέ ǇŀƎŜ........................................................................................ 20 

Figure 9: 6G-BRICKS portal Test Case 3 ς (a) Create Service Function form and (b) the Service Functions page after 

submitting the form ............................................................................................................................................... 25 

Figure 10: 6G-BRICKS portal Test Case 3 ς (a) Create PaaS form and (b) the PaaS Services page after submitting 

the form .................................................................................................................................................................. 26 

Figure 11: X-Haul setup with 192.168.1.12 server ................................................................................................. 28 

Figure 12: Migration Process.................................................................................................................................. 29 

Figure 13: Packet flow from docker container to network port of switch ............................................................ 31 



 
D.5.5 Dry-run testing and validation of the facility   

 

 

 

© 6G-BRICKS 2023  Page | 5  

 

Figure 14: ECCM as an orchestrator of X-Haul ....................................................................................................... 32 

Figure 15: Experimentation test case..................................................................................................................... 34 

Figure 16: Grafana real-ǘƛƳŜ ǾƛǎǳŀƭƛȊŀǘƛƻƴ ƻŦ ŎƭǳǎǘŜǊΩǎ ǎǘŀǘŜ ŀƴŘ ƳŜǘǊƛŎǎ ŦǊƻƳ ·-Haul devices ............................ 35 

Figure 17: Switch CPU Usage - MongoDB data size ............................................................................................... 36 

Figure 18: CPU usage and states in X-Haul switches during stateful migration .................................................... 37 

Figure 19: Latency of X-Haul links during migration .............................................................................................. 37 

CƛƎǳǊŜ нлΥ wŀŘƛƻǎΩ ǇƻǿŜǊ ŎƻƴǎǳƳǇǘƛƻƴ ƳƻƴƛǘƻǊƛƴƎ .............................................................................................. 38 

Figure 21: Waterfall chart showing top 10 influencing features ........................................................................... 40 

Figure 22: Visualization of Anomaly ....................................................................................................................... 41 

Figure 23: Generated SHAP Values ........................................................................................................................ 42 

Figure 24. 6G-BRICKS CFmMIMO towards distributed and multi-band CF operation ........................................... 44 

Figure 25: Multi-RU (i.e., Multiple x410 USRP) connection with single DU. .......................................................... 45 

Figure 26: The Multi-RU setup activation procedures without link reliability....................................................... 46 

Figure 27: The Grafana dashboard KPM xApp visualization. ................................................................................. 47 

Figure 28: The Multi-RU setup activation procedures with link reliability. ........................................................... 48 

Figure 29. 6G subsystem in KUL testbed ................................................................................................................ 49 

Figure 30. Demo App controller diagram ............................................................................................................... 50 

Figure 31. Server controller diagram ..................................................................................................................... 50 

Figure 32. Setups for channel evaluation. The left picture is the cable setup, and the right side is the over-the-air 

setup. ...................................................................................................................................................................... 51 

Figure 33. Channel impulse response of 400 MHz and 20 MH signal .................................................................... 53 

Figure 34. Graphical interface of the KUL Experimental platform ......................................................................... 54 

Figure 35. mmWave CFmMIMO testbed ............................................................................................................... 55 

Figure 36. PHT SISO diagram .................................................................................................................................. 56 

Figure 37. PHT MIMO diagram ............................................................................................................................... 57 

Figure 38: the received signals across RF frontends .............................................................................................. 62 

Figure 39Υ ¦ǇƭƻŀŘƛƴƎ b{5ǎ ǘƻ ŘŜǇƭƻȅ ŜȄǇŜǊƛƳŜƴǘǎ ƛƴ 9¦w9/haΩǎ 5ah .............................................................. 64 

Figure 40Υ 9ȄǇŜǊƛƳŜƴǘǎ ǎǘŀǘǳǎ ŀƴŘ ŀŎŎŜǎǎ ǘƻ ǘƘŜ ƳƻƴƛǘƻǊƛƴƎ ŘŀǎƘōƻŀǊŘ ƛƴ 9¦w9/haΩǎ 5ah ............................ 64 

Figure 41Υ 9¦w9/haΩǎ 5ah DǊŀŦŀƴŀ ŘŀǎƘōƻŀǊŘ .................................................................................................. 65 

Figure 42: Test case performed at EURECOM with CEA RIS, LiteON O-RU and Samsung UE ................................ 66 

Figure 43: RSRP comparison with and without RIS ................................................................................................ 67 



 
D.5.5 Dry-run testing and validation of the facility   

 

 

 

© 6G-BRICKS 2023  Page | 6  

 

Figure 44: Set-up for the 6G-BRICKS end-to-end security validation .................................................................... 69 

Figure 45: registration of a TMF security intent for VPNaaS in the Portal ............................................................ 71 

Figure 46: registration of a TMF security intent for SDP in the Portal................................................................... 71 

Figure 47: box and line plots for the creation of intents and associated resources from SIE ............................... 72 

Figure 48: box and line plots for the deletion of intents and associated resources from SIE ............................... 73 

Figure 49: box and line plots for the time (seconds) to react based on event (creation, deletion) within the SO 

loops ....................................................................................................................................................................... 74 

Figure 50: VPNaaS deployment time (seconds) in the original cluster, using different RSA encryption key sizes 

(512, and 2048 bits) and rendered as box (left) and line (right) plot with Y-axis in logarithmic scale .................. 76 

Figure 51: VPNaaS deployment time (seconds) in the current cluster, using different RSA encryption key sizes 

(512, 1024 and 2048 bits) and rendered as box (left) and line (right) ................................................................... 77 

Figure 52: VPNaaS deployment time (seconds) in the original cluster, using different EC algorithms (secp384r1, 

secp521r1) and rendered as box (left) and line (right) .......................................................................................... 78 

Figure 53: VPNaaS deployment time (seconds) in the current cluster, using different EC algorithms (secp384r1, 

secp521r1) and rendered as box (left) and line (right) .......................................................................................... 79 

Figure 54: time required for the SDP Controller to create resources required for the SDP Gateway (seconds) .. 81 

Figure 55: time required for the SDP Gateway to create and delete resources (seconds) ................................... 82 

 

List of Tables 

Table 1: Adherence to 6G-BRICKS GA Deliverable & Tasks Descriptions............................................................... 11 

Table 2: Enablers dry-run tested, in which section and mapping with WP3/Wp4 deliverables ........................... 13 

Table 3: access and authentication results ............................................................................................................ 18 

Table 4: Action buttons responsiveness results ..................................................................................................... 20 

Table 5: X-Haul API Endpoints ................................................................................................................................ 32 

Table 6: Statistical summary for the time required to create all Zero Trust-related resources (seconds, %) ....... 70 

Table 7: Statistical distribution for the creation time for intents and associated resources (seconds) ................ 72 

Table 8: Statistical distribution for the deletion time for intents and associated resources (seconds) ................ 73 

Table 9: Statistical distribution for the deletion time for intents and associated resources (seconds) ................ 74 

Table 10: Statistical distribution for the deployment time for the RSA-VPNaaS ZTSM (seconds) ........................ 78 

Table 11: Statistical distribution for the time required to deploy the EC-VPNaaS ZTSM (seconds) ..................... 79 

Table 12: statistical distribution of the time (seconds) to create and delete the SDP Controller resources ........ 81 



 
D.5.5 Dry-run testing and validation of the facility   

 

 

 

© 6G-BRICKS 2023  Page | 7  

 

Table 13: statistical distribution of the time (seconds) to create and delete the SDP Gateway resources .......... 82 

 

Glossary of terms and abbreviations used 

Abbreviation / Term Description 

AI Artificial Intelligence 

API Application Programming Interface 

BER Bit Error Rate 

BPSK Binary Phase-Shift Keying 

CFmMIMO Cell-Free massive Multiple Inputs Multiple Outputs 

CFO Carrier Frequency Offset 

CFR Channel Frequency Response 

CIR Channel Impulse Response 

COTS Commercial Of-The-Shelf 

CPU Central Processing Unit 

CRD Custom Resource Definition 

CSI Channel State Information 

CU Centralized Unit 

DMO Domain Manager Orchestrator 

DU Distributed Unit 

EC Elliptic Curve 

ECCM Edge Cloud Continuum Manager 

EIRP Effective Isotropic Radiated Power 

EVM Error Vector Magnitude 

FDB Forwarding DataBase 

GUI Graphical User Interface 

GW Gateway 

HAL Hardware Abstraction Layer 

IDAN Intent-Driven Autonomous Networks project 

IP Internet Protocol 



 
D.5.5 Dry-run testing and validation of the facility   

 

 

 

© 6G-BRICKS 2023  Page | 8  

 

IQR Inter-Quartile Range 

KPI Key Performance Indicator 

KPM Key Performance Measurement 

LO Local oscillator 

MCS Modulation and Coding Scheme 

MIMO Multiple-Input Multiple-Output 

NRDC New Radio Dual Connectivity 

OFDM Orthogonal Frequency-Division Multiplexing 

O-RU ORAN compliant Radio Unit 

PaaS Platform as a Service 

PCI Physical Cell Identity 

PHY Physical Layer 

QAM Quadrature Amplitude Modulation 

QPSK Quadrature Phase-Shift Keying 

RAM Random Access Memory 

RAN Radio Access Network 

PLL Phase-locked loop 

RFIC Radio Frequency Integrated Circuit 

RFNoC Radio Frequency Network on Chip 

RFSoC Radio Frequency System On Chip 

RIC Radio Access Network Intelligent Controller 

RIS Reconfigurable Intelligent Surface 

RSA RivestςShamirςAdleman 

RSRP Reference Signal Received Power 

RU Radio Unit 

SD Standard Deviation 

SDE Security Decision Engine 

SDP Software-Defined Perimeter 

SF Service Function 



 
D.5.5 Dry-run testing and validation of the facility   

 

 

 

© 6G-BRICKS 2023  Page | 9  

 

SHAP SHapley Additive exPlanations 

SISO Single-Input Single-Output 

SNR Signal-to-Noise Ration 

SIE Security Intent Engine 

SO Security Orchestrator 

SSO Single Sign-On 

TMF Telemanagement Forum 

UE User Equipment 

UHD USRP Hardware Driver 

URL Uniform Resource Locator 

VLAN Virtual Local Area Network 

VPN Virtual Private Network 

VPNaaS VPN-as-a-Service 

XAI eXplainable Artificial Intelligence 

ZT Zero Trust 

ZTSF Zero Trust Security Framework 

ZTSM Zero Trust Security Mechanism 

 

 



 
D.5.5 Dry-run testing and validation of the facility   

 

 

 

© 6G-BRICKS 2023  Page | 10  

 

1 Executive Summary 

This document presents the dry-run testing and validation activities carried out across the KU Leuven (KUL) and 

EURECOM (EUR) 6G-BRICKS testbeds. The objective of this deliverable is to verify the correct integration and 

ŦǳƴŎǘƛƻƴŀƭ ǊŜŀŘƛƴŜǎǎ ƻŦ ŀƭƭ ŘŜǇƭƻȅŜŘ ŜƴŀōƭŜǊǎ όάōǊƛŎƪǎέύΣ ŜƴǎǳǊƛƴƎ ǘƘŀǘ ǘƘŜ ŦŀŎƛƭƛǘƛŜǎ ŀǊŜ Ŧǳƭƭȅ ƻǇŜǊŀǘƛƻƴŀƭ ŦƻǊ ǘƘŜ 

upcoming experimentation phase. 

The first part of the document focuses on the validation of the 6G-BRICKS portal which serves as the main 

interface for experiment control and resource orchestration. The dry-run tests verified the end-to-end 

functionality of the portal, its interaction with the underlying infrastructure, including the ̄ -Edge platform, and 

the correct execution of experiment workflows. 

The subsequent section addresses the dry-run testing of the X-Haul subsystem and its integration with the 

Domain Manager Orchestrator (DMO). These tests focused on validating connectivity, orchestration procedures, 

and monitoring functions to ensure seamless coordination between different facility components. The DMO was 

tested to confirm correct behaviour of its management interfaces, including service orchestration, fault 

management, and integration with higher-level automation tools. 

At the KUL testbed, extensive dry-run testing was performed to validate the Cell-Free Massive MIMO 

(CFmMIMO) setup towards distributed and multi-band operation. This includes verification of the multi- Radio 

Unit (RU) O-RAN deployment, ensuring proper synchronization, interoperability, and performance across 

distributed units. In addition, portal-controlled Channel State Information (CSI) dataset generation was validated 

to confirm the accurate collection and labelling of experimental data. The integration and validation of the multi-

ōŀƴŘ ōǊƛŎƪǎ ŀǘ Y¦[ ŦǳǊǘƘŜǊ ŘŜƳƻƴǎǘǊŀǘŜŘ ǘƘŜ ǘŜǎǘōŜŘΩǎ ǊŜŀŘƛƴŜǎǎ ǘƻ ǎǳǇǇƻǊǘ ŀŘǾŀƴŎŜŘ ǊŀŘƛƻ ŎƻƴŦƛƎǳǊŀǘƛƻƴǎΦ 

At the EUR testbed, dry-run testing focused on the Reconfigurable Intelligent Surface (RIS) experimentation 

framework and its integration with the 6G-BRICKS xApp ecosystem. The tests validated the functionality of the 

RIS hardware, the control framework, and the operation of xApps managing real-time configuration and 

optimization tasks within the testbed environment. 

Finally, the document reports on the validation of the Zero Trust Framework, ensuring that security mechanisms, 

access controls, and trust policies are properly enforced across both facilities. 

Overall, the dry-run testing confirms that all key components of the 6G-BRICKS ecosystem, including 

orchestration, xHaul, CFmMIMO, RIS, and security frameworks, have been successfully validated at both KUL and 

EUR testbeds. This demonstrates the full functional readiness of the facilities for large-scale trials and 

experimental activities in the final phase of the 6G-BRICKS project. 
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2 Introduction  

This document presents a comprehensive overview of the dry-run testing and validation activities performed at 

the EURECOM (EUR) and KU Leuven (KUL) 6G-BRICKS facilities. It focuses on assessing the operational readiness 

ŀƴŘ ŦǳƴŎǘƛƻƴŀƭ ƛƴǘŜƎǊŀǘƛƻƴ ƻŦ ǘƘŜ ŜƴŀōƭŜǊǎ όάōǊƛŎƪǎέύ ŘŜǇƭƻȅŜŘ ƛƴ ŜŀŎƘ testbed, as previously introduced in WP3 

and WP4 deliverables. The objective of this deliverable is to ensure that all components of the 6G-BRICKS 

ecosystem are fully validated and ready for the final experimentation and demonstration phases. 

The document details the dry-run test procedures, methodologies, and validation results obtained for the 

different enablers. These tests aim to verify that the individual components and the overall system behave as 

expected, that interfaces between the various bricks are correctly implemented, and that the orchestration and 

monitoring frameworks operate reliably within the testbeds environments. 

2.1 Mapping 6G-BRICKS Outputs 

Purpose of this section is to map 6G-BRICKS Grant Agreement commitments, both within the formal Deliverable 

ŀƴŘ ¢ŀǎƪ ŘŜǎŎǊƛǇǘƛƻƴΣ ŀƎŀƛƴǎǘ ǘƘŜ ǇǊƻƧŜŎǘΩǎ ǊŜǎǇŜŎǘƛǾŜ ƻǳǘǇǳǘǎ ŀƴŘ ǿƻǊƪ ǇŜǊŦƻǊƳŜŘΦ 

Table 1: Adherence to 6G-BRICKS GA Deliverable & Tasks Descriptions 

6G-BRICKS GA 
Component Title 

6G-BRICKS GA Component 
Outline 

Respective Document 
Chapter(s) 

Justification 

DELIVERABLE 

D.5.5 Dry-run testing and validation of the facility   

TASKS    

Task T5.5 ς Dry-
run testing and 
validation of the 
6G Sites 

This task will prepare the 
acceptance test plan for the 
6G sites. The objective of this 
is to perform evaluation of 
the technological bricks, to 
ensure they are compliant 
with the requirements and 
specifications specified in 
WP1. And perform dry-run 
interworking tests to verify 
proper operation, 
functionality and 
interoperability prior to live 
ŘŜǇƭƻȅƳŜƴǘ ƛƴ ǘƘŜ ǾŜǊǘƛŎŀƭΩǎ 
validation. Moreover, tests to 
validate the connection with 
the facility portal will be 
carried out. 

Section 3 presents the 
dry-run testing of the 6G-
BRICKS portal ŀƴŘ ˉ-Edge 
platform. 

Section 4 describes the 
dry-run validation of the 
X-Haul infrastructure.   

Section 5 describes the 
dry-run testing of the 
DMO. 

Section 6 details the 
validation of the 
CFmMIMO setup at the 
KUL testbed, covering 
distributed and multi-
band operation. It 
includes subsections on 

Each section provides a detailed 
description of the test setup, 
methodology, and outcomes, 
confirming the proper functionality 
and interoperability of all tested 
components. 
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multi-RU O-RAN 
deployment, portal-
controlled CSI dataset 
generation, and the 
integration of multi-band 
bricks.  

Section 7 focuses on the 
dry-run tests conducted 
at the EUR testbed, 
specifically the validation 
of the RIS 
experimentation 
framework and its 
integration with xApps.  

Section 8 reports on the 
validation of the Zero 
Trust Framework. 

 

2.2 Deliverable Overview and Report Structure 
The structure of this deliverable is as follows: 

¶ 3 presents the dry-run testing of the 6G-BRICKS portal and the -̄Edge platform, validating their ability 

to manage experiment execution and interact with other facility components. 

¶ 4 describes the dry-run validation of the X-Haul infrastructure  

¶ 5 describes the dry-run testing of the DMO, focusing on connectivity, orchestration, and fault 

management functionalities. 

¶ 6 details the validation of the CFmMIMO setup at the KUL testbed, covering distributed and multi-band 

operation. It includes subsections on multi-RU O-RAN deployment, portal-controlled CSI dataset 

generation, and the integration of multi-band bricks. 

¶ 7 focuses on the dry-run tests conducted at the EUR testbed, specifically the validation of the RIS 

experimentation framework and its integration with xApps. 

¶ 8 reports on the validation of the Zero Trust Framework, ensuring that the implemented security 

mechanisms and access policies are effectively enforced across both facilities. 

Each section provides a detailed description of the test setup, methodology, and outcomes, confirming the 

proper functionality and interoperability of all tested components. Together, these results demonstrate the 

successful integration and readiness of the EUR and KUL 6G-BRICKS testbeds for subsequent large-scale 

experimental trials. 
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Table 2 enumerates which bricks/enablers are dry-run tested, and in which section and WP3/WP4 deliverables 

they are described. 

Table 2: Enablers dry-run tested, in which section and mapping with WP3/Wp4 deliverables 

Enabler Deliverable Section 

-̄Edge platform D3.2 [1], D3.4 [2] 3 

X-Haul Infrastructure D3.2 [1], D3.4 [2] 4 

DMO D4.3 [3] 5 

Multi O-RU D3.1 [1], D3.3 6.1 

Dataset generation D3.1 [4], D3.3 [5] 6.2 

Multi-band operation D3.1 [4], D3.3 [5] 6.3 

RIS experimentation with xApps D3.2 [1], D3.4 [2] 7 

Zero Trust framework D4.5 [6] 8 
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3 Dry-run test of the 6GBRICKS portal (portal, ʌ-edge) 

¢Ƙƛǎ ǎŜŎǘƛƻƴ ŘƻŎǳƳŜƴǘǎ ǘƘŜ ŘǊȅ Ǌǳƴ ŜǾŀƭǳŀǘƛƻƴ ƻŦ ǘƘŜ ˉ-Edge platform and its integration with the 6G-BRICKS 

portal and Edge Cloud Continuum Manager (ECCM). The testing focuses on validating the functional readiness 

and integration of key components at the KUL 6G site, which enables Cognitive Compute Continuum 

experimentation. The objective is to ensure seamless access, correct service lifecycle operations, visibility of 

resources, and proper interaction with the ECCM. 

3.1 Test Environment and Setup 

The dry run evaluation focuses on the integration and operability of the Cognitive Compute Continuum enabler 

within the broader 6G-BRICKS experimentation framework. The test environment involves two main 

components: the ISI-hosted 6G-.wL/Y{ tƻǊǘŀƭΣ ǿƘƛŎƘ ǎŜǊǾŜǎ ŀǎ ǘƘŜ ǇǊƛƳŀǊȅ ŀŎŎŜǎǎ Ǉƻƛƴǘ ŦƻǊ ǳǎŜǊǎΣ ŀƴŘ ǘƘŜ ˉ-Edge 

platform, deployed at the KU Leuven (KUL) 6G testbed. These components are seamlessly integrated via a 

centralized authentication mechanism based on Keycloak, which enables Single Sign-On (SSO) across the portal 

ŀƴŘ ǘƘŜ ˉ-Edge Graphical User Interface (GUI). 

¢ƘŜ ˉ-Edge platform represents the main interface through which experimenters can interact with the Cognitive 

Compute Continuum. It provides capabilities for managing services and their instances, deploying applications, 

and monitoring infrastructure resources. The underlying infrastructure is based on a MicroK8s-powered cluster, 

capable of running containerized services and enabling real-time orchestration logic. A monitoring stack, 

including Grafana dashboards, provides visualization of telemetry data and resource usage. The ECCM is also 

integrated into the KUL testbed, functioning as a higher-level orchestrator that supports dynamic, AI-driven 

placement decisions.  

From a 6G-BRICKS architectural perspective, the dry run involves several key enablers (Figure 1): the Software 

Defined Perimeter (SDP) Controller (based on Keycloak), the 6G-BRICKS Experimentation Plane (i.e. the 6G-

BRICKS ǇƻǊǘŀƭύΣ ŀƴŘ ǘƘŜ /ƻƎƴƛǘƛǾŜ /ƻƳǇǳǘŜ /ƻƴǘƛƴǳǳƳ όŎƻƳǇǊƛǎƛƴƎ ōƻǘƘ ˉ-Edge and ECCM). All evaluations are 

conducted through GUI-based interaction, simulating the end-user experience of accessing and managing the 

KUL site via the 6G-BRICKS portal. The focus is on ensuring end-to-end accessibility, consistency of authentication 

flows, service deployment capability, and the operational readiness of the infrastructure management functions 

ǇǊƻǾƛŘŜŘ ǘƘǊƻǳƎƘ ǘƘŜ ˉ-Edge interface. 
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Figure 1: Set-up for 6G-BRICKS portal dry run tests 

3.2 Evaluation methodology 

The evaluation of the Cognitive Compute Continuum within the 6G-BRICKS portal focuses on validating key 

functional components and interaction flows between users, services, and the underlying infrastructure. This is 

achieved through a set of targeted test cases, covering authentication, graphical user interface operation, service 

deployment, ECCM integration, and system robustness. Each test case is designed to reflect realistic usage while 

confirming functional correctness and responsiveness. 

Test Case 1: Access and Authentication Flow 

The first test focuses on verifying the access control flow through Keycloak-based authentication. The user begins 

by logging into the main 6G-BRICKS portal, which seamlessly establishes a session via Keycloak. From there, the 

user accesses ǘƘŜ ˉ-Edge GUI through the integrated link. Then, the GUI is expected to open without requiring 

additional credentials, demonstrating that single sign-on is functioning correctly. 

To further confirm that authentication is always routed through Keycloak, a second test is performed by 

ŀŎŎŜǎǎƛƴƎ ǘƘŜ ˉ-Edge GUI directly through its Uniform Resource Locator (URL), bypassing the portal. In this case, 

the user should be redirected to Keycloak for authentication. Only after successful login is the GUI accessible, 

proving that direct access does not circumvent the central identity management system. This confirms that all 

authentication flows consistently enforce centralized, secure access. 

Test Case 2: GUI Navigation and Core Usability 

In this test, the user explores ǘƘŜ Ƴŀƛƴ ǎŜŎǘƛƻƴǎ ƻŦ ǘƘŜ ˉ-Edge graphical interface to verify usability and interface 

responsiveness. The GUI allows the user to switch between views such as the Service Function (SF) registry, the 

list of available Platform as a Service (PaaS) services, the active instances, and the infrastructure topology. 
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Transitions between pages should be smooth, and all interactive elements, such as action buttons and form 

inputs, should respond correctly. The purpose of this test is to make sure that no interface bugs, dead links, or 

rendering issues are observed during the navigation. 

Test Case 3: Service Onboarding 

This test involves ŀŘŘƛƴƎ ŀ ƴŜǿ {ŜǊǾƛŎŜ CǳƴŎǘƛƻƴ ƛƴǘƻ ǘƘŜ ˉ-Edge registry and configuring it as part of a new PaaS 

service. The user uses the GUI to register the new function, specifying details such as the image source, required 

ports, environment variables, and volume mappings. Once the service is saved, it should ŀǇǇŜŀǊ ƛƴ ǘƘŜ ǎȅǎǘŜƳΩǎ 

service registry without issues. 

The next step involves creating a PaaS that bundles this new function with an existing one. The GUI accepts the 

required parameters, including autoscaling thresholds and configuration policies. After that, the service should 

be available for deployment. This test demonstrates that the onboarding processτboth at the Service Function 

and PaaS levelsτis functioning correctly. 

3.3 Evaluation results 

This section presents the outcomes of the test cases defined in Section 3.2, executed on the integrated 6G-

.wL/Y{ ǇƻǊǘŀƭ ŀƴŘ ǘƘŜ ˉ-Edge platform. Each test validates a specific aspect of the system, including 

authentication, GUI responsiveness, service onboarding, and orchestration. The results combine qualitative 

observations with quantitative measurements such as response times and deployment delays, supported by 

screenshots that illustrate the corresponding workflows. Overall, the collected data provides a clear picture of 

the current functional behaviour and performance of the platform. 

Test Case 1: Access and Authentication Flow 

The purpose of this test is to validate SSO and centralized authentication via Keycloak.  

Through this test, we measured the login times and response delays in two cases:  

1. The user logs into the 6G-BRICKS portal first (https://portal-6gbricks.dedyn.io/xapps/kul) and confirms 

the automatic access to ̄-Edge GUI (see Figure 2). 

2. The user accesses -̄Edge GUI directly through its URL (https://piedge-6gbricks.dedyn.io/) and confirms 

redirection to Keycloak login page. This flow is depicted in Figure 3, where the underlined part in Figure 

3b indicates the ¦w[ ƻŦ ˉ-Edge where the user will be redirected after logging in.  

 

https://portal-6gbricks.dedyn.io/xapps/kul
https://piedge-6gbricks.dedyn.io/


 
D.5.5 Dry-run testing and validation of the facility   

 

 

 

© 6G-BRICKS 2023  Page | 17  

 

 

(a) 

 

 

(b) 

Figure 2: 6G-BRICKS portal Test Case 1 ɀ AÃÃÅÓÓÉÎÇ ʌ-Edge through 6G-BRICKS portal 

 

 

(a) 
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(b) 

Figure 3: 6G-BRICKS portal Test Case 1 ɀ $ÉÒÅÃÔÌÙ ÁÃÃÅÓÓÉÎÇ ʌ-Edge URL 

In both cases we manually measured the time from when the user clicks the link until they are successfully logged 

in (i.e. ǘƘŜ ˉ-Edge Home page is loaded), using a stopwatch. The results are shown in table 3. 

 

Table 3: access and authentication results 

Access Route Number of Attempts Success Average Login Time (s) Notes 

Portal Ą GUI 10 
 

6.2 Smooth SSO 

Direct URL 10 
 

5.9 Redirect works 

 

Test Case 2: GUI Navigation and Core Usability 

The main goal of this test is to ensure that all main GUI sections are accessible, responsive and free of bugs. The 

pages examined were the ones related to Service Function registry (Figure 4), PaaS services (Figure 5), active 

instances (Figure 6 and Figure 7) and infrastructure topology (Figure 8).  
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Figure 4: 6G-BRICKS portal Test Case 2 ɀ Ȱ3ÅÒÖÉÃÅ &ÕÎÃÔÉÏÎÓȱ ÐÁÇÅ 

 

Figure 5: 6G-BRICKS portal Test Case 2 ɀ Ȱ0ÁÁ3 3ÅÒÖÉÃÅÓȱ ÐÁÇÅ 

 

Figure 6: 6G-BRICKS portal Test Case 2 ɀ Ȱ3ÅÒÖÉÃÅ &ÕÎÃÔÉÏÎ )ÎÓÔÁÎÃÅÓȱ ÐÁÇÅ 



 
D.5.5 Dry-run testing and validation of the facility   

 

 

 

© 6G-BRICKS 2023  Page | 20  

 

 

Figure 7: 6G-BRICKS portal Test Case 2 ɀ Ȱ0ÁÁ3 )ÎÓÔÁÎÃÅÓȱ ÐÁÇÅ 

 

Figure 8: 6G-BRICKS portal Test Case 2 ɀ ȰNodesȱ ÐÁÇÅ 

Each page has several action buttons for their entries. Table 4 analyses the action buttons and their 

responsiveness.  

 

Table 4: Action buttons responsiveness results 

GUI page Action Description Success Response 
Time (s) 

Notes 

Service 
Functions 

Open list This test measures the 
time for rendering the 
page 

 
2.7 No rendering issues 

Deploy an 
SF 

1st action button is for 
deploying an SF by  

13.8 The time needed for the user 
to fill the form is not 
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submiting the respective 
form. For this the user 
should define (among 
other things) the required 
volumes and 
environmental parameters 

considered here. The test 
calculated the time from 
ŎƭƛŎƪƛƴƎ ǘƘŜ ŦƻǊƳΩǎ ōǳǘǘƻƴ 
until the pod appeared active. 
Also, the reported time is the 
average time from 5 
ŘŜǇƭƻȅƳŜƴǘǎ ƻŦ άƳƻƴƎƻŘōέ 
SF in all the nodes. Generally, 
there were great variations in 
the deployment times, as this 
depended on the whether the 
image had to be downloaded 
in a specific node and how 
much time this would take. 

View info 
for an SF 

2nd action button is for 
viewing the details of an 
SF. 

 
N/A All SF details are displayed in 

pop up window. The response 
time is insignificant and was 
not measured in this case, 
since this action just renders 
the details from -̄9ŘƎŜΩǎ 
database. 

Delete an SF 3rd action button is for 
deleting an SF entry.  

N/A The user is always prompted 
to verify whether they want 
to proceed with SF deletion. 
The response time was not 
applied in this case, since this 
action just updates ̄ -9ŘƎŜΩǎ 
database and does not affect 
the infrastructure or the 
deployments. 

PaaS 
Services 

Open list This test measures the 
time for rendering the 
page 

 
2.1 No rendering issues 

Deploy a 
PaaS 

1st action button is for 
deploying a PaaS by 
submiting the respective 
form, which requires less 
inputs than the form for 
deploying an SF.  

 
10 The time needed for the user 

to fill the form is not 
considered here. The test 
calculated the time from 
ŎƭƛŎƪƛƴƎ ǘƘŜ ŦƻǊƳΩǎ ōǳǘǘƻƴ 
until the pod appeared active. 
Also, the reported time is the 
average time from 5 



 
D.5.5 Dry-run testing and validation of the facility   

 

 

 

© 6G-BRICKS 2023  Page | 22  

 

ŘŜǇƭƻȅƳŜƴǘǎ ƻŦ άƳƻƴƎƻέ 
PaaS in all the nodes. 

View info 
for a PaaS 

2nd action button is for 
viewing the details of an 
SF. 

 
N/A All PaaS details are displayed 

in pop up window. As with 
SFs, the response time is not 
measured in this case. 

Delete a 
PaaS 

3rd action button is for 
deleting a PaaS entry.  

N/A The user is always prompted 
to verify whether they want 
to proceed with PaaS 
deletion. Again, the response 
time is not applied in this 
case. 

Service 
Function 
Instances 

Open list This test measures the 
time for rendering the 
page 

 
2 No rendering issues 

View info 
for an SF 
instance 

1st action button is for 
viewing the details of an SF 
instance. 

 
N/A All details of an SF instance 

are displayed in pop up 
window.  

Delete an SF 
instance 

2nd action button is for 
deleting an instance.  

3.6 The user is always prompted 
to verify whether they want 
to proceed with SF instance 
deletion. The test calculated 
the time from clicking the 
ά¸ŜǎΦ5ŜƭŜǘŜέ ōǳǘǘƻƴ ǳƴǘƛƭ ǘƘŜ 
pod was totally removed. 
Also, the reported time is the 
average deletion time of the 5 
previously deployed SFs. 

PaaS 
Instances 

Open list This test measures the 
time for rendering the 
page 

 
1.5 No rendering issues 

View info 
for a PaaS 
instance 

1st action button is for 
viewing the details of a 
PaaS instance. 

 
N/A All details of a PaaS instance 

are displayed in pop up 
window.  

Delete an SF 
instance 

2nd action button is for 
deleting an instance.  

2.7 The user is always prompted 
to verify whether they want 
to proceed with PaaS instance 
deletion. The test calculated 



 
D.5.5 Dry-run testing and validation of the facility   

 

 

 

© 6G-BRICKS 2023  Page | 23  

 

the time from clicking the 
ά¸ŜǎΦ5ŜƭŜǘŜέ ōǳǘǘƻƴ ǳƴǘƛƭ ǘƘŜ 
pod was totally removed. 
Also, the reported time is the 
average deletion time of the 5 
ǇǊŜǾƛƻǳǎƭȅ ŘŜǇƭƻȅŜŘ άƳƻƴƎƻέ 
PaaSes. 

Nodes 
Open list This test measures the 

time for rendering the 
page 

 
1.1 No rendering issues 

 

Test Case 3: Service Onboarding 

This is a functional test for validating the onboarding of Service Functions and PaaS services. For this, we 

registered a new Service Function with image, ports, environment variables and volumes (Figure 9a) and then 

we created a new PaaS service using this function (Figure 10a). After that, both services appeared correctly in 

the system registry (Figure 9b, Figure 10b) and were ready for use (e.g. to instantiate them). 
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(a) 
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(b) 

Figure 9: 6G-BRICKS portal Test Case 3 ɀ (a) Create Service Function form and (b) the Service Functions page after 

submitting the form 

 

(a) 
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(b) 

Figure 10: 6G-BRICKS portal Test Case 3 ɀ (a) Create PaaS form and (b) the PaaS Services page after submitting the 

form 
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4 Dry-run test of X-Haul 

The 6G-BRICKS X-Haul was first introduced in WP3 at Deliverables D3.2 [1] and D3.4 [2] as an extension of the 

Cognitive Compute Continuum, offering both connectivity and edge computing capabilities for 6G network 

operators. Then, in D5.3 [7], the X-Haul hardware infrastructure along with the way it was integrated and 

deployed into the KUL testbed were described in detail, while the current deliverable focuses on experimenting 

with its networking and computing capabilities.      

4.1 Test Environment and Setup 

In this section, we will analyse the X-Haul's ability to host microservices and optimize their placement among its 

network nodes using Docker Swarm technology. This work focuses on: 

¶ Creating a docker swarm service named mongo_service that can run MongoDB instances on the 2 

network nodes.  

¶ The management of ǘƘŜ ǇƭŀŎŜƳŜƴǘ ƻŦ ŀ ɾƻƴƎƻ5. ƛƴǎǘŀƴŎŜ ǘƘǊƻǳƎƘ ŘƻŎƪŜǊ ǎǿŀǊƳ ƛƴ ƻǊŘŜǊ ǘƻ ŀŎƘƛŜǾŜ 

stateful migration of a microservice. 

¶ The interaction of MongoDB docker service (mongo_service) with the computing and network resources 

of the X-Haul setup. 

¶ The integration of ECCM with the X-Haul environment. 

 

MongoDB replica set 

MongoDB is installed on X-Haul as a docker swarm service named mongo_service. A docker swarm service is an 

entity that can manage multiple replicas of the same microservice hosted in multiple nodes of the docker swarm 

cluster.  

To ensure the transfer of the content of a MongoDB microservice from node to node, we leverage the replica set 

property whereby multiple MongoDB microservices are organized into a group within which they maintain the 

same data set. This group is called a replica set. A replica set contains several data bearing nodes and optionally 

one arbiter node. Data bearing nodes are categorized in the following two main categories: 

1. Primary: Receives all write operations. A replica set can have only one primary. The primary records all 

changes to its data in the operation log (oplog). The oplog is a special capped collection that keeps a 

rolling record of all operations that modify the data. 

2. Secondary: The secondaries replicate the primary's oplog and apply the operations to their data sets so 

as they reflect the primary's data set. A secondary can become a primary. If the current primary becomes 

unavailable, the replica set holds an election to choose which secondary becomes the new primary. 

Complementary to data-bearing nodes, a replica set optionally contains one Arbiter node. An arbiter only 

participates in elections and does not hold data. 

A single node cannot be elected as a primary by itself, therefore it becomes obvious that to elect a new primary 

node, at least 3 nodes are required so that in the case that one node fails, a new primary can be elected from 

the remaining two nodes. As the X-haul includes two network/computing nodes, we exploit the existence of a 

server (192.168.1.12) that belongs on the same Virtual Local Area Network (VLAN) with the X-Haul nodes and 
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therefore add to the swarm cluster a third node named Arbiter_Node. The Arbiter_Node is utilized as a virtual 

machine hosted on the 192.168.1.12 server and simply participates in the election of a new primary without 

storing data. 

 

 

Figure 11: X-Haul setup with 192.168.1.12 server 

 

MongoDB Stateful Migration 

The concept behind the migration of the microservice is to dynamically change the number of mongo_serviceΩǎ 

replicas and configure which nodes are allowed to host a replica so as to force the swam cluster to route the 

microservice to a specific node. The dƻŎƪŜǊ ǎǿŀǊƳ Ŏŀƴ ŀǘǘŀŎƘ ƭŀōŜƭǎ ǘƻ ǘƘŜ ŎƭǳǎǘŜǊΩǎ ƴƻŘŜǎΦ ²ƘŜƴ mongo_service 

ƛǎ ƛƴƛǘƛŀƭƛȊŜŘΣ ƛǘ ƛǎ ŎƻƴŦƛƎǳǊŜŘ ǿƛǘƘ ŀ ŎƻƴǎǘǊŀƛƴǘ άƴƻŘŜΦƭŀōŜƭǎΦƪŜŜǇψƳƻƴƎƻ ҐҐ ǘǊǳŜέ ǿƘƛŎƘ ƳŜŀƴǎ ǘƘŀǘ 

mongo_service is able to host replicas only to the nodes that satisfy the constraint. By adding/removing label 

keep_mongo ǘƻκŦǊƻƳ ǘƘŜ ǎǿŀǊƳ ŎƭǳǎǘŜǊΩ ƴƻŘŜǎ ǿŜ Ŏŀƴ ŦƻǊŎŜ ǘƘŜ ǇƭŀŎŜƳŜƴǘ ǘƻ ǘƘŜ ŘŜǎƛǊŜŘ ƴƻŘŜΦ 

bƻǿ ƭŜǘΩǎ ŀǎǎǳƳŜ ǘƘŜ ŎƭǳǎǘŜǊ ƛǎ ƛƴ {¢!¢9 ! ŀǎ ŘŜǇƛŎǘŜŘ ƛƴ Figure 12, and a migration is triggered. During the 

migration the swarm cluster goes through the following states: 

A. STATE A: mongo_service Ƙŀǎ н ǊŜǇƭƛŎŀǎΦ ά![tI! ƴƻмέ ŘƻŜǎƴΩǘ ƘƻƭŘ ƭŀōŜƭ άƪŜŜǇψƳƻƴƎƻҐǘǊǳŜέ ŀƴŘ ƛǎ 

seen by the replica set members ŀǎ άƴƻǘ ǊŜŀŎƘŀōƭŜέΦ aƛƎǊŀǘƛƻƴ ƛǎ ǘǊƛƎƎŜǊŜŘ ǘƻ ά![tI! ƴƻмέΦ 

B. STATE B: άƪŜŜǇψƳƻƴƎƻҐǘǊǳŜέ ƛǎ ŀŘŘŜŘ ǘƻ ά![tI! ƴƻмέ ŀƴŘ ǘƘŜƴ ƳƻƴƎƻψǎŜǊǾƛŎŜΩǎ replicas are 

increased to 3. The service is configured to spread its replicas across the cluster and as a result the 
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ǎŜǊǾƛŎŜ ǊƻǳǘŜǎ ǘƘŜ ƴŜǿƭȅ ŎǊŜŀǘŜŘ ǊŜǇƭƛŎŀ ǘƻ ά![tI! ƴƻмέΦ ²ƘŜƴ ǘƘŜ ǊŜǇƭƛŎŀ ƛǎ ŎǊŜŀǘŜŘ ŀǘ ά![tI! ƴƻмέ, 

it performs an initial ǎȅƴŎ ǿƛǘƘ ǘƘŜ ǇǊƛƳŀǊȅ ǊŜǇƭƛŎŀ ŀǘ ά![tI! ƴƻнέΦ 5ǳǊƛƴƎ ǘƘŜ ƛƴƛǘƛŀƭ ǎȅƴŎ, the replica 

is in an intermediate state which is called STARTUP2.   

C. STATE C: ²ƘŜƴ ƛƴƛǘƛŀƭ ǎȅƴŎ ƛǎ ǎǳŎŎŜǎǎŦǳƭΣ ǘƘŜ ǊŜǇƭƛŎŀ ŀǘ ά![tI! ƴƻмέ ǎǿƛǘŎƘŜǎ ŦǊƻƳ {¢!w¢¦tн ǘƻ 

{9/hb5!w¸Σ ǎƛƎƴŀƭƛƴƎ ǘƘŜ ǎǳŎŎŜǎǎŦǳƭ ǎȅƴŎƘǊƻƴƛȊŀǘƛƻƴ ŀƴŘ Řŀǘŀ ǊŜǇƭƛŎŀǘƛƻƴ ǿƛǘƘ ǘƘŜ ǊŜǇƭƛŎŀ ŀǘ ά![tI! 

ƴƻнέΦ   

D. STATE D: [ŀōŜƭ άkeep_mongoέ ƛǎ ǊŜƳƻǾŜŘ ŦǊƻƳ ƴƻŘŜ ά![tI! ƴƻнέ ŀƴŘ ǘƘŜ ƴǳƳōŜǊ ƻŦ ǊŜǇƭƛŎŀǎ ƛǎ 

ŘƻǿƴƎǊŀŘŜŘ ǘƻ нΦ !ǎ ŀ ǊŜǎǳƭǘΣ ǘƘŜ ǊŜǇƭƛŎŀ ŀǘ ά![tI! ƴƻнέ ƛǎ ŘƛǎŎŀǊŘŜŘΦ 5ǳǊƛƴƎ {¢!¢9 5 ǿǊƛǘŜ 

operations are not permitted to the replica set, since there is no member in the replica set at PRIMARY 

state. 

E. STATE E: ά![tI! ƴƻмέ ƛǎ ŜƭŜŎǘŜŘ ŀǎ ŀ ǇǊƛƳŀǊȅΣ ǎƛƴŎŜ ƛǘ ƛǎ ǘƘŜ ƻƴƭȅ ǎŜŎƻƴŘŀǊȅ ƴƻŘŜΦ ²ǊƛǘŜ ƻǇŜǊŀǘƛƻƴǎ 

are restored to the replica set. 

 

Note that the !ǊōƛǘŜǊψbƻŘŜ ŀƭǿŀȅǎ ƘƻƭŘǎ άkeep_mongoέ ƭŀōŜƭΣ ǎƛƴŎŜ ƛǘ Ƴǳǎǘ ŀƭǿŀȅǎ Ƙƻǎǘ ǘƘŜ ŀǊōƛǘŜǊ ǊŜǇƭƛŎŀΦ ¢ƘŜ 

same procedure described earlier and depicted in Figure 12 ŀƭǎƻ ƘƻƭŘǎ ƛƴ ǘƘŜ ŎŀǎŜ ǘƘŜ ƳƛƎǊŀǘƛƻƴ ƛǎ ŦǊƻƳ ά![tI! 

ƴƻмέ ǘƻ ά![tI! ƴƻнέΦ 

 

 

Figure 12: Migration Process 

 

An interesting topic arises during the migration process at STATE D, when there is no primary replica at the 

cluster. That means no write operation is permitted, and the service is not functional. At all phases, the existing 

replicas monitor each other through heartbeat packets. Heartbeat packets are packets sent every 

heartbeatIntervalMillis and through that mechanism the replicas are informed about the presence of a primary 

replica in the cluster. The electionTimeoutMillis parameter specifies a time window, during which, if a replica 

receives no heartbeat from a primary, it calls for election. If the majority of the nodes call for election, then a 

new primary is elected among the secondaries. It is obvious that electionTimeoutMillis should be adequately 
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higher than heartbeatIntervalMillis so as to incorporate network latency and heartbeats transmit rate. If only 1 

heartbeat is sent during electionTimeoutMillis and for some reason the heartbeat packet is dropped, the replicas 

mistakenly think the primary is down and call for primary election. electionTimeoutMillis is limited by the 

ƳŀȄƛƳǳƳ ƴŜǘǿƻǊƪ ƭŀǘŜƴŎȅ ŀƳƻƴƎ ŎƭǳǎǘŜǊΩǎ ƴƻŘŜǎΦ LŦ ƴŜǘǿƻǊƪ ƭŀǘŜƴŎȅ ƛǎ ǾŜǊȅ ƘƛƎƘ, decreasing 

electionTimeoutMillis can result in false elections.   

Bandwidth limitations  

During STATE B, the new replica performs initial sync with the primary. This process is not instantaneous and is 

the main source of latency during migration. Initial sync duration ƛǎ ǎǘǊƻƴƎƭȅ ŘŜǇŜƴŘŜƴǘ ƻƴ ǇǊƛƳŀǊȅΩǎ Řŀǘŀ ǎƛȊŜΦ 

The larger ǘƘŜ Řŀǘŀ ǎƛȊŜΣ ǘƘŜ ƳƻǊŜ ƛǘ ǘŀƪŜǎ ŦƻǊ ǘƘŜ ƴŜǿ ǊŜǇƭƛŎŀ ǘƻ ǊŜǇƭƛŎŀǘŜ ǇǊƛƳŀǊȅΩǎ ƻǇƭƻƎ and fetch the data. 

The embedded Central Processing Unit (CPU) communicates with the switch fabric through a virtual kernel-level 

network interface (TUN device) ǿƘƛŎƘ ŀŎǘǎ ŀǎ ŀ ǘǳƴƴŜƭ ōŜǘǿŜŜƴ ǘƘŜ ŜƳōŜŘŘŜŘ /t¦Ωǎ [ƛƴǳȄ ǎǘŀŎƪ ŀƴŘ ǘƘŜ 

hardware switching plane. TUN device is a layer 3 virtual kernel-level network device that allows user-space 

applications to interact with those interfaces as if they were real devices. Through that virtual device/interface, 

the applications of the switch forward their traffic to the switch data plane. The TUN device implements a 

software-based abstraction of a network device putting full processing load on the CPU unlike traditional NICs 

and therefore limiting network bandwidth. Also, the hardware responsible for internal packet forwarding 

between the switŎƘΩǎ Řŀǘŀ ǇƭŀƴŜ ŀƴŘ ǘƘŜ /t¦Ωǎ ŎƻƴǘǊƻƭ ǇƭŀƴŜ ŜƴŦƻǊŎŜǎ ƴŜǘǿƻǊƪ ƭƛƳƛǘŀǘƛƻƴǎΦ CƻǊ !5±! ǎǿƛǘŎƘŜǎ, 

the maximum network bandwidth for a virtual interface based on TUN driver is 10Mbps. 

User-space applications can send data to the virtual TUN interface at rates higher than 10Mbps. Specifically, 

during initial sync the primary replica sends a high burst of data to the newly created replica and as a result the 

ƘƻǎǘΩǎ ¢¦b ƛƴǘŜǊŦŀŎŜ ŜȄǇŜǊƛŜƴŎŜǎ ŎƻƴƎŜǎǘƛƻƴΦ 5ǳŜ ǘƻ ǇŀŎƪŜǘ ǉǳŜǳƛƴƎΣ ƻǘƘŜǊ ŀǇǇƭƛŎŀǘƛƻƴǎ ǘƘŀǘ ǎŜƴŘ ǇŀŎƪŜǘǎ 

through the same virtual interface experience a huge latency increase. So, there must be a manual network 

bandwidth allocation to each service using the same network interface. 

Figure 13 ǎƘƻǿǎ Ƙƻǿ ǘƘŜ ǇǊƛƳŀǊȅ ǊŜǇƭƛŎŀ ǊǳƴƴƛƴƎ ŀǎ ŀ ŘƻŎƪŜǊ ŎƻƴǘŀƛƴŜǊ ŎƻƳƳǳƴƛŎŀǘŜǎ ǿƛǘƘ ƻƴŜ ƻŦ ǘƘŜ ǎǿƛǘŎƘΩǎ 

network portsΦ ¢ƘŜ ŎƻƴǘŀƛƴŜǊ ƻǇŜǊŀǘŜǎ ŀǘ ƘƻǎǘΩǎ ǳǎŜǊ-space and connects to a virtual kernel-level bridge called 

docker_gwbridge. When a docker node is initialized in a swarm cluster, docker_gwbridge is created at the specific 

node using the docker bridge driver and acts as a gateway bridge between swarm overlay networks, user-define 

bridge networks and the host machine. So, when the primary replica wants to send a packet at the external 

network, it is first encapsulated in an Ethernet frame at containersΩ ŜǘƘл ƛƴǘŜǊŦŀŎŜ and then sent to the 

docker_gwbridge. The docker_gwbridge checks its bridge forwarding database (FDB) and since destination MAC 

ƛǎƴΩǘ ŀǘǘŀŎƘŜŘ ǘƻ ŀƴȅ ōǊƛŘƎŜ ǇƻǊǘ, ǘƘŜ ŦǊŀƳŜ ƛǎ ƘŀƴŘŜŘ ǘƻ ƘƻǎǘΩǎ Lt ǊƻǳǘƛƴƎ ǎǘŀŎƪ. If the destination IP is in the 

subnet of the virtual interface, the packet is routed through that interface. Then a Hardware Abstraction Layer 

daemon όI![ύ ǇǊƻŎŜǎǎ ǘƘŀǘ ƻǇŜǊŀǘŜǎ ŀǘ ƘƻǎǘΩǎ ǳǎŜǊ-ǎǇŀŎŜΣ ŀōǎǘǊŀŎǘǎ ǘƘŜ ǎǿƛǘŎƘΩǎ ŦŀōǊƛŎ ƘŀǊŘǿŀǊŜ ŀƴŘ ǇǊƻǾƛŘŜǎ ŀ 

control interface so that ǘƘŜ ƘƻǎǘΩǎ ƻǇŜǊŀǘƛƴg system will be able to manipulate the hardware switching plane. 

I![ ǎŜǊǾƛŎŜ ǊŜŀŘǎ ǘƘŜ ǇŀŎƪŜǘ ŦǊƻƳ ǘƘŜ ǾƛǊǘǳŀƭ ƛƴǘŜǊŦŀŎŜ ŀƴŘ ǎŜƴŘǎ ƛǘ ǘƻ ǎǿƛǘŎƘΩǎ ǇƻǊǘ мκлκмтΣ ǘƘŜ ǇƻǊǘ ǿƘƛŎƘ ǘƘŜ 

virtual interface is attached to. 
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Figure 13: Packet flow from docker container to network port of switch 

 

The replicas of mongo_service have been configured such as when a replica becomes a primary, the docker 

ŎƻƴǘŀƛƴŜǊ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ǎƘŀǇŜǎ ǘƘŜ ŜƎǊŜǎǎ ōŀƴŘǿƛŘǘƘ ƻŦ ƛǘǎ ŜǘƘл ǘƻ ŀ ƳŀȄƛƳǳƳ ǊŀǘŜ ǘƘŀǘ ŘƻŜǎƴΩǘ ǎǳǊǇŀǎǎ ǘƘŜ 

network bandwidth of the virtual interface. This is achieved by modifying the packet scheduler for the eth0 

interface. The primary replica adds a Hierarchical Token Bucket (HTB) queueing discipline and attaches Fair 

Queueing Delay (fq_codel) under HTB. HTB shapes the bandwidth and fq_codel controls latency and fair 

queueing. 

It is very important for mongo_service not to occupy the full bandwidth of the virtual network interface during 

initial sync procedure because otherwise the heartbeat packets experience a huge latency increase and when 

electionTimeoutMillis is small, a burst of false elections occurs, and the replica set is gradually failing. 

X-Haul Integration with ECCM 

The aim of selecting the appropriate node to host a microservice, is to achieve an optimal resource allocation 

and enhance the performance of the microservice across the X-HaulΩǎ ŎƻƳǇǳǘƛƴƎ ƴƻŘŜǎΦ 9//a ƛǎ ŜƳǇƭƻȅŜŘ ŀǎ ŀ 

tool for monitoring and executing complex decision-making algorithms with the purpose to optimally orchestrate 
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microservices placement. It has been mentioned in D5.3 [7] that X-Haul exposes a REST API. This X-Haul API is 

used by ECCM to execute actions on X-Haul devices (Figure 14). ECCM communicates with the API to retrieve 

statistics about X-Haul nodes, consequently feeding the optimal placement algorithm with input data. Through 

X-HaulΩǎ API, EECM can also enable/disable the power save mode of the wireless radios. Table 5 lists the X-Haul 

API Endpoints that are used during the dry-run testing. X-Haul API ƛǎ ƘƻǎǘŜŘ ŀǘ ά![tI! ƴƻмέ, operates at 

192.168.1.32:65530 and is accessible from inside the KUL testbed. Also, the X-Haul API is accessible from 

http://burns.esat.kuleuven.be:8000/x_haul_api/. Burns server with IP 193.190.168.50 (burns.esat.kuleuven.be) 

is an online server of KUL infrastructure and at burns.esat.kuleuven.be:8000 a reverse proxy, proxies the traffic 

to services inside the KUL testbed.       

 

Figure 14: ECCM as an orchestrator of X-Haul 

 

 

Table 5: X-Haul API Endpoints 

Method Endpoint Description Request Body 

POST /link/enable Enable link by 
deactivating radios 
power-save mode - 

POST /link/disable Disable link by 
activating power-save 
mode - 

http://burns.esat.kuleuven.be:8000/x_haul_api/
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POST /migration/create_mongodb Create mongo_service 
and initiate the replica 
set  

mongo_allocated_bandwidth: 
number  

POST  /migration/delete_mongodb Dete mongo_service  

- 

POST /migration/ALPHA1 aƛƎǊŀǘŜ ǘƻ ά![tI! 
ƴƻмέ - 

POST /migration/ALPHA2 aƛƎǊŀǘŜ ǘƻ ά![tI! 
ƴƻнέ - 

POST /migration/mongo_replicaset_params Configure 
heartbeatIntervalMillis 
and 
electionTimeoutMillis 
parameters 

heartbeatIntervalMillis: number 
electionTimeoutMillis: number 
 

GET /cluster/get_node_names Get the info about the 
nodes of the docker 
swarm cluster - 

 

4.2 Evaluation methodology 

In the current subsection, the demo example depicted in Figure 15 is examined. The scope of the section is to 

examine the behavior of the X-Haul nodes and whether they can support the stateful migration of the MongoDB 

microservice. How ECCM decides to trigger the migration process is out of scope. 

Test case description 

LƴƛǘƛŀƭƭȅΣ ǘƘŜ aƻƴƎƻ5. ƳƛŎǊƻǎŜǊǾƛŎŜ ƛǎ ŀǘ ά![tI! ƴƻмέ ŀƴŘ ǘƘŜ ǊŀŘƛƻǎ ŀǊŜ ƛƴ ǇƻǿŜǊ-save mode (1 in Figure 15). 

99/a ŜƴŀōƭŜǎ ǘƘŜ ǊŀŘƛƻǎ ŀƴŘ ǘǊƛƎƎŜǊǎ ǘƘŜ ƳƛƎǊŀǘƛƻƴ ǇǊƻŎŜǎǎ ǘƻ ά![tI! ƴƻнέ (2 in Figure 15). First, a new replica 

ƛǎ ŎǊŜŀǘŜŘ ŀǘ ά![tI! ƴƻнέ ŀƴŘ ŘǳǊƛƴƎ ƛƴƛǘƛŀƭ ǎȅƴŎ ό{¢!w¢¦tн ǎǘŀǘŜύ ǘƘŜ ǇǊƛƳŀǊy replica sends its data to the newly 

created replica at a max rate of 10Mbps (3 in Figure 15). The data transfer is performed through the wireless 

link. After initial sync is completed, the replica at ά![tI! ƴƻнέ ǘǊŀƴǎƛǘǎ ǘƻ {9/hb5!w¸ ǎǘŀǘŜ (4 in Figure 15). 

LƳƳŜŘƛŀǘŜƭȅΣ ǘƘŜ ǇǊƛƳŀǊȅ ǊŜǇƭƛŎŀ ŀǘ ά![tI! ƴƻмέ ƛǎ ŘƛǎŎŀǊŘŜŘ ŀƴd after approximately electionTimeoutMillis, the 

ǎŜŎƻƴŘŀǊȅ ǊŜǇƭƛŎŀ ŀǘ ά![tI! ƴƻнέ ŀƴŘ !ǊōƛǘŜǊψbƻŘŜ ŀǘ 192.168.1.12 server, both call for election (5 in Figure 

15). Since there is only one secondary replica in the cluster, it is get elected as a primary and write operations 

are restored (6 in Figure 15). That test case is executed for different data sizes and variable electionTimeoutMillis.  
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Figure 15: Experimentation test case 
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Real time visualization of X-Haul metrics 

Grafana has been employed for real-time visualization of X-Haul metrics. The most important metrics selected 

to evaluate how X-Haul devices respond during stateful migration, are the CPU usage and the bandwidth 

utilization of the switches, the power consumption of the radios and the service failover duration which is the 

time the cluster is in STATE D. Also, for X-Haul switches, RAM usage and power consumption are visualized in 

real time in order to check if these metrics are affected during the test case. Finally, latency metrics among cluster 

nodes are collected to evaluate the limitations inserted due to the network infrastructure, limitations that define 

how small the electionTimeoutMillis can be selected. 

In addition, a service hosted in 192.168.1.12 server, continuously writes data to the MongoDB replica set.  This 

ǎŜǊǾƛŎŜ ŎǊŜŀǘŜǎ ŀ ŎƻƭƭŜŎǘƛƻƴ ŀƴŘ ŜǾŜǊȅ ˂ ǎŜŎƻƴŘǎ ƛǘ ƛƴǎŜǊǘǎ ŀ ŘƻŎǳƳŜƴǘ ǿƛǘƘ ǎǘƻŎƘŀǎǘƛŎ ŦƛŜƭŘǎ ό·Σ Y). After 100 

documents, the service removes the collection and creates again an empty collection. The service does not affect 

the size of the database, but it gives a real time visualization of a write-operation flow. In Figure 16, Service Data 

(MongoDB) panel presents the flow of the documents with their X, Y fields. If the service stores data to MongoDB 

faster than electionTimeoutMillis, documents will be lost during migration. But if electionTimeoutMillis is small 

enough, the probability for a document to be lost during migration is very low. Note that service failover duration 

consists of electionTimeoutMillis which is the time replica members call for election when no heartbeat packet 

has been received during that interval, plus the time it takes for replica set members to vote for a new primary 

member.  Usually voting latency is negligible compared to electionTimeoutMillis. 

All the metrics depicted in Figure 16 are stored in X-Haul's Prometheus Time Series Database hosted on ά![tI! 

ƴƻмέ ǎǿƛǘŎƘ. Grafana runs locally on a PC and is configured to connect with Prometheus at 

http://193.190.168.50:8000/prometheus.   

 

Figure 16: Grafana real-time visualization of ÃÌÕÓÔÅÒȭÓ ÓÔÁÔÅ ÁÎÄ ÍÅÔÒÉÃÓ ÆÒÏÍ 8-Haul devices  

http://193.190.168.50:8000/prometheus.
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4.3 Evaluation results 

In the current subsection, X-Haul metrics for the migration procedure explained in 4.2 are examined and 

conclusions are drawn regarding the efficiency of X-Haul. 

MongoDB data size 

Due to the embedded nature of the X-Haul switches and their computing resources, the CPU usage of the node 

that hosts the MongoDB microservice is strongly dependent on the size of the microservice. RAM usage and 

ǇƻǿŜǊ ŎƻƴǎǳƳǇǘƛƻƴ ŀǊŜ Ŏƻƴǎǘŀƴǘ ŀƴŘ ǘƻǘŀƭƭȅ ƛƴŘŜǇŜƴŘŜƴǘ ƻŦ ƳƛŎǊƻǎŜǊǾƛŎŜΩǎ Řŀǘŀ ǎƛȊŜΦ WƘŜƴ ŀ ǎǿƛǘŎƘ ŘƻŜǎƴΩǘ 

host a MongoDB microservice, its CPU Usage is ~36%. At Figure 17, a MongoDB with zero data consumes around  

7% CPU Usage and the switch itself goes to ~43%. When the microservice approaches a data size of 300MB, the 

CPU usage can exceed 80%.  

Figure 18 shows the CPU Usage of the X-Haul switches during the execution of a test case with ~90MB of 

MongoDB data size. During initial sync, ά![tI! ƴƻнέ ŜȄǇŜǊƛŜƴŎŜǎ ŀƴ ƛƴŎǊŜŀǎŜ ƻŦ ~30% at its CPU while ά![tI! 

ƴƻмέ ŜȄǇŜǊƛŜƴŎŜǎ ŀ lower increase. When the data size becomes bigger, initial sync takes longer to complete and 

both switches reach high levels of CPU usage for extensive periods of times. The replica set becomes unstable, 

replica set members fail to update the state of the cluster due to high load at host machines and subsequently 

false primary elections occur. On the other hand, RAM usage and power consumption remain constant. 

 

Figure 17: Switch CPU Usage - MongoDB data size 

 



 
D.5.5 Dry-run testing and validation of the facility   

 

 

 

© 6G-BRICKS 2023  Page | 37  

 

 

Figure 18: CPU usage and states in X-Haul switches during stateful migration  

 

MongoDB failover duration 

Round Trip Time (RTT) ƭŀǘŜƴŎȅ ōŜǘǿŜŜƴ ά![tI ƴƻмέ ŀƴŘ ά![tI! ƴƻнέ ǘƘǊƻǳƎƘ ǘƘŜ ǿƛǊŜƭŜǎǎ ƭƛƴƪ ƛǎ ƭŜǎǎ ǘƘŀƴ мΦрƳǎ 

inside the KUL lab. During initial sync, spikes can appear, ōǳǘ ǘƘŜȅ ŘƻƴΩǘ ŜȄŎŜŜŘ олƳǎ (Figure 19). For this lab 

setup, electionTimeoutMillis can easily be selected at sub-second scale and due to zero packet loss, there is no 

need for many heartbeats to be sent during electionTimeoutMillis time window to guarantee that at least one 

will arrive at each of the other replica set members. Even for electionTimeoutMillis=100ms and 

heartbeatIntervalMillis=30ms, no false primary elections arise and if write operations at MongoDB replica occur 

sufficiently less frequently than every 100ms, then the possibilities for a write operation to take place at failover 

duration are very small. 

 

Figure 19: Latency of X-Haul links during migration  
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Radiosȭ Power Consumption 

For the radios to get enabled and synchronized from power-off, it takes about 2 minutes. This can be too long 

for time-critical cases when it is crucial for the service to migrate to another node connected through the wireless 

link. The X-Haul radios employed at KUL, feature a SW-enabled power-save mode that sets them to a power-on, 

άƘƻǘ-ǎǘŀƴŘōȅέ state, that enables link establishment in a fraction of that time. Specifically, when the radios are 

in this power-save mode, the wireless link can become functional in only a few seconds, effectively trading 

increased power for reduced delay compared to the power-off ς power-on cycle, while still saving power when 

the link is not used. This is a very useful feature in time-critical scenarios where the service cannot afford minutes 

to initiate the migration process. Figure 20 shows that during power-save mode, the radiosΩ power-consumption 

drops by ~ 25Watts. 

 

Figure 20: Radiosȭ power consumption monitoring 

 

The dry-run testing aims to validate the feasibility of in-network computing where docker services can be hosted 

at embedded systems and clusters consisted of network switches. A docker swarm is sufficient for service 

orchestration among the ŎƭǳǎǘŜǊΩǎ ƴƻŘŜǎΦ ¢ƘŜ ǘŜǎǘ ŎŀǎŜ ǿŀǎ ƛƳǇƭŜƳŜƴǘŜŘ ŦƻǊ ŀ aƻƴƎƻ5. ǎŜǊǾƛŎŜ ǎƛƴŎŜ ŀ ŘŀǘŀōŀǎŜ 

offers a convenient test case to test the stateful migration of a microservice, but many other microservices can 

be hosted on the X-Haul ǎŜǘǳǇΦ L/haΩǎ ǊŀŘƛƻǎ ǿƛǘƘ ƭƻǿ power mode offer a solution to connect switches that 

can be physically miles apart from each other, while also providing energy efficiency when the wireless links are 

not used. Despite computing limitations, the X-Haul offers the ability for lightweight microservices to be placed 

closer to edge devices. Databases collecting data from edge devices with lower latency and lightweight 

controllers taking actions on the edge devices or on the network itself, is a great example of how the proposed 

disaggregated X-Haul can be used in next-generation networks so that core network functionalities can be moved 

closer to the edge. 
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5 Dry-run testing of the DMO 

The 6G-BRICKS DMO, whose deployment at EUR was detailed at D5.1 [9], monitors the underlying infrastructure 

and provides Key Performance Indicators (KPIs) to the Fault Management component, which detects, predicts 

and explains anomalies and faults. While D5.2 [10] contributed dry-run tests that focused on the DMO explanator 

component, this section contributes dry-run tests that focus on eXplainable Artificial Intelligence (XAI). 

 

5.1 Dry-run test of the explainability module for fault management 

¢Ƙƛǎ {ŜŎǘƛƻƴ ŜȄǇƭŀƛƴǎ Ƙƻǿ ǘƘŜ 5ahΩǎ Ŧŀǳƭǘ ƳŀƴŀƎŜƳŜƴǘ ŎŀǇŀōƛƭƛǘȅ Ƙŀǎ ōŜŜƴ ŀŘǾŀƴŎŜŘ ǘƘǊƻǳƎƘ ǘƘŜ ǳǎŜ ƻŦ ǘƘŜ 

Anomaly Detection & Explainability Module. The complete design of the module has been introduced in 

Deliverable D4.3 [3]. The role of this module is to pinpoint towards anomalies, explain the influencing factors 

behind the anomalies, to help with decision making for network optimisations. An Explainable Artificial 

Intelligence (XAI) model was designed to detect and interpret anomalies in network data for advanced 

communication systems. The goal was to build an intelligent, transparent monitoring tool capable of identifying 

irregularities in 5G and 6G network behaviour while clearly explaining the reasoning behind those detections. In 

this deliverable, we present the functional testing for this module.  

 

Test environment and Setup 

An open-source dataset [8] containing passive 5G measurements was used to design, train, and validate the 

entire pipeline. The dataset consisted of a large number of network performance indicators, such as latency, 

throughput, and signal strength, along with geographic coordinates of cell towers. Because of its size and 

complexity, careful preprocessing was essential before training could begin. The data was cleaned, removing 

constant and null-value columns and excluding attributes that did not contribute to model learning, such as 

timestamps and geographic information. To efficiently handle the large dataset the Polars library was used 

instead of Pandas, which significantly improved data loading and manipulation speed. To make geographical 

visualizations clearer, group tower locations were clustered into representative regions rather than plotting 

thousands of individual points. Once the data was ready, it was divided into training, validation, and test sets to 

ensure balanced evaluation and reproducibility. 

 

Evaluation Methodology 

The core of the system is an autoencoder neural network, an unsupervised learning model ideally suited for 

anomaly detection, alongside the explainability module. The autoencoder learns to reconstruct its input data 

through two main components: an encoder that compresses the data into a lower-dimensional latent space and 

a decoder that attempts to reconstruct the original input. By learning to represent normal patterns, the model 

can recognize unusual behaviour when the reconstruction error exceeds a defined threshold. Because the 

dataset contained only normal samples, synthetic anomalies were created by introducing small, controlled 

changes to certain data points. This allowed the system to be tested on how well it could detect deviations from 

expected network performance. 
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hǇǘƛƳƛȊƛƴƎ ǘƘŜ ƳƻŘŜƭΩǎ ƘȅǇŜǊǇŀǊŀƳŜǘŜǊǎ ǿŀǎ ŀƴ ƛƳǇƻǊǘŀƴǘ ǎǘŜǇΦ wŀǘƘŜǊ ǘƘŀƴ ǊŜƭȅƛƴƎ ƻƴ ǘǊƛŀƭ ŀƴŘ ŜǊǊƻǊΣ ŀ 

Bayesian optimization was introduced providing a probabilistic approach that explores combinations of 

parameters to identify the most effective configuration. This process, though time-consuming, taking 

approximately five to six hours due to dataset size, proved valuable in identifying optimal learning rates, neuron 

counts, and network depth. Once trained and optimized, the model was saved in an H5 format for future use, 

avoiding the need for retraining and ensuring consistent results across environments. 

²ƛǘƘ ǘƘŜ ŀƴƻƳŀƭȅ ŘŜǘŜŎǘƛƻƴ ƳƻŘŜƭ ŜǎǘŀōƭƛǎƘŜŘΣ ƻǳǊ ŦƻŎǳǎ ǎƘƛŦǘŜŘ ǘƻǿŀǊŘǎ ŜȄǇƭŀƛƴŀōƛƭƛǘȅΣ ƳŀƪƛƴƎ ǘƘŜ !LΩǎ 

decisions transparent and understandable. For this, SHapley Additive exPlanations (SHAP) was integrated with 

our model, which is a framework that quantifies the contribution of each feature to a specific prediction. SHAP 

was applied in two ways: locally and globally. The local explanations focused on individual anomalies, identifying 

which neǘǿƻǊƪ ŦŜŀǘǳǊŜǎ Ƴƻǎǘ ƛƴŦƭǳŜƴŎŜŘ ǘƘŜ ƳƻŘŜƭΩǎ ŎƭŀǎǎƛŦƛŎŀǘƛƻƴ ƻŦ ŀ Ǉarticular data point as abnormal.  

 

Test Results 

The test results for the explainability module included visualizations such as waterfall charts, which illustrated 

how parameters like signal strength, latency, or throughput contributed positively or negatively to the anomaly. 

This is shown in Figure 21 where the top ten features are presented. The global explanations aggregated insights 

from all detected anomalies, revealing which variables were consistently influential across the entire dataset. 

This dual approach provided both granular interpretability and a broader understanding of systemic patterns in 

the data. 

 

 

Figure 21: Waterfall chart showing top 10 influencing features 
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monitoring and dashboard creation. This setup allowed anomalies detected by the model to be displayed 

dynamically, offering users immediate insight into network health. This is presented in Figure 22 showing a 

dynamic map with the location of cells labelled with anomalous data. Each detection was also logged locally, 

ensuring that both the anomaly and its explanation could be revisited later for further analysis. This is presented 

in Figure 23, showing the SHAP values of the corresponding anomaly. This graph shows a global feature ranking 

of attributes across all anomalous cells. The distance_w attribute represents a weighted distance between cells, 

adjacent cells keeping this attribute within a range. Seeing this attribute spike would be a likely indication of 

anomalous behaviour in the network. This is a similar scenario regarding Speed, cells in the network are 

configured and optimised for a baseline performance, a strong indication of an anomalous cell would be an 

inability to reach an expected level of Speed attribute.   

The combination of live visualization and persistent record-keeping made the system practical and auditable, key 

requirements for deployment in critical network environments. Although the implementation used simulated 

data, the structure was built with full compatibility for live input. 

 

 

Figure 22: Visualization of Anomaly 
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Figure 23: Generated SHAP Values 

  

Throughout this process, it was evident that combining deep learning with explainability techniques produced a 

strong balance between performance and trustworthiness. The autoencoder effectively identified unusual 

network behaviour, while SHAP provided the interpretability necessary to understand why the model made each 

decision. Bayesian optimization ensured that the model performed efficiently without manual tuning, and 
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Grafana integration brought the results to life through intuitive dashboards. Together, these elements formed a 

cohesive, transparent, and scalable system for anomaly detection and interpretability. 

This XAI framework demonstrates how advanced AI models can be made both powerful and interpretable. By 

detecting anomalies and simultaneously explaining their causes, the system supports network engineers in 

diagnosing issues more quickly and confidently. As communication networks become increasingly complex, such 

explainable models will be essential for maintaining reliability and fostering trust in AI-driven operations. Even 

in its early form with simulated data, this approach lays a strong foundation for future deployment in real-time 

5G (and beyond) network monitoring and analytics. 

 

 

 



 
D.5.5 Dry-run testing and validation of the facility   

 

 

 

© 6G-BRICKS 2023  Page | 44  

 

6 Dry-run test of 6G-BRICKS CFmMIMO towards distributed and multi-
band operation at the KUL testbed 

The dry-run testing in KUL testbed is divided into three subsections according to Figure 24. 

 

Figure 24. 6G-BRICKS CFmMIMO towards distributed and multi-band CF operation 

6.1 Dry-run test of multi -RU O-RAN at the KUL testbed 

 

Test environment and Setup 

In 6G-BRICKS, multiple RUs (i.e., multiple x410 USRP) connected with a single DU is serving as a single/shared cell 

operating on the same frequency band/channel. As can be seen in Figure 25 , the 2 "cells" with the USRP x410 

as a RF frontend will have the same Physical Cell Identity (PCI) and centre frequency so they will appear to a User 

Equipment (UE) as one cell. Such deployment of multi-RU will allow us to provide wider coverage than a single 

RU setup, i.e., being able to have the RAN serve 2 different UEs in different rooms, provided each has a connected 

RU. During the mobility of the users in the coverage area of the RUs we can observe seamless transition of the 

UE from one cell to another.  As can be seen in Figure 25 that we have two different subnets for each RU and 

UDP port for both sides.  At the side of the DU, two fronthaul networks are needed to be implemented and the 

fronthaul configuration of both sides (i.e., at the O-DU and the O-RU) is as follows:  

 

      fh - net1:  

        IP _address: 192.168. 101.1 /24  

      fh - net2:  

        IP _address: 192.168.102.1/24  

Listing 1: Fronthaul networks 
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Figure 25: Multi-RU (i.e., Multiple x410 USRP) connection with single DU. 

In the multi-RU setup, the fronthaul networks to connect the O-RUs (i.e., x410 USRP as follows) is configured as 

follows: 

netw orks:  

   fh - net1:  

     name: fh - net1  

     driver: macvlan  

     driver_opts:  

       com.docker.network.driver.mtu: "1500"  

       parent: ens14f1.101  

     ipam:  

       config:  

         -  subnet: 192.168.101.0/24  

   fh - net2:  

     name: fh - net2  

     driver: macvlan  

     driver_opts:  

       com.docker.network.driver.mtu: "1500"  

       parent: ens14f2.102  

     ipam:  

       config:  
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         -  subnet: 192.168.102.0/24  

Listing 2: Fronthaul network configuration 

The testbed scenario in Figure 25 validates the Multi-RU feature within a NR system configuration. The test 

environment at the KUL was deployed using two O-RUs (i.e., two x410 USRP), configured together to operate as 

a single cell. From the UE perspective, the PCI was expected to remain constant across the entire service area, 

ensuring seamless radio continuity. Within the configuration of the setup of the KUL the Reference Signal 

Received Power (RSRP) distribution should exhibit highest values in the closer proximity to O-RU1 and O-RU2 

respectively, and with the lowest RSRP observed in the mid-point region between the two O-RUs. Consequently, 

no handover or cell reselection events should occur during UE mobility across the coverage area, as both O-RUs 

serve the same cell entity. Additionally, the effect of link-reliability is also evaluated with particular focus on the 

border area between the two O-RUs. The Multi-RU setup at the KUL consists of a RAN architecture with two 

coordinated O-RUs operating as a single cell. The COTS UE connects to both O-RUs over the air interface at 

different positions within the coverage area. The RAN components are connected to the core network, which 

manages traffic routing and session establishment. 

Evaluation methodology 

 

Figure 26: The Multi-RU setup activation procedures without link reliability. 

Figure 26 illustrates the activation workflow for the multi-RU setup in the absence of link-reliability mechanisms. 

The procedure begins with the initialization of the Core, O-CU, and O-DU. Following the activation of all the RAN 
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components, the Near Real-time RAN Intelligent Controller (Near-RT RIC) is started to visualize the Key 

Performance Measurement (KPM) as an xApp where the performance of the setup is visible in real-time in a 

Grafana dashboard similar to the one shown in Figure 27. Subsequently, two Low-PHY instances are launched 

automatically. At this stage, each Low-PHY entity enters a standby state and awaits configuration commands 

from the O-DU. Upon the O-DU activation, configuration messages are transmitted to both Low-PHY instances, 

which then establish communication with the USRP x410 hardware via UHD. Completion of these steps results 

in a fully operational multi-RU RAN. The Figure 26 also depicts the shutdown procedure. During RAN termination, 

the O-CU, O-DU, and Low-PHY components are sequentially deactivated, ensuring an orderly teardown of the 

system. 

 

Figure 27: The Grafana dashboard KPM xApp visualization. 



 
D.5.5 Dry-run testing and validation of the facility   

 

 

 

© 6G-BRICKS 2023  Page | 48  

 

 

Figure 28: The Multi-RU setup activation procedures with link reliability. 

Figure 28 depicts the activation workflow of the Multi-RU RAN setup when link-reliability functionality is enabled. 

As can be seen from Figure 28, once the Core and RIC are operational, two Low-PHY instances are automatically 

launched. At this stage, both Low-PHY processes remain in a standby state, waiting for configuration directives 

from the O-DU. Prior to activating the higher-layer RAN components, link-reliability parameters are configured 

and enabled. This configuration step ensures that the system applies the appropriate reliability mechanisms 

during subsequent communications between the O-DU and the multiple O-RUs. 

Dry-run tests for Multi ple O-RUs connection with single O-DU 

The O-RUs are positioned at two locations to validate Multi-RU operation. At each position, RSRP and throughput 

measurements were recorded while verifying that the PCI remained constant. All measurements confirmed 

consistent PCI visibility across the entire coverage area with no handover events. The UE successfully connected 

to the cell with same PCI and achieved better RSRP, RSRQ, and throughput nearby to the O-RU 1 and O-RU 2. To 

evaluate the impact of the Link Reliability feature on network performance, tests were conducted at the midpoint 

position between O-RU1 and O-RU2 under varying the mobility of the users within the coverage region of the 

Multi O-RUs.   
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6.2 Dry-run test of portal-controlled CSI dataset generation (KUL) 

This section documents the dry-run evaluation of the portal-controlled Channel State Information (CSI) dataset 

generation at the KUL testbed.  

Test environment and Setup 

The setup that is used for the portal-controlled CSI dataset generation is one of subsystems within the KUL 

Testbed presented in Figure 29. It includes an USRP x410 that acts as a Radio Unit (RU). It has an instantaneous 

bandwidth capacity up to 400MHz and it is controlled by the testbed controller which runs on the compute 

server. The DU/CU Near RT-RIC component is not use in this case.   

The whole setup is synchronized via the NI Octoclock, that distributes a clock reference generated with a 

rubidium clock to the different components in the testbed to ensure precise timing and synchronization across 

distributed elements.  

 

Figure 29. 6G subsystem in KUL testbed 

6.2.1.1 Portal controller 

The testbed can be controlled from a web server that exposes a set of RESTful APIs to allow remote interaction 

with the testbed. From this APIs, users can start, stop, monitor, and update the status or parameters of a running 

experiment. 
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Figure 30. Demo App controller diagram 

Internally, the application uses a Demo Controller object (Figure 31), which establishes a connection to the 

Testbed Interface at IP address 192.168.1.12 and port 30000. This controller handles the communication with 

the testbed, enabling the Flask server to retrieve demo metrics (such as status, carrier allocation, and 

performance metrics) and execute operations.  

Furthermore, there is the controller server (Figure 32), which is a backend process that is responsible of directly 

interfacing with the testbed hardware. It exposes a ZMQ reply (REP) socket on port 30000 where it receives the 

commands that are sent by the Demo Controller that the user use.  

 

Figure 31. Server controller diagram 

This module acts as a testbed-side communication endpoint. It continuously listens for incoming requests and 

processes them with the Controller, ensuring the execution and data retrieval from the testbed. The controller 

module defines the core control logic of the testbed, and it is responsible of initializing, configuring, and 
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managing the transmission and reception of waveforms on the RFNoC/USRP hardware, as well as performing the 

signal processing, channel estimation, and target localization functionalities.  

Evaluation methodology 

As shown in Figure 32, the evaluation focuses on extracting the Channel Impulse Response (CIR) from the Channel 

Frequency Response (CFR) (this procedure is explained below) within the CFȤmMIMO architecture using different 

setups:  

¶ Cabled setup: this represents an ideal and fully controllable environment by emulating multipath 

components using RF splitters, combiners, and coaxial cables. As shown in Figure 32 (left), an RF 

splitter is connected to the output port (Tx) of the USRP X410 transmitter and divides the transmitted 

signal into three identical copies. These three copies then propagate through coaxial cables of 

different lengthsτ2 m, 10 m, and 18 mτthus emulating three distinct multipath components. On 

the receiver side, an RF combiner merges the three delayed signals and feeds them into the input 

port (Rx) of the USRP X410 receiver. 

¶ Over-the-air setup: this represents the wireless link. As shown in Figure 32 (right), the over-the-air 

setup enables the extraction of two different CIRs:  

i. The bistatic communication CIR, representing the uplink propagation between the user 

and the USRP. 

ii. The monostatic CIR, representing the self-transmit and self-receive echo response 

between the USRP and the target.  

 

 

 

 

 

 

 

 

 

 

 

Figure 32. Setups for channel evaluation. The left picture is the cable setup, and the right side is the over-the-air setup. 

 

Prior to transmission, the Testbed Controller establishes a unified timeȤfrequency reference among transmitter 

and receivers by distributing the rubidium clock through the OctoClock synchronization system. Once 

synchronization is achieved, the controller configures all RF and baseband parameters and schedules the 
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transmission of uplink pilot signals and downlink probing sequences. The entire process is timeȤaligned to ensure 

that channel measurements collected from multiple receivers are coherent. Calibration procedures are executed 

to compensate for residual group delays, gain, and phase mismatches. After these preparatory steps, the 

controller triggers the coordinated acquisition process, and each receiver records the raw IQ samples 

corresponding to its respective observation windows. 

The transmitter sends a stream of 66 repetitions of an OFDM symbol with length 18432 samples, alternating 

between an OFDM symbol and zeros. The stream duration is approximately 2.475 ms. The transmitter sends 

1000 streams including a delay between each stream and the receiver captures the 1000 streams. Then the 

receivers perform a list of processing tasks in order to get the CSI information.  

Within each stream of 66 symbols, the two first symbols are used for the calibration process. The remaining 64 

symbols are used to compute the information of interest (CIR/CFR). The first processing stage then is to remove 

the cyclic prefix from all received symbols, and this is followed by performing and FFT to transform each symbol 

into the frequency domain.  Then from each stream we obtain one received vector (Y) with information of all 

subcarriers by coherently summing the 64 symbols to improve the SNR. 

After applying the FFT to the received OFDM pilot symbol, the received value on subcarrier k is denoted as Y[k], 

and the corresponding transmitted pilot symbol is X[k]. Assuming a multiplicative channel per subcarrier, the 

frequency-domain model is: 

9Ë  (Ë8Ë  .Ë ρ 

where H[k] represents the channel frequency response (CFR) at subcarrier k, and N[k] accounts for noise. The LS 

estimate of the CFR is obtained via a simple division: 
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This estimation Ὄ  provides the domain characterization of the channel. 

To analyse multipath characteristics, delays, and reflections, the CFR must be transformed into the time domain. 

This is achieved by applying the inverse fast Fourier transform (IFFT): 

ûÎ  )&&4 [Ë σ 

ǿƘŜǊŜ ƙώƴϐ ŘŜƴƻǘŜǎ ǘƘŜ ŜǎǘƛƳŀǘŜŘ ŎƘŀƴƴŜƭ ƛƳǇǳƭǎŜ ǊŜǎǇƻƴǎŜ ό/LwύΦ ¢ƘŜ /Lw ǊŜǇǊŜǎŜƴǘŀǘƛƻƴ ǊŜǾŜŀƭǎ ŘƛǎǘƛƴŎǘ ǇŜŀƪǎ 

corresponding to different propagation paths. 

Because the collection software performs all preceding processing steps, the data acquired from the testbed 

during the experiment executions includes the computed CIR (û.  

Evaluation results 

This section presents the results obtained for the two different setups: the cabled setup and the over-the-air 

setup.   
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6.2.3.1 Cabled measurements 

We first evaluate the performance of the testbed under an ideal and fully controllable environment by emulating 

multipath components using RF splitters, combiners, and coaxial cables.  

The propagation speed of RF signals inside coaxial cables depends on the dielectric constant of the cable, typically 

ranging between 66% and 85% of the speed of light in vacuum. To validate the CSI logging functionality of the 

testbed and its ability to resolve multipath components, we transmit signals with 400 MHz and 20 MHz 

bandwidth, corresponding to time resolutions of 2.5 ns and 50 ns, respectively. As illustrated in Figure 33, the 20 

MHz signal, with its 50 ns resolution, cannot distinguish between the three cable paths, whereas the 400 MHz 

signal clearly resolves all three components. 

 

Figure 33. Channel impulse response of 400 MHz and 20 MH signal 

Figure 33 shows the CSI that was collected in the dataset of the cabled experiment. The blue line are the CSI 

values for 400MHz bandwidth and the orange one for 20 MHz. 

6.2.3.2 Over-the-air measurements 

After confirming the correctness and resolution capability of the testbed in this ideal cable-based setup, we 

proceed to real-world over-the-air measurements at 5.2 GHz. The graphical interface (Figure 34) displays 

realȤtime CIR estimation for both monostatic and bistatic channels. This configuration has been demonstrated 

at the 5th IEEE JC&S Symposium 2025 [12]. 

As mentioned earlier, the over-the-air setup enables the extraction of the bistatic communication CIR and the 

monostatic CIR. These indoor experiments were conducted using a 400 MHz signal, proving a delay resolution 

equivalent to approximately 0.75 m in distance. Given the propagation characteristics at 5.2 GHz and the 

complexity of the indoor environment, we expect multiple strong reflections to appear in the CIR.  

As shown in the lower-left region of Figure 34, P0 corresponds to the peak associated with the transmitter 

position, P1 corresponds to the reflection from the target, and P2 represents the reflection from the wall located 

behind the target. 
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Figure 34. Graphical interface of the KUL Experimental platform 

In this setup, the dataset is not yet available. Nevertheless, the demonstration experiments presented in Figure 

34 illustrate that CSI can be reliably extracted from the over-the-air measurements. The dataset will be collected 

as part of the next steps. 

6.3 Multi -band bricks 

This section documents the dry run evaluation of multi-band operation of the KUL testbed. The multi-band 

operation consists of cm-wave (described in Section 6.2) and mm-wave setups. This section focuses on the mm-

wave environment and evaluation.  

Test environment and Setup 

KUL mmWave Testbed (Figure 36) is a state-of-the-art hybrid mmWave MIMO Software-Defined Radio (SDR) 

platform, offering up to 1.76 GHz instantaneous communication bandwidth per data stream and designed for 

cutting-edge research in both high-throughput communication and high-resolution sensing. At its core, the 

platform employs multiple AMD Zynq UltraScale+ RFSoC ZCU111 (Gen 1) evaluation kitsτhighly integrated 

system-on-chip devices that combine giga-sample RF data converters, soft-decision forward error correction (SD-

FEC) hardened IP, a large-scale FPGA fabric for hardware acceleration, and a heterogeneous ARM-based 

processing system with real-time and application-class cores. This architecture enables the co-design and 

seamless integration of advanced physical-layer algorithms directly on-chip, bridging high-performance 

programmable logic with low-latency embedded processing. 

Each RFSoC board supports RF bandwidths up to 4 GHz, serving as a flexible and reconfigurable baseband 

processor for mmWave transceivers requiring ultra-wideband gigasample-rate ADC/DAC chains. The system can 
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interface with two independent mmWave RF frontends, enabling fully synchronized hybrid MIMO transmission 

and reception of dual spatial streams.  

 

Figure 35. mmWave CFmMIMO testbed 

The platform integrates multiple RF frontends from two leading mmWave solution providersτPharrowtech BV 

and Sivers Semiconductorsτoffering complementary capabilities for multi-vendor, cross-platform evaluation. 

¶ Pharrowtech PTR1060 + PTM1060 (blue front-ends in the right side of Figure 36): The PTR1060 is an IEEE 

802.11ay-compliant CMOS beamforming RFIC covering the full 57ς71 GHz band, integrating 32 TX/RX 

antenna paths with on-chip TRX switching, a low-noise synthesizer, and support for up to 64-QAM 

modulation. It allows fast beam switching and stores up to 1024 analog beam patterns. Paired with the 

PTM1060 phased array moduleτan 8×8 element, linearly polarized array with full 2D beam steering in 

azimuth and elevation, it supports external LO injection at 2.5 GHz and 20 GHz for precise multi-RFIC 

synchronization in large-scale MIMO deployments. 

¶ The Sivers EVK06006 (black front-end in the left side of Figure 36) integrates the TRX BF/01 beamforming 

transceiver IC, an IEEE 802.11ad-compliant device covering the 58ς71 GHz band. The RFIC supports 16 

transmit and 16 receive channels with fully integrated beamforming capability, capable of storing up to 

64 programmable analog beam patterns. The system delivers a combined output power of 

approximately +40 dBm EIRP, enabling long-range, high-capacity links. The transceiver offers fine-

grained beam control with 1.5° phase resolution in both transmit and receive modes, achieving precise 

beam steering. The EVK incorporates the BFM06012 beamforming module, featuring separate 16×4 TX 

and RX phased arrays with 1D azimuth beam steering. The BFM06012 is driven by an external 20 GHz 

local oscillator, allowing phase-coherent operation across multiple front-endsτan essential feature for 

distributed MIMO and coordinated beamforming experiments. 

With its multi-gigahertz instantaneous bandwidth, scalable phased-array frontends, and high-performance FPGA 

infrastructure, the testbed is uniquely suited for the real-time implementation of next-generation wireless 

localization, beamforming, and sensing algorithms. The current KUL installation comprises five RFSoC FPGAs, 

eight mmWave phased-array antennas, and low-jitter external frequency references up to 24 GHz, enabling 

synchronized, multi-node experimentation across a diverse range of mmWave scenarios. 
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Evaluation methodology 

The evaluation of the mmWave testbed builds upon the experimental framework previously established within 

the EU MARSAL project [11], where the Pharrowtech (PHT) 60 GHz RF frontends were integrated with the AMD 

Xilinx Zynq UltraScale+ RFSoC ZCU111 platform. In that setup, the physical layer implementation was based on 

the IEEE 802.11ad single-carrier (SC) PHY. All measurements and signal processing tasks were performed using 

MATLAB and Python on a high-performance workstation, leveraging the WLAN and DSP Toolboxes for waveform 

generation, signal analysis, and visualization. 

.ǳƛƭŘƛƴƎ ǳǇƻƴ ǘƘƛǎ ŦƻǳƴŘŀǘƛƻƴΣ ǘƘŜ ŎǳǊǊŜƴǘ ŜǾŀƭǳŀǘƛƻƴ ŜȄǘŜƴŘǎ ǘƘŜ ǘŜǎǘōŜŘΩǎ ŎŀǇŀōƛƭƛǘƛŜǎ ōȅ ŀŘŘƛƴƎ ǎǳǇǇƻǊǘ ŦƻǊ 

the IEEE 802.11ad OFDM PHY layer in MATLAB. The motivation for this enhancement stems from the superior 

suitability of OFDM for wireless sensing applications. Unlike the single-carrier approach, OFDM allows the 

extraction of detailed channel-state information (CSI) on a per-subcarrier basis across a wide bandwidth. This 

fine-grained CSI provides valuable insights into multipath propagation effects and subtle environmental changes, 

enabling high-resolution sensing, user localization, and environmental awareness. 

Test case 1. PHT Single Radio (SISO) Communication 

In this experiment, we use a single radio frontend from PHT to transmit and receive IQ samples over the air. The 

setup for this test case is presented in Figure 36. It requires two external clock generators, one for each side, to 

synchronize the radio PLL with the reference clock that feeds the RFSoC.   

 

Figure 36. PHT SISO diagram 

Measurement campaigns: 

¶ We validate the mmWave link for various MCSs (BPSK, QPSK, and 16-QAM). 

¶ For each MCS, we collect multiple captures for various packet lengths and extract physical layer statistics 

such as SNR, EVM, CFO, and BER. 
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Test case 2. PHT Dual Radio (MIMO) Communication 

In this experiment, we use two radio frontends from PHT to transmit and receive two parallel spatial data streams 

over the air. The setup in Figure 37 requires two external clock generators, one for each side, to synchronize the 

radio PLL with the reference clock that feeds the RFSoC. On each side, there is a power splitter to split the 2.5GHz 

reference clock between the two radio frontends.  

 

Figure 37. PHT MIMO diagram 

Measurement campaigns:  

¶ We validate the hybrid mmWave MIMO link through a digital beamforming procedure. 

¶ The digital beamforming would allow additional beamforming gain on top of the analog beamforming 

offered by each analog RF frontend. 

Evaluation results 

We present the evaluation results for both test cases, SISO and MIMO.  

6.3.3.1 Results for test case 1: SISO setup 

In this test case, we evaluated the system performance using both single-carrier (SC) and orthogonal frequency-

division multiplexing (OFDM) waveforms. Specifically, we validated standard-compliant WLAN IEEE 802.11ad and 

IEEE 802.11ay waveforms. The overall procedure followed in this experiment is summarized below: 

1. Waveform Generation: On the transmitter side, an IEEE 802.11ad/ay standard-compliant waveform was 

generated and stored on the FPGA. The waveform sampling rate was configured to match the RFSoC 

sampling rate of 3.52 Gsps. 

2. Transmission: The transmitter continuously streamed the IQ samples of the generated waveform through 

the RF frontend. 
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3. Reception and Capture: On the receiver side, the FPGA continuously captured IQ samples and transferred 

them to a MATLAB-based decoder running on a host PC for further processing. 

4. Decoding and Analysis: The MATLAB decoder implemented the full digital signal processing (DSP) chain 

required for IEEE 802.11ad/ay waveform detection and analysis. This included frame detection for both SC 

and OFDM modes, as well as compensation for RF impairments. The decoder provided detailed analysis 

results such as the packet detection, Channel Impulse Response (CIR), Channel Frequency Response (CFR), 

IQ constellation diagrams, and symbol-wise metrics including Signal-to-Noise Ratio (SNR) and phase error. 

In the subsequent subsections, we show snapshots of various captures for the decoding results of the IEEE 

802.11ad/y SC and OFDM waveforms 

¶ IEEE 802.11 ad OFDM Waveform Decoder ς SQPSK 

 

Header Information Decoding summary 

Scrambler Initialization: 10 Header RMS EVM: 13.18%. -17.60dB 

MCS: 14 Gls RMS EVM: 13.00%. -17.72dB 

Packet Length: 8192 Bytes Data RMS EVM: 13.04%. -17.69dB 

Pre-Eq SNR: 23.69dB Number of erroneous bits: 0 

 Bit Error Rate (BER): 0.00% 

 Frequency Error: -11.75 KHz 
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¶ IEEE 802.11ad OFDM Waveform Decoder ς 16QAM: 

 

Header Information Decoding summary 

Scrambler Initialization: 10 Header RMS EVM: 12.95%. -17.75dB 

MCS: 17 Gls RMS EVM: 13.11%. -17.65dB 

Packet Length: 8192 Bytes Data RMS EVM: 13.66%. -17.29dB 

Pre-Eq SNR: 22.91dB Number of erroneous bits: 0 

 Bit Error Rate (BER): 0.00% 

 Frequency Error: -4.61 KHz 

¶ IEEE 802.11ay SC Waveform Decoder ς QPSK 
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Header Information Decoding summary 

Scrambler Initialization: 28 Gls RMS EVM: 10.23%. -19.80dB 

MCS: 5 Data RMS EVM: 10.0%. -20dB 

Packet Length: 8192 Bytes Number of erroneous bits: 0 

Pre-Eq SNR: 27.92dB Bit Error Rate (BER): 0.00% 

¶ IEEE 802.11ay SC Waveform Decoder - 16QAM 
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Header Information Decoding summary 

Scrambler Initialization: 28 Gls RMS EVM: 11.21%. -19.01dB 

MCS: 12 Data RMS EVM: 15.32%. -16.29dB 

Packet Length: 8192 Bytes Number of erroneous bits: 0 

Pre-Eq SNR: 27.53dB Bit Error Rate (BER): 0.00% 

 

6.3.3.2 Results for test case 2: Hybrid MIMO setup 

To validate the 2x2 hybrid MIMO testbed, it is essential to verify that the system can transmit and receive two 

spatial data streams coherently and that digital beamforming can be realized. To this end, an experiment was 

conducted in which a complex sinusoidal tone was transmitted simultaneously from both RF frontends of the 

transmit RFSoC. The tone frequencies were varied from 100 MHz to 1 GHz in 100 MHz increments. The complex 

tone was generated in software and written to the loopback memory (LPM) on the FPGA for transmission. 

To introduce a controlled phase difference between the two transmit paths, the phase of the tone on RF 

Frontend (2) was varied from 0° to 360° in 1° steps, while the phase on RF Frontend (1) remained fixed. On the 

receive RFSoC, IQ samples were captured in MIMO mode to ensure coherent reception across all ADC channels. 

The received power of the captured tones was then plotted as a function of the applied transmit phase offset on 

RF Frontend (2). 
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The results, shown in Figure 38, demonstrate that the received signals across both RF frontends add coherently, 

and the measurements are highly repeatable. The observed variation in the combined signal envelope clearly 

exhibits constructive and destructive interference, confirming that digital beamforming is successfully achieved. 

 

Figure 38: the received signals across RF frontends 
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7 Dry-run test of RIS experimentation with xApps at the EUR testbed 

 

In this section, we perform testbed-level tests on the EURECOM testbed. We deploy an xApp to control the RIS 

and we monitor coverage metric through KPM Service Model (SM). The RIS control framework is described in 

the deliverables D3.2 [1] and D3.4 [2]. 

7.1     Test Environment and Setup 

In order to test the RIS, experimenters will deploy xApps through the DMO to interact with the RIS. In this section, 

ǿŜ ǎƘƻǿ Ƙƻǿ ǘƘƛǎ ŘŜǇƭƻȅƳŜƴǘ ƛǎ ǇŜǊŦƻǊƳŜŘ ŦǊƻƳ ǘƘŜ ŜȄǇŜǊƛƳŜƴǘŜǊǎΩ Ǉƻƛƴǘ ƻŦ ǾƛŜǿ ǳǎƛƴƎ ǘƘŜ 5ahΦ Within the 

6G-Bricks framework, two main components are involved in these tests:   

¶ The Domain Management Orchestrator (DMO): This component enables the deployment and 

configuration of xApps responsible for managing and configuring the RIS. It also monitors the xApps and 

collects Key Performance Indicators (KPIs) related to RIS behavior.   

¶ The RIS itself: This hardware component is configured by the deployed xApp as part of the 

experimentation.   

 

To facilitate interaction with these components, EURECOM provides a GUI through the 6G-BRICKS portal that 

allows experimenters to manage xApp deployments, monitor system status, and visualize collected KPIs.  As 

illustrated in Figure 39, experimenters can upload a new xApp experiment in the form of a YAML file that follows 

the Network Service Descriptor (NSD) format. In the given example, a single xApp is deployed. 
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Figure 39: 5ÐÌÏÁÄÉÎÇ .3$Ó ÔÏ ÄÅÐÌÏÙ ÅØÐÅÒÉÍÅÎÔÓ ÉÎ %52%#/-ȭÓ $-/ 

Once deployed, experimenters can monitor the status of their services through the same GUI, as shown in Figure 

40. The interface displays deployment information and offers access to KPIs. In the example, a KPM (Key 

Performance Measurement) xApp is deployed and connected to a local 5G network. Its objective is to observe 

RAN-related metrics. These KPIs can be accessed ōȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ άaƻƴƛǘƻǊƛƴƎέ ǎŜŎǘƛƻƴΦ 

 

Figure 40: %ØÐÅÒÉÍÅÎÔÓ ÓÔÁÔÕÓ ÁÎÄ ÁÃÃÅÓÓ ÔÏ ÔÈÅ ÍÏÎÉÔÏÒÉÎÇ ÄÁÓÈÂÏÁÒÄ ÉÎ %52%#/-ȭÓ $-/ 
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Clicking the monitoring section redirects users to a Grafana dashboard, as shown in Figure 41, which visualizes 

the xApp output metrics in real time. 

 

Figure 41: %52%#/-ȭÓ $-/ 'ÒÁÆÁÎÁ ÄÁÓÈÂÏÁÒÄ 
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7.2    Evaluation methodology 

 

Figure 42: Test case performed at EURECOM with CEA RIS, LiteON O-RU and Samsung UE 

Figure 42 illustrates the test case performed at EURECOM with RIS from CEA, mmWave RU from LiteON and UE 

from Samsung (Samsung S23 US edition supporting New Radio Dual Connectivity (NRDC) mode). The space 

between different components provides greater physical separation between the radio units (RU) and the user 

equipment (UE), allowing testing in the far-field region and reducing near-field coupling effects. Additionally, the 

area features fewer metallic surfaces and obstructions, thereby minimizing multipath propagation and enabling 

a clearer assessment of the RIS's influence on the link budget. These improved conditions (i.e., far-field hallway 

location instead of a near-field lab) facilitates more accurate measurements of beam steering behavior and 

codebook efficiency, paving the way for deeper insights into the RIS performance under controlled yet realistic 

scenarios. 

The xApp, deployed using the 6G-BRICKS facility portal, applies a particular configuration to the RIS. We change 

the UE position while the xApp is going through all the possible RIS configurations. The time switch between one 

configuration to another is 5s. The test took around 30 minutes. 
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7.3    Evaluation results 

 

Figure 43: RSRP comparison with and without RIS 

Figure 43 illustrates the comparison of RSRP values measured with and without the use of the RIS. The blue line 

represents the RSRP measurements when the RIS is active, while the red crosses correspond to the RSRP without 

RIS. 

From the figure, we observe that the RIS contributes to a modest improvement in received signal power. In most 

locations, the RSRP with RIS is equal to the RSRP without RIS. The improvements are typically in the range of 1 

to 3 dB, with a few locations reaching the upper end of that range. 

We suspect that the relatively small size of the RIS used in this setup limits its ability to provide stronger or more 

consistent gains. A larger surface area could potentially reflect more energy toward the receiver and better shape 

the propagation environment. 

In conclusion, while the measured gain is limited, the results confirm the RIS potential to enhance signal quality 

in specific positions. Further experiments with larger RIS panels may yield more significant improvements. 
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8 Zero Trust Framework Validation 

This section covers the end-to-end Zero Trust Framework validation, as deployed in the production environment; 

i.e. ISI/ATH and KUL infrastructures. 

First, the production environment and the components involved in the validation are both described. After this, 

the evaluation methodology is presented, introducing the test cases; whose validation is provided after that. 

8.1    Test Environment and Setup 

This section covers the final validation in the production environment. This departs from the security dry run 

covered in D4.5 [6], with the Zero Trust Security Framework (ZTSF) components integrated in the pre-production 

environment. 

The proposed evaluation considers the following components, from top to bottom in the architecture: 

1. The Portal, available on the Experimentation Plane. 

2. The Software-Defined Perimeter (SDP) Controller, running on the Experimentation Plane. 

3. The Security Intent Engine (SIE), part of the ZTSF and running on the Experimentation Plane. 

4. The Security Decision Engine (SDE), part of the ZTSF and running on the Experimentation Plane 

5. The Security Orchestrator (SO), part of the ZTSF and running on the Security Control Plane. 

6. The Virtual Private Network (VPN)-as-a-Service (VPNaaS), running on the Security Data Plane. 

7. The Software-Defined Perimeter Gateway (SDPGW), running on the Security Data Plane. 

 

Summing up, the ZTSF components comprehend components 2 to 7. Each component runs in a specific 

architectural layer: 1-4 run in the Experimentation Plane, 5 runs in the Security Control Plane and 6-7 run on the 

Security Data Plane.  

The underlying infrastructure is also a MicroK8s-based cluster running behind a gateway at KUL, which hosts the 

virtual workflows of the Zero Trust Security Mechanism (ZTSM) instances (i.e. Security Data Plane) and the Pi-

Edge (Data Plane). This cluster is reachable from the Experimentation and Security Control Planes, running at 

ISI/ATH; so that the security service orchestration (component 5) can take place to deploy and configure ZTSM 

instances (components 6-7, respectively). 

 

Figure 44 extends from Figure 4 in D4.5 [6] and provides details on the involved components, planes, 

infrastructures and their interactions. The ISI/ATH testbed hosts the Experimentation Plane and the Security 

Control Plane, whereas the KUL testbed allocates the Security Data Plane and the Data Plane themselves. 
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Figure 44: Set-up for the 6G-BRICKS end-to-end security validation 

8.2    Evaluation methodology 

To evaluate the ZTSF and its integration with other components of the 6G-BRICKS stack, test cases were elicited 

to evaluate the time taken to process the requests at different segments in order to register, interpret, refine 

and translate the intents, and to orchestrate such requests to deploy and configure the ZTSM instances. 

The following test cases are proposed: 
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1. Test Case 1: intent transmission from the Portal and processing in SIE and SDE. 

2. Test Case 2: triggering event processing for the security orchestration. 

3. Test Case 3: VPNaaS deployment. 

4. Test Case 4: SDP Controller and Gateway configuration. 

The first two tests affect the Security Control Plane, whereas the latter two affect the Security Data Plane. All 

tests were obtained after first identifying specific points in the code where to insert traces to measure starting 

and ending times, which are then output to specific columns and CSV files. Such logic was triggered remotely 

from scripts that ran for 100 iterations while outputting the expected outcomes. Finally, after manual 

adjustments in the datasets and in the Gnuplot scripts, both statistical measures were calculated and plots were 

rendered. These are described in the upcoming section.  

8.3    Evaluation results 

The Test Cases, ǇǊƻǇƻǎŜŘ ƛƴ ǘƘŜ ά9Ǿŀƭǳŀǘƛƻƴ ƳŜǘƘƻŘƻƭƻƎȅέ ǎŜŎǘƛƻƴ, are detailed below, along with the evaluation 

results and their interpretation. 

As a summary, the mean and maximum time (in seconds) for the end-to-end ZT setup time is given in Fig. XXXX 

per experimenter and Test Case This usually takes 8% and, at most, 18% of the time required by O7.1 (KPI for 

cross-domain deployment KPI of Җ сл ǎŜŎƻƴŘǎ); meeting such KPI comfortably. 

Table 6: Statistical summary for the time required to create all Zero Trust-related resources (seconds, %) 

End-to-end Zero Trust 
setup time 

Test Cases (seconds) 
Total (seconds, 
%) of KPI 0.71 

1 2 3 4 

Average 0.28423 0.07438 3.72826 0.47605 4.56292 , 8% 

Maximum 1.75233 0.15047 7.94497 1.16059 11.00836 , 18% 

 

 

Test Case 1: intent transmission and processing 

This test considers the time taken in the SO loops to perform intent refinement with contextual information and 

the policy alternative generation in SIE; as well as ultimately processing the policy in SDE. 

Creation of security intents and resources 

First, the intent generation sub-case is considered. The end-user inputs the security intents, which are based on 

the Telemanagement Forum (TMF) Intent-Driven Autonomous Networks (IDAN) project [14]; specifically on the 

specifications defined in the [15] index, detailed in [16] and extended within the 6G-BRICKS project to cover the 

Zero Trust security use case before TMF officially proposed a security intent syntax [17]. Such intents are placed 

in its section of the Portal GUI όƴŀƳŜŘ άAuthenticationέύ ŀƴŘ ŜƴŎƻŘŜ the requirements for the deployment of 

VPNaaS and configuration of the SDP ZTSM instances. Listings 1 and 2 from D5.4 [13]and Figure 45 and Figure 46 

illustrate the process. 
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Figure 45: registration of a TMF security intent for VPNaaS in the Portal 

 
Figure 46: registration of a TMF security intent for SDP in the Portal 
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At this point, the SIE component receives both intents and starts the refinement and translation, then 

communicating with the SDE component to generate ranked policy alternatives to be used. In the 6G-BRICKS 

context, since an event-driven approach is used to trigger the security setup, the highest ranked policy 

alternatives are those which bind logic to events in the message queue. Each intent transmitted to SIE (here, 

VPNaaS and SDP) ends up with their own alternatives, in SDE, which are bound to specific pre-existing logic. 

Thus, this sub-case evaluates the times (1) to receive and process the event before further iterating on the 

content; (2) to recover, process and refine the intent in SIE; and (3) to translate the intent in SDE. Figure 47 

presents the box and line plots for these times in yellow, green and red; respectively. The blue line denotes the 

sum of all times required for creating all these resources. 

 
Figure 47: box and line plots for the creation of intents and associated resources from SIE 

Table 7 shows the statistics summary for these times. As other tables in the current section, it includes the 

minimum, maximum, mean, Standard Deviation (SD) and Inter-Quartile Range (IQR) per measurement. 

Table 7: Statistical distribution for the creation time for intents and associated resources (seconds) 

Creation of intent-related resources Min. value Max. value Mean value STD IQR 

Creation (all) 0.14226 1.75233 0.28423 0.23268 0.1773 

Reception 0.02517 0.42744 0.04499 0.04741 0.02182 

Refinement 0.0019 0.08317 0.01272 0.01619 0.01617 

Translation 0.10969 1.14674 0.21578 0.16744 0.13236 
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The refinement of the intents is the most lightweight process, as it adapts its structure from the TTL obtained 

from the end-user and into internal JSON structures. Itis followed by the reception from the API endpoint and 

the initial preparation. Finally, the translation takes most of the time, as it involves communicating with the SDE 

and generating the policy alternatives. 

 

Deletion of security intents and resources 

Besides this, the intent deletion sub-case is also checked. When a request to delete an existing intent arrives to 

SIE, it must clean all its related information, from bottom to top: the policies, the policy alternatives and the 

intents themselves; as well as the associated reports that host their metadata. 

Thus, this sub-case evaluates the times (1) to delete the related policy alternatives; (2) to delete the related 

policies and reports; and (3) to delete the intent and reports. Figure 48 presents the box and line plots for these 

times in yellow, green and red; respectively. The blue line denotes the sum of all times required for deleting all 

these resources. 

 
Figure 48: box and line plots for the deletion of intents and associated resources from SIE 

Table 8 shows the statistics summary for these times. 

Table 8: Statistical distribution for the deletion time for intents and associated resources (seconds) 

Deletion of intent-related resources Min. value Max. value Mean value STD IQR 

Deletion (all) 0.19287 1.32607 0.35907 0.22274 0.19888 

Policy alternative deletion 0.02873 0.5575 0.07615 0.08272 0.04661 
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Policy deletion 0.12904 0.54172 0.20597 0.08698 0.11129 

Intent deletion 0.00231 0.02685 0.00516 0.00428 0.00289 

 

In the deletion process, the most consuming task is that of the policy deletion; followed by the policy alternative 

deletion. This is caused by the inter-process communication between SIE and SDE to perform such tasks, with 

two calls required for the policy deletion and one for the policy alternative deletion. The intent deletion time is 

negligible in comparison, as it all occurs inside SIE. 

 

Test Case 2: triggering event processing for the security orchestration 

This test identifies the reaction time of the SO loops after receiving an event. That is, it computes the time taken 

between receiving an event in the broker and enacting orchestration actions to instantiate and configure the 

ZTSM instances. Figure 49 renders these times in box and lines plots. 

 
Figure 49: box and line plots for the time (seconds) to react based on event (creation, deletion) within the SO loops 

As expected, this time is very reduced, averaging around less than 0.1 seconds for both types of messages; with 

a slight increase of time on the creation event messages. Table 9 shows the ǘƛƳŜǎΩ statistics summary. 

Table 9: Statistical distribution for the deletion time for intents and associated resources (seconds) 

Time to react based on event type Min. value Max. value Mean value STD IQR 

Creation event 0.05632 0.15047 0.07438 0.02273 0.01893 
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Deletion event 0.05631 0.15238 0.07159 0.01681 0.01832 

After this point, the SO accesses the policies derived from the initially registered intents and performs internal 

matching to the specific logic that controls the deployment and configuration of the ZTSM instances. Listing 3 

documents part of the policy that enforces the configuration required for the SDP Controller and Gateway. 

{ 
    "type":"event", 
    "topic":"so:event:actions-portal", 
    "condition":"type == registration", 
    "actions": { 
        "type":"listener", 
        "methods": [ 
            "create_sdp_resources_keycloak"] 
        } 
}, { 
    "type":"event", 
    "topic":"so:event:actions-portal", 
    "condition":"type == deletion", 
    "actions": { 
        "type":"listener", 
         "methods": [ "delete_sdp_resources_keycloak" ] 
        } 
    } 
} 

Listing 3: excerpt of a policy derived from an TMF-based SDP intent 

In turns, this data is used to fill a template for the SDP Gateway (Istio) resources and generate the actual requests 

to be remotely instructed to the YǳōŜǊƴŜǘŜǎΩ /ƻƴǘǊƻƭ tƭŀƴŜ !tL; as validated in Test Cases 3 and 4. 

 

Test Case 3: VPNaaS deployment 

This test considers the deployment of the VPNaaS ZTSM instance, orchestrated by SO and deployed in the 

microk8 production cluster at KUL. Thus, this test case evaluates the times required to deploy a VPNaaS instance: 

ŦǊƻƳ ǘƘŜ ƻǊƛƎƛƴŀǘƛƴƎ ǊŜǉǳŜǎǘ ǘƻ ǘƘŜ ǎǳŎŎŜǎǎŦǳƭ άw¦bbLbDέ ǎǘŀǘǳǎ ƛƴ ǘƘŜ ŎƭǳǎǘŜǊΦ Given that VPNaaS provides a 

configurable Helm chart that can use keys generated by Diffie Hellman (DH) or Elliptic Curves (EC), both modes 

are considered in the tests. 

It is worth noting that these evaluation times were originally assessed in a previous microk8s edge cluster located 

at KUL, which is now updated by the production one. Those initial measurements produced noticeably higher 

deployment times; which, in turn, motivated the need to explore alternative mechanisms to speed up VPNaaS 

deployments. This led to testing different RivestςShamirςAdleman (RSA) key sizes (512, 1024 and 2048 bits) and 

multiple EC algorithms, aiming to reduce the variability and the overall deployment time. Considering this, the 

original times and figures are provided as well in this document as historical references to compare improvement 

ς as these allow contrasting the evolution improvements throughout the integration. 
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The following subsections present the updated production results together with their analysis and comparison, 

leading to the identification of the most suitable working mode and parameters for VPNaaS within the project. 

VPNaaS using RSA keys 

The default mechanism in use by OpenVPN is the Diffie-Hellman (DH) key exchange with 2048-bit RSA keys (i.e. 

the default in OpenSSL2).  While this remains a secure option, it can introduce significant deployment delays in 

some execution environments, where e.g. entropy may be minimal. To better understand this behaviour and 

evaluate lighter configurations, VPNaaS was tested with all supported RSA key sizes (512, 1024 and 2048 bits). 

First, the time taken in the original K8s cluster is shown in Figure 50. This presents the box and line plots for RSA 

keys of 512 and 2048 bits, to illustrate reduced and extensive deployment times. A logarithmic scale is used to 

account for the massive difference in times for the 2048 bits keys. 

 
Figure 50: VPNaaS deployment time (seconds) in the original cluster, using different RSA encryption key sizes (512, and 

2048 bits) and rendered as box (left) and line (right) plot with Y-axis in logarithmic scale 

In contrast, Figure 51 shows the box and line plots for the deployment times in the current KUL microk8s 

environment. These results replace the outdated measurements (Figure 50) ƻǊƛƎƛƴŀƭƭȅ ƻōǘŀƛƴŜŘ ŦǊƻƳ Y¦[Ωǎ 

previous K8s cluster. 
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Figure 51: VPNaaS deployment time (seconds) in the current cluster, using different RSA encryption key sizes (512, 1024 

and 2048 bits) and rendered as box (left) and line (right) 

Unlike the historical figure, which required a logarithmic Y-axis due to extreme variance, the updated production 

results fit naturally on a linear scale and show far more consistent behaviour across all key sizes. 

Table 10 summarises the statistical data, reporting minimum, maximum, mean, standard deviation and inter-

quartile range for each RSA key size. Considering the statistical distribution, the improvements can be quantified. 

Across all three evaluated RSA key sizes (512, 1024 and 2048 bits), the deployment times in the new KUL microk8s 

environment exhibit an almost identical statistical profile, with mean values tightly grouped around ~3.7 seconds 

and consistently low variability. RSA-1024 delivers the most stable behaviour overall, presenting the smallest 

standard deviation and inter-quartile range, while RSA-512 and RSA-2048 follow closely with only marginally 

higher dispersion. The full range remains extremely narrow in all cases (roughly 3ς5 s), with no outliers or long-

tail delays and in stark contrast to the results observed in the previous KUL cluster; where RSA-2048 exhibited 

severe variability and peaks of several hundred seconds. In particular, the previous deployment mean was of 

267.44019 seconds, compared to the current mean of 3.70 seconds; roughly around < 1.5% of the previously 

tested times. These updated measurements confirm that the cryptographic key size no longer has a meaningful 

ƛƳǇŀŎǘ ƻƴ ŘŜǇƭƻȅƳŜƴǘ ǘƛƳŜ ƛƴ ǘƘŜ ƴŜǿ ŜƴǾƛǊƻƴƳŜƴǘΥ ǘƘŜ ŎƭǳǎǘŜǊΩǎ ƛƳǇǊƻǾŜŘ ǇŜǊŦƻǊƳŀƴŎŜ ŜƭƛƳƛƴŀǘŜǎ ǘƘŜ 

historical bottlenecks, and all RSA configurations behave reliably and predictably, with differences too small to 

justify any performance-driven trade-off in security. 

As introduced above, all results remain far below the project KPI requiring deployment times under 60 seconds, 

meaning that every RSA configuration comfortably satisfies KPI O7.1 in the new environment. 
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Table 10: Statistical distribution for the deployment time for the RSA-VPNaaS ZTSM (seconds) 

VPNaaS deployment (until ready) Min. value Max. value Mean value STD IQR 

RSA: 512 bits 2.93426 4.69396 3.7157 0.4038 0.58075 

RSA: 1024 bits 3.08708 4.66298 3.68447 0.36937 0.53354 

RSA: 2048 bits 3.09249 4.88832 3.70496 0.39741 0.57456 

 

VPNaaS using ECDSA keys 

Elliptic Curve (EC) cryptography was evaluated as an alternative key-generation mechanism to mitigate the 

unpredictability historically observed with RSA-based deployments. EC algorithms offer faster and more stable 

key establishment while preserving a security level equivalent to (or higher than) RSA-2048. As with previous 

experiments, 100 deployment iterations were executed per curve. The EC algorithms supported by the VPNaaS 

implementation and considered in this evaluation are: prime256v1, secp384r1, sect409k1 and secp521r1. For 

reference, Figure 52 ǎƘƻǿǎ ǘƘŜ ƻǳǘŘŀǘŜŘ ǊŜǎǳƭǘǎ ƻōǘŀƛƴŜŘ ƛƴ Y¦[Ωǎ ŦƻǊƳŜǊ όƴƻǿ ƛƴƻǇŜǊŀǘƛǾŜύ ŎƭǳǎǘŜǊΣ ǿƘƛƭŜ Figure 

53 presents the updated plots generated in the current KUL microk8s environment. The historical figure 

illustrates the strong variability and high tail latencies previously observed, whereas the new results demonstrate 

a significantly more stable and predictable behaviour. 

 
Figure 52: VPNaaS deployment time (seconds) in the original cluster, using different EC algorithms (secp384r1, 

secp521r1) and rendered as box (left) and line (right) 
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Figure 53: VPNaaS deployment time (seconds) in the current cluster, using different EC algorithms (secp384r1, 

secp521r1) and rendered as box (left) and line (right) 

The statistical characterisation of these EC deployments is summarised in Table 11. Across all algorithms, 

deployment times fall in the narrow range of roughly 3 to 6 seconds, showing a highly consistent performance 

profile and comfortably meeting the cross-domain deployment KPI of remaining below 60 seconds (O7.1). Among 

the evaluated ŎǳǊǾŜǎΣ ǇǊƛƳŜнрсǾм ŀŎƘƛŜǾŜǎ ǘƘŜ ƭƻǿŜǎǘ ŀǾŜǊŀƎŜ ŘŜǇƭƻȅƳŜƴǘ ǘƛƳŜ όҒоΦтп ǎŜŎƻƴŘǎύΣ ŎƭƻǎŜƭȅ 

ŦƻƭƭƻǿŜŘ ōȅ ǎŜŎǘплфƪм όҒоΦтп ǎŜŎƻƴŘǎύ ŀƴŘ ǎŜŎǇрнмǊм όҒоΦтл ǎŜŎƻƴŘǎύΣ ŀƭƭ ƻŦ ǿƘƛŎƘ ŀƭǎƻ ŜȄƘƛōƛǘ ǾŜǊȅ ƭƻǿ 

ŘƛǎǇŜǊǎƛƻƴΦ /ǳǊǾŜ ǎŜŎǇоупǊм ǎƘƻǿǎ ŀ ǎƭƛƎƘǘƭȅ ƘƛƎƘŜǊ ƳŜŀƴ όҒоΦум seconds) and the largest variability among the 

EC group, though still within tight bounds and far more stable than what was historically observed in the previous 

cluster. Overall, these updated EC-based results confirm that all tested curves provide fast, reliable deployments 

with minimal variance, and constitute a robust alternative to RSA-based configurations in the current production 

environment. 

Table 11: Statistical distribution for the time required to deploy the EC-VPNaaS ZTSM (seconds) 

VPNaaS deployment (until ready) Min. value Max. value Mean value STD IQR 

Curve: secp384r1 
3.03394 7.94497 3.80922 0.55412 0.5332 

Curve: prime256v1 
3.03248 4.92267 3.74259 0.34302 0.45483 

Curve: sect409k1 
2.90038 5.94721 3.74111 0.4691 0.62006 

Curve: secp521r1 
2.96717 4.58254 3.69978 0.33782 0.47743 

To finalise with Test Case 3, comparing the results for both RSA and EC modes presents a markedly different 

behaviour from the historical results obtained in the former KUL cluster. All evaluated configurations (RSA with 
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512/1024/2048 bits and the four EC curves) now achieve very similar deployment times, generally ranging 

between 3 and 4 seconds on average, with narrow dispersion and no significant tail latencies. This represents a 

major improvement with respect to past baselines, where RSA-2048 exhibited long and highly variable 

deployment times, and EC modes were introduced to mitigate such instability. In the current microk8s 

environment, however, this performance gap has effectively disappeared: RSA and EC deliver equally consistent 

behaviour and comfortably comply with the <60-second deployment KPI (O7.1). 

Despite the overall uniformity, some subtle differences can still be observed. Among RSA modes, the average 

values span a tight interval between 3.68 and 3.71 seconds, with standard deviations around 0.37ς0.40 seconds. 

EC curves exhibit a similar profile, with mean values ranging from 3.70 to 3.81 seconds and marginally different 

variability across algorithms. The curve secp384r1 shows the largest standard deviation within the EC group 

όҒлΦрр ǎŜŎƻƴŘǎύΣ ǘƘƻǳƎƘ ǎǘƛƭƭ ǿŜƭƭ ǿƛǘƘƛƴ ǎǘŀōƭŜ ƻǇŜǊŀǘƛƻƴΦ /ƻƴǾŜǊǎŜƭȅΣ secp521r1 and prime256v1 provide the 

lowest variability and fastest mean times, closely aligned with the best-performing RSA configurations. Overall, 

the statistical differences are minimal and do not materially affect the suitability of either cryptographic family 

for supporting VPNaaS deployments. 

Considering these updated results, both RSA and EC mechanisms are fully viable for production. EC curves remain 

attractive due to their strong security-per-bit properties and historically proven stability; however, the current 

evaluation shows that RSA, including the 2048-bit configuration, performs equally well in this environment. 

Therefore, algorithm selection can be guided primarily by security requirements rather than performance 

constraints, since all evaluated modes meet the target deployment time and exhibit consistently low variability. 

 

Test Case 4: SDP Controller and Gateway configuration 

Test Case 4 evaluates the time taken to configure the Istio resources for each user. To that end, a two step-

process is followed: 

1. SDP Controller configuration. 

The ZTSM instances, and the SDP Gateway among one of these, need to validate the JSON Web Tokens (JWT) 

received from the end-user (experimenter). To that end, the SDP Controller (Keycloak) must first register 

different users and clients. 

2. SDP Gateway configuration. 

To enforce the authorisation, two kinds of Istio Custom Resource Definition (CRD) objects are used here: 

¶ AuthorizationPolicy, enabling access control by mapping a requesting source to a port in the application 

and providing a default policy (action to perform); and 

¶ RequestAuthentication, identifying the authentication methods supported by the service, e.g. a JWT. 

 

SDP Controller resources 

In the first step, the Istio configuration of the SDP Gateway (SDP GW) requires (1) a client and (2) a user in the 

SDP Controller (Keycloak), so that the Gateway can process the received token and authenticate against the SDP 

Controller.  
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Interestingly, the event triggering the loops in the SO is the registration or deletion of a user in Keycloak itself. 

Thus, the generation of a user is spared and only the client is required at this point. This reduces the mean time 

from 0.23378 to 0.16589 seconds for the resource creation and from 0.26779 to 0.10739 seconds for the 

resource deletion. Figure 54 shows the times required for the creation and deletion of the resource (i.e. Keycloak 

client, bound to the existing user) in the SDP Controller that are used to validate the identity at the Istio ZTSM. 

 
Figure 54: time required for the SDP Controller to create resources required for the SDP Gateway (seconds) 

Table 12 provides a detailed summary of the times required to create and delete the Keycloak resources. The 

creation process consistently needs more time than the deletion, with the average value of both staying around 

a third of a second. 

 

Table 12: statistical distribution of the time (seconds) to create and delete the SDP Controller resources 

SDP Controller operation for SDP GW Min. value Max. value Mean value STD IQR 

Creation 0.11073 0.39749 0.16589 0.05607 0.05182 

Deletion 0.06581 0.22891 0.10739 0.04253 0.06221 

 

SDP Gateway resources 

Now, the following subtest measures the time to remotely issue the creation and deletion actions for the 

AuthorizationPolicy and RequestAuthentication CRDs in the production K8s. Figure 55 illustrates the distribution 

of times, mostly concentrating around 0.3 seconds, with some iterations producing large deviations. 
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Figure 55: time required for the SDP Gateway to create and delete resources (seconds) 

Table 13 provides a detailed summary of the times required to create and delete the Istio CRDs. The creation 

time is faster and behaves better, with a smaller deviation. Both processes tend to take around a third of a 

second. 

Table 13: statistical distribution of the time (seconds) to create and delete the SDP Gateway resources 

SDP Gateway resource operation Min. value Max. value Mean value STD IQR 

Creation 0.25314 0.7631 0.31016 0.09511 0.03793 

Deletion 0.25166 1.52389 0.32426 0.16411 0.03001 

 

 

After configuring Istio, the protected application can be accessed only by providing JWTs. This validation is 

exposed in Listing 4 and Listing 5, which show the results of the access of both an unauthorised and authorised 

user request towards the protected backend service. In Listing 4, no resource is exposed since there is no suitable 

authorisation. Once the Istio CRDs are set in place, Listing 5, shows that when a JWT is pased in the authentication 

header of the request, the protected application does return the registered resources. 

 

$ curl -H "Host: piedge.local" http://192.168.1.101/piedge-connector/2.0.0/targets 
RBAC: access denied 

Listing 4: access to the ZT-protected resource when missing a JWT in the authorisation header 

 

 

http://192.168.1.101/piedge-connector/2.0.0/targets









