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1 Executive Summary

Deliverable D4.5 (“Final integration of experimentation facility user-facing frameworks”) is the direct outcome
of Task T4.5 (“Integration and dry-run Testing of the Experimentation facility”) within WP4, Experimentation
Facility Management, Domain, and Security Orchestration, of the 6G-BRICKS project. The primary objective of
this task is to deliver a fully integrated and validated set of user-facing frameworks that enable secure, intelligent,
and automated experimentation across distributed 6G testbed infrastructures. The outcome is a complete facility
that allows vertical owners and experimenters to authenticate, onboard their experiments, and deploy xApps
through a unified and user-friendly experimentation platform.

This deliverable analyses the key integration advancements that establish the robust and secure 6G-BRICKS
experimentation facility. It details the final integration of the tenant portal with backend services, including
container artifact management and secure remote testbed access. In addition, it covers the deployment and
integration of the intent orchestration engines, encompassing conflict resolution and security intent handling.
Another primary integration is that of the Zero Trust Security Framework (ZTSF) across the control and data
planes in the ISI-hosted portal and remote 6G-BRICKS sites. Further, we highlight the experimentation plane
integration with the EUR and KUL sites, facilitating seamless xApp onboarding, experiment deployment, and real-
time monitoring via a unified interface. Finally, we present the results of thorough dry-run testing of core
features, demonstrating end-to-end secure experimentation, explainable anomaly detection, and clear
visualization of Near-Real Time Radio Access Network Intelligent Controller (Near-RT RIC) and xApp operations.

This deliverable is organized into three primary technical sections:

The first technical section, Section 3, presents the integration of the 6G-BRICKS Experimentation Plane deployed
at the ISI/ATH site. It describes the technical realization of the tenant portal, including frontend and backend
integration, artifact management via JFrog Artifactory, and secure connectivity to remote infrastructures. The
section also details the deployment of intent orchestration engines—specifically the Intent Conflict Resolution
Engine and the Security Intent and Decision Engines—as well as the full integration of the Zero Trust Security
Framework (ZTSF) spanning across control and data plane components.

The second technical section, Section 4, describes the interfacing of the experimentation facility with external
testbeds at the KU Leuven (KUL) and EURECOM (EUR) experimentation facilities. It outlines how the ISI-hosted
portal supports the onboarding and execution of experiments at both remote sites, enabling vertical-specific
workflows. The KUL site supports Compute Continuum experimentation, as well as Cell-Free Massive MIMO
(CFmMIMO) experimentation through dedicated xApps with performance monitoring available via an integrated
Key Performance Metric (KPM) monitoring dashboard. The EUR site supports Reconfigurable Intelligent Surface
(RIS)-control remote xApp onboarding and experimentation, along with monitoring capabilities. This section
highlights seamless integration with local Domain Management Orchestrator (DMO) instances and validates
cross-site orchestration through standardized APIs and user-facing workflows.

The third technical section, Section 5, presents the results of dry-run validation tests carried out to assess the
performance, reliability, and integration of the platform components. It includes security workflow validation
through Zero Trust mechanisms, testing of the Explainable Anomaly Detection (XAD) framework within the DMO,
and functional tests of the Near-Real Time RAN Intelligent Controller (Near-RT RIC) Graphical User Interface (GUI)
and KPM xApp. These tests demonstrate the operational readiness of the experimentation facility and its
capability to support secure, explainable, and scalable experimentation in multi-site 6G scenarios.

© 6G-BRICKS 2023 Page| 8
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The results presented in this deliverable confirm the successful integration and readiness of the 6G-BRICKS
experimentation facility, establishing a robust platform for intent-driven, secure experimentation by vertical
users across remote testbed environments.
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2 Introduction

The 6G-BRICKS project aims to deliver an advanced experimentation facility to validate breakthrough cloud-to-
device technologies for 6G networks, leveraging open, reusable, and interoperable testbed infrastructures.
Within this context, this deliverable focuses on integrating the user-facing frameworks that enable remote
experimentation, intent-based resource orchestration, and zero-trust security enforcement.

This deliverable presents the final integration of the user-facing experimentation facility frameworks developed
under WP4. It documents the implementation and deployment of core components, including the
experimentation portal, intent orchestration engines, and the Zero Trust Security Framework (ZTSF). These
components are integrated with the remote testbeds at KUL and EUR, enabling secure and intelligent
experimentation workflows across distributed infrastructures. The deliverable also includes a series of dry-run
tests that validate the functionality, interoperability, and performance of the integrated system.

Specifically, this deliverable documents the following main integration advancements:

e Final integration of the tenant portal with backend services, container artifact management, and secure
remote access to testbed infrastructures.

e Deployment and operational integration of intent orchestration engines, including intent conflict
resolution and security intent handling mechanisms.

e Integration of the ZTSF, covering both control plane and data plane functionalities across the ISI-hosted
portal and remote testbeds.

e Experimentation plane integration with the EUR and KUL testbeds, enabling xApp onboarding,
experiment deployment, and monitoring through a unified interface.

e Dry-run testing of core features, including end-to-end secure experimentation, explainable anomaly
detection, and visualization of Near-RT RIC and xApp operations.

2.1  Mapping 6G-BRICKS Outputs

The purpose of this section is to map the 6G-BRICKS Grant Agreement commitments® within the formal
Deliverable and Task description, against the tasks’ respective outputs and work performed (as shown in Table
1).

Table 1: Adherence to 6G-BRICKS GA Deliverable & Tasks Descriptions

6G-BRICKS GA  6G-BRICKS GA Component Outline = Respective

Component Document Justification
Title Chapter(s)
DELIVERABLE

This D4.5 provides a public report on the Final Integration of experimentation facility user-facing frameworks.

! https://cordis.europa.eu/project/id/101096954
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Task 4.5
Integration and
dry-run Testing
of the
Experimentation
facility

© 6G-BRICKS 2023

Integration of the Experimentation

testing, explainable
management, and

security frameworks.

Design for the integration of the

components from the ZTSF Control

facility
resource

Plane.
Performance evaluation for the
interaction  workflows  across

components in the ZTSF Control
Plane.

Deliver a  fully integrated
framework for the user-facing
functionality, ready for

deployment at the ISI
experimentation site.

Integrations of the RIC xAPPs-
based testing tools, as well as of
the unified DMO framework.

Set up, configure, and test the
Experimental Facility frameworks,
anticipating their deployment and
interfacing with the 6G sites.

Section 3
Section 4

Section 5

The first technical part of this
deliverable (Section 3) describes the
final integration of the
experimentation plane, including
the tenant portal at the ISI facility
(subsection 3.1), conflict resolution
and security intent engines
(subsection 3.2), and the Zero Trust
Security Framework integrations
(subsection 3.3).

The second part (Section 4) presents
the integration of the
experimentation plane with the EUR
and KUL testbeds. Subsection 4.1
showcases how experimenters,
directly through the 6G-BRICKS
portal, can onboard xApps at the
EUR testbed, interact with the DMO,
and monitor their experiments.
Subsection 4.2 showcases the
experimentation capabilities
provided through the portal
regarding the KUL testbed, including
Compute Continuum
experimentation and remote
CFmMIMO experimentation.

The third part (Section 5) presents
three dry-run tests that validate the
integrations  outlined in this
deliverable. Subsection 5.1 provides
testing across the integrated
security components and
performance evaluation, subsection
5.2 provides the dry-run testing of
an Explainable Anomaly Detection
solution for the DMO, and
subsection 5.3 showcases the
testing of the Near-RT RIC GUI and
KPM xApp, which have been
integrated with the KUL testbed and
ISI portal.
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2.2 Deliverable Overview and Report Structure

Section 3 describes the Experimentation Plane integration, starting with subsection 3.1, which covers the tenant
portal, including integration of frontend and backend interfaces, methods for remote access to testbeds, and the
use of the JFrog Artifactory repository. Subsection 3.2 addresses the integration of the intent engines, including
the intent conflict resolution engine, and the security intent and decision engines, and subsection 3.3 covers the
final integrations of the ZTSF. Section 4 focuses on connecting the experimentation plane with the remote
testbeds of EUR and KUL. Subsection 4.1 describes the integration with the EUR testbed, which includes
experiment onboarding and monitoring through the Domain Management Orchestrator (DMO). Subsection 4.2
focuses on the integration with the KUL testbed, offering support for Compute Continuum and CF mMIMO
experiments. Section 5 reports on the dry-run validation tests of WP4. Subsection 5.1 details the security dry-
run testing. Subsection 5.2 focuses on the dry-run testing of the Explainable Anomaly Detection modules
integrated with the DMO. Subsection 5.3 presents the validation of the Near-RT RIC GUI and KPM xApp at KUL.
Finally, Section 6 concludes this deliverable.

© 6G-BRICKS 2023 Page | 12
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3 6G-BRICKS experimentation plane integration

The 6G-BRICKS Experimentation Plane (Figure 1), deployed at the ISI/ATH facility, acts as the entry point for
experimenters to the Facility. The portal allows experimenters to onboard xApps, providing access to device
experimentation (i.e., Reconfigurable Intelligent Surface (RIS) and Cell-Free Massive Multiple-Input Multiple-
Output (CFMMIMO) devices). This section presents the technical integration of key user-facing components,
including the tenant portal’s frontend/backend final integration, remote testbed access via secure tunnels, and
JFrog Artifactory for container artifact management. Furthermore, it describes the deployment of the intent-
based engines and the ZTSF, which collectively enable secure, automated, and policy-driven experimentation
across the 6G-BRICKS sites.

TMF921
intent
Interfaces

Intent Conflict
Resolution Engine

Security Intent Engine
(SIE)

Intent Engines

6G Sites

Figure 1: 6G-Bricks Experimentation Plane

3.1 Tenant Portal

The Tenant Portal was delivered as a cloud-native, two-tier web application built exclusively with open-source
components to remain lightweight, portable and easy to maintain. The user interface was implemented in
Angular 17 / TypeScript. The codebase was compiled with the Angular CLI and served as static assets by an Nginx
container. Back-end business logic and REST endpoints were developed in Flask 2.0 (Python 3.9), deployed as a
separate docker container and exposed internally through an Nginx reverse proxy. Authentication, authorisation
and role-based access control are delegated to the common Keycloak Identity Management service used across
the 6G-BRICKS platform.

3.1.1  Frontend and backend integration
Allthe microservices that constitute the Tenant Portal were packaged in a docker-compose file. Compose creates

an isolated bridge network that provides automatic DNS-based discovery and keeps all east-west traffic off the

© 6G-BRICKS 2023 Page| 13
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host interface. A lightweight Nginx side-car inside the frontend container serves as the unified entry-point,
terminating TLS and forwarding requests to either the Angular User Interface (Ul) or the Flask Application
Programming Interface (API) according to Uniform Resource Locator (URL) rules.

The end-to-end request flow unfolded as follows:

1. Authentication & JSON Web Token (JWT) issuance — When an unauthenticated user accesses the portal,
Angular’s AuthService launches the standard OpenlID Connect (OIDC) Authorisation Code flow against
the Keycloak service. After login, Keycloak redirects the browser back to Ul with an access_token that is
stored in sessionStorage.

2. APl invocation — The Angular ApiService appends the JWT to every outbound request (Authorisation:
Bearer <token>) and targets /api/. The Flask application verifies the token signature on- the-fly using
Keycloak’s public keys advertised via the OIDC discovery document.

3. Reverse proxy routing — Nginx inspects each incoming path and dispatches traffic accordingly: / =
index.html (Angular bundle), /api/ =http://backend:5000/ (reachable through the compose network
alias backend). Both Ul and API therefore share one certificate, one host- name and one Transmission
Control Protocol (TCP) port, simplifying firewall rules and testing.

3.1.2 Remote Testbed Experiment Integration

Certain demonstration scenarios required the portal to reach remote 6G-BRICKS testbeds that are accessible
only through bastion hosts. For this purpose, dedicated api-proxy containers were introduced:

e At start-up the container establishes a dedicated Secure Shell (SSH) tunnel (using pre-shared keys
mounted at /ssh) toward the target testbed gateway.

e The tunnel is exposed on port 80 inside the compose network, so the backend can reach remote
endpoints simply via http://api-proxy-<service> while end- to- end encryption remained intact.

e Health- checks ensure the tunnels are re- established automatically on network failure, guaranteeing
reliable connectivity during long- running experiments.

This design decouples experiment-specific connectivity concerns from the core portal services.

3.1.3 Integration of the Jfrog repository

The 6G-BRICKS infrastructure already operates a corporate JFrog Artifactory instance. The Tenant Portal uses this
service so that all container artefacts inherit the same retention, provenance, and security policies as the rest of
the platform. By federating Artifactory with the same Keycloak realm that authenticated the Portal, we enforced
a single sign-on experience, a shared role model, and friction-less image distribution.

Repository single-sign-on configuration

1. OIDC client jfrog-artifactory (access-type confidential) was created in the portal realm.
2. Artifactory was configured under Admin = Authentication - OAuth/OIDC:
a. Issuer URL - https://auth-6gbricks.dedyn.io/realms/portal/
b. Scopes - openid profile email roles
c. Username claim - preferred_username
3. Groups bricks-developers and bricks-ci were mapped to permission targets portal-dev (read + write) and

© 6G-BRICKS 2023 Page | 14
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portal-ci (deploy + read).
4. Result: any user who signs once into the Portal Ul can open Artifactory or trigger builds without re-
entering credentials.

3.2 Intent Engines integration

The Experimenter Plane hosts two types of intent engines, both allowing an end-user to deliver requirements in
a syntax defined by the Telemanagement Forum (TMF) Intent-Driven Autonomous Networks (IDAN) intents:

1. Intent Conflict Resolution engine: allows the experimenter to define the requirements for fulfilment as
well as networking assurance (consistency check) as per the single intent request.

2. Security Intent and Decision engines: allow the testbed operator to define the security requirements to
set up isolated, trusted connections towards the experimental infrastructure.

Both engines are outlined in the following two sections:
3.2.1 Intent Conflict Resolution Engine

The 6G-BRICKS intent engine, as already depicted and analyzed in Section 3.2 of D4.3 [1], instantiated from the
TMF921 IDAN project reference implementation, enhances the design with new conflict resolution components
and implementations. It implements intent negotiation and reporting routines, takes intent definitions, and
implements sophisticated reconciliation procedures and intent handling policies. The engine uses flexible
declarative language to define application networking and computing requirements, replacing Service Level
Agreements (SLAs) with the formal intent specification included in the TMF921 standard. Customers can
communicate their needs in natural human language on 6G networks, and performance assurances such as low
latency, high dependability, security, privacy, and trustworthiness are automated as part of service provisioning.
6G-BRICKS further enhances the service provisioning workflow with techniques that detect and reconcile intent
conflicting declarations before or after 6G services instantiation. Figure 6 of D4.3 illustrates such leveraged
features from our 6G-BRICKS intent handling engine, in more detail [1], upon which we further advance in this
section.

The 6G-BRICKS experimentation plane intent engines have already been deployed in a first dry-run workflow to
showcase their enhancement capabilities [1], including the Large Language Model (LLM) enhancement
capabilities, contradiction detection, and contradiction removal from the input intents’ conflicts exposures. LLMs
are used to understand customer requests in their natural language and automate the service deployment
process. Users send in requests in plain natural language (human-readable format), which are then handled by
LLMs that are adjusted with few-shot prompting and broken down into knowledge representation. The LLM
transforms the user request into a standard TMF-based intent representation by adhering to the TMF-defined
ontologies. Since default intent-driven engines are not easily able to identify or eliminate any type of conflict
within an intent, because any intent that has several Key Performance Indicators (KPIs) may result in
contradictions that become apparent only after they are executed, it is advised to have a method or solution
that allows the Mobile Network Operator (MNO) to see potential inconsistencies before the intent is carried out
to avoid the contradictions. Thus, we explicitly add an extra workflow interface that gives detection and
resolution capabilities to our 6G-BRICKS intent engine for contractionary services among TMF-based declarative
intents. The interface provides two options:
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e Option 1 (“ADMIT THE SERVICE”): Technically, there is no conflict detected among 2 (or more) TMF
intents, so the requested service can proceed with the SLAs establishment, AS-IS.

e Option 2 (“DO NOT ADMIT THE SERVICE”): There is an apparent conflict detection hereby, thus it is
not safe to choose and execute a single Network Control Parameter (NCP) or KPI without worrying
about contradiction.

A. Intent Conflict Detection (-FAILURE- Scenario --self-conflicting intent input)

When our Intent Contradiction Detector (ICD) extra interface is activated, it takes the NCPs and KPIs apart and
asks the Cognitive Functions (CFs), whose outputs are those KPIs, to suggest configurations that will allow each
KPI target to be met. Thus, as part of 6G-IBN autonomous networking features, the ICD interface of the 6G-
BRICKS intent engine should primarily recognize (from the declarative intent description) the corresponding KPls
(delay-latency, computational load) and should then ask the 6G Radio Access Network (RAN) oriented CFs in
charge of those KPIs (MRO-Mobility Robustness Optimization, MLB-Mobility Load Balancing) to provide settings
(raw values) to meet the goals. Figure 2 projects the intent conflict detection instance in practice:

iquadrat

DO NOT ADMIT THE SERVICE: intent conflict(s) detected x

Send Deployment Request

| want to stream live video from my camera and to detect the
objects inside the live video using YOLOVS algorithm. Please
deploy the object detection in a k8s platform using ultra-low
latency but rely only on one CPU core support. The stream
should be uninterrupted.

models.tmforum.org/tio/v1.0.0/IntentCommon

Is.tmforum.org/tio/v1.0.0/IntentManage

models.tmforum.org/tio/v1.0.0/ProposalBestin

Generate Intent
Generate Kubernetes Manifest

Figure 2: Intent Conflict Detection example case

B. Intent Contradiction Removal (ICR) (Reconciliation) (-FAILURE- Scenario --self-conflicting intent input)

After that, ICR compiles all the information into a table (Table 2), like inside Figure 3 and sends it to MNO,
emphasizing the suggested alternative. The first two rows highlight the targets mentioned in the intent, while
the final row lists the ICD/R recommended alternative. MNO can select the option from these that most aligns
with the user’s interests.

As it clearly appears, without recognizing the existence of the intent disagreement (or "conflict"), no Kubernetes
manifest file may be created. Thus, as shown Figure 3, our 6G-BRICKS intent engine (ICD/R interface(s)) has the
technological capability to provide a full list (can be arbitrary in options cardinality, depending on the intent
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nature itself and the conflict(s)) of outcomes that can reconcile the disagreement in KPIs/SLOs, so that eventually
there is no 6G service disruption and the admission of any possible inputted intent can be admitted with one
specific Game-theoretical goal: the service utility maximization. This comes in full consideration of multiple
equilibria solving optimization game (Kalai-Smorodinsky Bargaining Solution (KSBS)-multiple Nash equilibria)
with several MNO constraints, like latency, computational load, spectrum efficiency, bandwidth, network
capacity, throughput, delay, pricing constraints, customer satisfaction, customer feedback (RLHF), etc. [1].

Table 2: 1ICD/R equilibrium-based reconciliation instructions for the MNO

Option ClO Computational load reduction SLA success increase
1 (o] V1 X2
2 Cr Y2 X1
3 Cn Yn Xn

ICR: Intent conflict resolution phase X

Please select Option, or allow the default (3)

Figure 3: Intent Conflict Reconciliation successful scenario

3.2.2 Zero Trust Security Framework: Security Intent and Decision Engines

The ZTSF architectural block delivers security decision and interconnection logic to the 6G-BRICKS platform. The
design for ZTSF is detailed in D4.4 [2], whereas its deployment and some updates are published under D5.4 [3].
To operate along with the experimentation operations, it is integrated in the Experimentation Plane, specifically
with the Portal. Figure 4 shows a summarised view of such integration.

© 6G-BRICKS 2023 Page |17




D.4.5. Final integration of experimentation facility user-facing BR ECKS
frameworks

Portal
Operator's security intent registration | | Experimenter's notifier {registration/deletion) |
: |
——Register intent Broker notification—
¥ v
SIE SDE S0
Request
Decision support & | [* ""”I'.“!E‘Ed Orchestration
Intent translation Transmit intermediate palicy PONEIES monitoring 100
—intermediate— pricritsation g loop
olicies
P Obtain
Intent persistence Policy persistence _Fl'::glri'é!liesd * | Policy orchestration

Figure 4: Simplified integration view of the ZTSF Control Plane and the Portal

This section describes the integration between the ZTSF user-facing (i.e., operator) component, i.e., the Security
Intent Engine (SIE) with any client, such as the Portal. The testbed operator defines the security requirements
following the TMF syntax and transmits these to the SIE. Full details on the ZTSF are provided in section 3.3, with
the internal modules for SIE and SDE shown in Figure 4.

3.2.2.1 Registering operators’ intents (Testbed Operator — SIE)

The end-user (i.e., a human operator) indicates the security requirements expected for the infrastructure to
configure. In this case, the operator provides such requirements in the TMF IDAN syntax.

The scheme for such intents was last defined in Listings 1 and 2 from D5.4 [3], where each intent directly encodes
the needs for one of the two types of Zero Trust Security Mechanism (ZTSM) instances; namely (i) VPN-as-a-
Service (VPNaaS) and (ii) Software-Defined Perimeter (SDP) Gateway. The ZTSM instances are configured with
minimal authentication information from the SDP Controller, and in for the latter one, also with authorisation
details.

Besides this, a third type of intent — shown in Listing 1 — was adopted throughout the integration process to
further abstract the security requirements extraction, providing an easier interface to the operator and paving
the way to accommodate an increased pool of ZTSM instances.

@prefix cat: http://operator.com/Catalog/ .

@prefix icm: https://tmforum.org/1010/07/intent/ .
@prefix ope: http://operator.com/Inventory/ .

@prefix sc_ns_net: http://operator.com/Categories/NS/ .

ope:Ul aicm:intent;
icm:hasExpectation ope:E1.
ope:E1 a icm:DeliveryExpectation ;
icm:target _:service;
icm:targetDescription cat:sc_ns:net:zt:access;
icm:params ope:l1, ope:C1, ope:C2, ope:P1, ope:P2, ope:P3.
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ope:lla icm:PropertyParam ;

sc_ns_net:ldentity cat:zt.edge.kul.6gbricks.eu .
ope:Cl aicm:PropertyParam ;

sc_ns_net:ConnectionType cat:sc_ns:net:zt:access .
ope:C2 aicm:PropertyParam ;

sc_ns_net:TriggerEvent "so:event:actions-portal" .

ope:P1 aicm:PropertyParam ;
sc_ns_net:ParameterKey "domain" ;
sc_ns_net:ParameterValue "ns" .
ope:P2 a icm:PropertyParam ;
sc_ns_net:ParameterKey "requirement:confidentiality" ;
sc_ns_net:ParameterValue "0.6" .
ope:P3 aicm:PropertyParam ;
sc_ns_net:ParameterKey "requirement:availability" ;
sc_ns_net:ParameterValue "0.4" .
Listing 1: Intent dictating loose security requirements

Instead, this intent conveys the priorities over general security dimensions that affect the setup of the
infrastructure. In this approach, low-level details with the configuration for the ZTSM instances lie directly in the
SIE, as part of the ZTSF Control Plane components.

All three kinds of security TMF-based intents are translated and refined within the “mapper” module of the SIE,
producing intermediate security policies. These are JSON-based structures that contain three main blocks:

o Type of setup (here, connection) to establish. The allowed types (directly matching the kind of intents)
are: “sdp”, “vpn” or “zt”. These determine whether to directly configure the SDP environment or the
VPNaaS instances (as indicated by Listings 1 and 2 from D5.4); or alternatively request a higher-level
approach to both (Listing 1) by providing loose guidelines on the weights given to the security
dimensions, internally selecting ZTSMs.

o Type of security domain. A security category or domain under which the ZTSM instances are grouped.
In this case, “sc_ns” is used to setup the network segmentation through the SDP Gateway and VPNaa$
ZTSMs; and “sc_ai” could be also used to setup the access and identity via the SDP Controller (i.e.
Keycloak). Multiple other categories can be hooked to different types of ZTSM instances and their (e.g.
templated) configurations.

e Configuration to setup. Their structure depends on the type of configuration to be applied. The allowed
types are “event” and “command”. These define script-based hooks triggered by events received in the
SO’s message broker or ad-hoc commands to execute. These also allow to be defined in a template
fashion to ingest data from the high-level intent.

The operator’s requirements are ultimately sent to SIE in the adapted TMF921 syntax. Within SIE, these are first
interpreted, translated and then communicated to the SDE component for prioritisation. The registration of the
end-user data is shown in Figure 5, using as input the VPNaaS intent of Listing 1 from D5.4 [3].
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Security Interpretation Engine

GET /sie/intent intentList

m /sie/intent IntentCreate A
Register new intent.
Parameters | Cancel | | Reset |
No parameters
Request body “rd [ applicationljson v ]
“contents”: "'gprefix cat: <http://operator.com/Catalog/> .\n@prefix icm: <https://tmforum.org/1010/67/intent/> .\n@prefix ope: <http://operator.com/Inventory/> .\neprefix sc_ns_net_13:
<http I,’operatcr com/Categories/NS/L3/> .\n\nope:Ul a icm:Intent ;\n icm:hasExpectation ope:El .\nope:El a icm:DeliveryExpectation ;\n icm: target :service ;\n
icm:targetDescription cat:sc_ns:net:13:tunnel;\n # icm:params ope:Il, ope:Cl, ope:C2, ope:(3, ope:C4, ope:C5, ope:Pl, ope:P2, ope:P3, ope:P4 .\n icm:params ope: I:l
ope:Cl, ope:C2, ope:C3, ope:C4, ope:Pl, ope: P2 ope:P3, ope:P4 .\nope:Il a icm: PrnpertyParam i\n sc_ns_net_13: Identlty cat:vpn. edge kul.6gbricks.eu .\n\n# Static :enf1guratmn
-~ common to the different netwurkmg services\n\n## Accept ingress and egress traffic from VPNaaS at KUL to SDP at ISI/KUL\nupe €l a icm:PropertyParam ;\n
sc_ns_net_13:ConnectionSrc cat:vpn.edge.kul.6ghricks.eu .\nope:C2 a  icm:PropertyParam ;\n sc_ns_net_l3:ConnectionDst cat:sdp.edge.kul.6gbricks.eu .\nope:(3 a
icm: PrcpertyParam i\n sc_ns_net_13:ConnectionType cat:sc_ns:net:13:tunnel .\n# ope:C4 a icm: PrcpertyParam P \n# sc_ns_net_13:TriggerSrc
:at so.ztsf. p'latform isi.6gbricks.eu .\n### To be triggered when an event/message is received in that topic\nope:C4 a  icm:PropertyParam ;\n sc_ns_net_13: TrlggerEvent
"so:event:actions-portal” .\n\n# Dynamic :nnﬁguratlon -- explicit to one particular networking service\n\nope:P1 a  icm: PrnpertyParam \n sc_ns net 13:Parameterl(ey "tunnel-
type" ;\n sc_ns_net_l3:ParameterValue "vpn" .\nope:P2 a  icm:PropertyParam ;\n sc_ns_net_13:ParameterKey "key-type-params" ;\n net_13:ParameterValue
"ecdsa:secp384rl” .\nope:F3 a~ icm:PropertyParam ;\n sc_ns_net_13: ParameterKey *auth-iam" ;\n sc_ns_net_13:ParameterValue cat:iam. platfum isi 6gbricks.eu .\nope:P4 a
icm:PropertyParam ;\n sc_ns_net_13: ParameterKey "auth-creds™ ;\n sc_ns_net_l3:ParameterValue "so:event:actions-portal:experimenter-id” .\n'
s
Execute Clear

Figure 5: TMF921 security intent transmitted to the SIE API

Once interpreted and translated, SIE outputs an outcome like that described in Listing 2. The “connectiontype”
structure is partially compacted to limit space.

{

"connectiondst":"172.30.126.52",
"connectionsrc":"172.30.126.100:32001",
"connectiontype":[
{
"id":"sc_ns_net_I3_tunnel_openvpn_baremetal_id",
"cfg":[{"type":"file","files":[{"openvpn.conf":"auth-user-pass-verify /etc/openvpn/setup/auth_iam.py
via-env"}}{"type":"command","commands":[{"cli":"sudo iptables -t nat -A POSTROUTING -o tun0O -j
MASQUERADE"}]}],

b
{

"id":"sc_ns_net_I3_tunnel_openvpn_k8s_id",

"cfg":[{"type":"event","topic":"so:event:actions-portal","condition":"type ==
reglstratlon" "actions":{"type":"listener","name":"so:cfg:/opt/src/tenants/tenant_observer.py","methods":[
"create_vpnaas_tunnel"]}},{"type":"event","topic":"so:event:actions-portal"," ""type ==

n.n nn III n n.n

,"condition
deletion","actions":{"type":"listener","name":"so:cfg:/opt/src/tenants/tenant_observer.py","methods":["del
ete_vpnaas_tunnel"]}}],
1,
"identity":"172.30.126.100:32001",
"triggerevent":"so:event:actions-portal",
"parameterkeyvalue":{
"tunnel-type":"vpn",
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"key-type-params":"ecdsa:secp384rl",

"auth-iam":"iam.platform.isi.6gbricks.eu",

"auth-creds":"so:event:actions-portal:experimenter-id"

2
"category":"sc_ns",

"auth-iam":"iam.platform.isi.6gbricks.eu"

}

Listing 2: Group of translated data and potential policies generated by SIE

During translation, several key elements are extracted from the TMF921 intent. For instance, the Fully Qualified
Domain Name (FQDN) of the connection’s source and destination, and the identity of the host where to deploy
are both extracted and translated to endpoints. Other parameters, like the event triggering some action and the
type of mechanisms or selection of their configuration, are obtained as key/value structures to be used later in
the configuration. The “connectiontype” gathers intermediate policies (i.e. potential policy alternatives) that are
later analysed by SDE.

3.2.2.2 Refining and prioritising intents into policy alternatives (SIE — SDE)
The intermediate policies provided by SIE are run through a final check at the SDE.
This runs two lightweight processes on the proposed policies:

1. Select available policies based on the type of setup. If there are multiple potential infrastructures to use
(derived from the setup type), the environment configuration and infrastructure availability are
evaluated. Unavailable environments are pruned.

2. Prioritise policies based on the type of configuration. This sorts the policies in a ranked list that
accommodates the priorities of the type of setup to use — configured within the SDE. For instance, this
can favour an event-based approach rather than ad-hoc command runs; or, if using more specific types
of configurations, this can prioritise K8s-based deployment rather than bare metal commands.

As with SIE, the resulting outcome is persisted and is accessible from its OpenAPI endpoints. The result is similar
to Listing 2, adding an extra measure (“priority” key) for each structure under the “connectiontype” sequence of
ZTSM, along with their deployment options. The list of alternative policies, ranked by priority, are accessible from
that point, so the SO can extract details on deployment and configuration upon receiving specific requests.

3.3 Zero Trust Security Framework

The Zero Trust Security Framework (ZTSF) aggregates several components that interact with the Experimenter
Control Plane to receive and process the security requirements to identify which ZTSM instances to orchestrate
in the Data Plane.
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Figure 6: Interactions between the end-user and the ZTSF across Security Control and Data Planes
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The interactions across the Security Control and Data Planes in the ZTSF are provided in Figure 6 and Figure 7.

On the one hand, Figure 6 gives a view on the workflow that spans the definition of intents by an operator and
the orchestration of all ZTSF components to steer adequate deployment and configuration of the SDP Controller
and the ZTSM instances. It extends Figure 8 from D4.4 [2], updating the involved components and their workflows
and including details on the interactions regarding configuration of the SDP Controller in the Experimenter Plane;
as well as the configuration and instantiation of the ZTSM instances in the infrastructure. Steps are numbered to
form the sequence of interactions followed to register and translate and intent, and to orchestrate the different
steps to configure and deploy the ZTSM. Only ZTSM components are included in this diagram, thus connections
with other elements from the 6G-BRICKS stack (e.g. the Portal in the Experimenter Plane) are not shown.

On the other hand, Figure 7 shows the interactions between the Security Control Plane with the Security Data
Plane. It shows first the orchestration requests between the Security Orchestrator (SO) and the SDP Controller
in the Security Control Plane, and secondly, the orchestration requests between the SO and both the SDP
Gateway and its Kubernetes virtualisation infrastructure that run in the Security Data Plane. This sequence
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diagram extends Figure 7 from D4.4 by modifying the interactions with the SDP environment, which now has two
different steps: (1) the configuration of the JWT token in the SDP Controller; and (2) the configuration of the
access control entries in the SDP Gateway — as introduced in D4.4.

SO SDP Controller Virtualisation infrastructure SDP Gateway VPNaaS

par [SO orchestration to SDP environment]

Configuration request

»

Configuration ack H

‘ _______________________________
Configuration setup
>
Configuration ack H
4. .........................................................................................................
[SO orchestration to VPNaaS environment]
VPNaa$S deployment setup
VPNaaS deployment ack
4 _____________________________________________________________________ L
Configuration setup
Configuration setup
Configuration ack H
Configuration setup
>
Configuration ack J:|
4 ..................................................................
Configuration ack
4 ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 1 |
S0 SDP Controller Virtualisation infrastructure SDP Gateway VPNaaS

Figure 7: Interactions between the Security Control and Data Planes for security service orchestration

With the progress of the integration works, more architectural and technical details were incorporated. The
following two sections provide the up-to-date logic and design, along with the involved workflows (as sequence
diagrams) across components in both the Security Control and Data Planes; highlighting and motivating updates
with respect to their last version in D4.4.

3.3.1 Control Plane integration

Concerning the Control Plane interactions across ZTSF components, Figure 8 shows the sequence diagram
involving the operator end-user, the ZTSF and the System Portal. This figure extends Figure 4 from D4.4 with
some renaming conventions for the results from SIE and SDE; the interactions between the operator, SIE and
SDE; the interaction between SDE and SO and between SO and SDP; and also updates the mechanism to extract
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new information from any new given experimenter to trigger the orchestration of both ZTSF Control and Data

Plane components.

Testbed Operator SIE SDE System Portal SO SDP

Security intents

»
>

Translation

Security policies

>

Decision

- Intents/Policies IDs

Intents/Policies IDs

loop [Waiting for exp. event]

Experimenter notification
(setuplteardown)

Security policies' alternatives

A

Security policies' alternatives

Refinement with intent data

Authentication setup

Configuration ACK

Configuration [and Data Plane orchestration]

L

Experimenters' data

Testbed Operator SIE SDE System Portal SO SDP

Figure 8: Interactions between the end-user, the ZTSF and the Portal

Most changes impact the SO, as the current mechanism to extract data is a subscriber/publisher message broker
where the Portal communicates experimenter-related events as soon as these happen — compared to the original
polling mechanism expected from the SO towards the Portal. In turn, this triggers either the setup or teardown
orchestration flows in the SO, eventually reaching the different ZTSF components in the Security Control (SDP
controller) and Data Planes (the ZTSM instances: SDP Gateway and VPNaaS).

The following subsections document the particularities of the interactions across components in the Security

Control Plane.
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3.3.1.1 Interpreting and refining security requirements; prioritising security actions

Section 3.2.2 describes the behaviour of the SIE and SDE components from the ZTSF, focusing on the interaction
between each of them, with the SO in the ZSTF and with the Portal from the Experimentation Plane. SIE and SDE
obtain, register, interpret and prioritise the actions to be taken in the infrastructure from the security intents
initially provided by the infrastructure operator.

With such outcome, the SO can tend to the security orchestration of the ZTSM instances and deployments as
expressed in the ranked policy alternatives. Details on that process and related interactions are described in the
two upcoming subsections.

3.3.1.2 Notifying experimenter’s events (System Portal — SO)

To perform the integration of the Portal in the Experimentation Plane with the SO in the ZTSF Control Plane, the
Portal sends notification events when a new experimenter is registered or deleted at the Portal. Suitable data
(shown in Listing 3 and Listing 4) are passed from such events to the SO, which uniquely identify each
experimenter.

{

"experimenter-id": "737ab691-4d85-484f-ab68-e12b5ed52561",

"experimenter-role": "researcher”,

"type": "registration",

"keycloak-realm": "portal"

Listing 3: Event notifying the SO of an experimenter being registered at the Portal

"experimenter-id": "737ab691-4d85-484f-ab68-e12b5ed52561",

"experimenter-role": "researcher”,
"type": "deletion",

"keycloak-realm": "portal"

Listing 4: Event notifying the SO of an experimenter being deleted from the Portal

This information is received in the “portal.organisations” topic at the SO’s Kafka broker, distributed as part of
the Data and Persistence Layer (DPL) and Configuration (CFG) modules.

Upon receiving each event, the SO internally correlates this to other data regarding infrastructure access data,
the type of resources to deploy and configure (e.g. access to the SDP Controller and K8s infrastructure, type of
authorisation policies for the SDP Gateway, configuration data for VPNaaS$, etc). Such data is available in the
alternative policies offered by the SDE component; upon the processing indicating in section 3.2.2. This, along
with the data available from internal configurations at the SO, are used to orchestrate all required calls towards
the overseen components.

3.3.1.3 Orchestration of the Security Control Plane (SO — SDP Controller)

As the first orchestration stage, the SO generates the JWT token in the SDP Controller (i.e. Keycloak), based on
the example provided in Listing 14 from D4.4. Specifically, it creates a client at Keycloak and introduces the
expected audience value for the experimenter’s token using the OIDC mapping feature and setting it up for both
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client and custom audiences. This effectively binds this token to the experimenter’s ID. A user is also created for
the experimenter to access its individual token.

Besides the integration across the Security Control Plane components to enact the orchestration upon a change
in the experimenters’ status, the SO was also integrated with the SDP Controller’s Keycloak so to allow the
testbed operators to benefit from the Single-Sign On (SSO) login, as both SIE and SDE rely on the SO’s
Authentication, Authorisation & Accountability (AAC) module to validate credentials for their APls. This
integration required several modifications to the design and workflow of the AAC module.

Whilst the original setup relied on a built-in Keycloak stack (deployed as part of AAC) with administrative
permissions to create on-the-fly realms, clients and users (as defined in configuration files), the new setup
expects a remote, centralised Keycloak instance with a dedicated, non-administrative user.

Therefore, several limitations were identified: (i) the 6G-BRICKS centralised Keycloak does not provide
administrative credentials, thus it is not possible to programmatically create realms or clients; (ii) a single realm
is in use, over which there are no modification rights; and (iii) authentication to the Keycloak instance is only
expected now through the BasicAuth (i.e. user and password) mode.

To support this new integration scenario, the AAC module was refactored to include several key enhancements,
mostly re-adapting the configuration. This includes (i) an extended configuration file, allowing to (i.1) quickly
choose between the built-in stack or a remote one, and (i.2) to provide credentials for administrators, non
admins or both (where the lack of admin credentials signals the module to operate under the assumption of
restricted access, and thus omitting the realm and client creation); along with (i.3) the tailoring of the realm to
use. In addition, the tenant configuration was also extended with suitable realm name and client ID. The AAC
logic was also adapted to introduce logical switch to differentiate between the administrative and restrictive
scenarios, avoiding realm and client creation in Keycloak for the latter; and relying on the previously existing
Keycloak resources.

3.3.2 Data Plane integrations

Once the security orchestration has instantiated and configured appropriate ZTSM instances from the Security
Control Plane into the Security Data Plane (as shown by diagrams in Figure 6 and Figure 7), the flow of data across
the Security Data Plane can be initiated. Such interactions are expected to remain largely the same as reported
in previous deliverables, with minor adjustments to the order.

The latest data plane flow sequence is pictured in Figure 9. This sequence is based on Figure 10 and Figure 14
from D4.4, merging both approaches to produce a unique workflow.

The flow starts when an experimenter uses its previously granted JWT token to connect to its personal VPN
tunnel, by connecting to VPNaa$ with its own profile and passing the JWT token, so that VPNaa$S authenticates
it against the SDP Controller (i.e. the central Keycloak instance at the Experimenter Plane). At that point, the
experimenter will perform a call to the Backend Service (i.e. pi-edge), leading to tow cases: (a) for non-sensitive
requests (e.g. check on existing resources), the SDP Gateway will transparently forward it; (b) otherwise, if the
request targets a sensitive endpoint sensitive (such as the creation of new resources); the SDP Gateway will
attach the experimenter’s JWT token to the request and forward it. The results of the query towards the Backend
Service are also forwarded back to the SDP Client. Any unauthorised token at any of the sequence steps will
return a 401 or 403 error and the process will not be permitted to continue.
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POST confirmation
‘ ....................................................................... -
SDP Client SDP Controller SDP Gateway VPNaa3 Backend Service

Figure 9: Interactions between the Security Control and Data Planes for security service orchestration

With the interactions explained at a high-level, the following subsections document the particularities of the
integration across components in the Security Data Plane.

Orchestration of the Security Data Plane (SO — SDP Gateway)
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Upon configuring the SDP Controller in the Security Control Plane, the SO orchestration loop creates (or deletes)
the RequestAuthentication and AuthorizationPolicy Custom Resource Definition (CRD) objects used by the Istio
instance, working as the SDP Gateway.

Examples of such CRDs are provided in Listings 11 and 12 from D4.4. To achieve the automated operation in this
loop, templates are used to pass specific data to bind the OIDC mapped audiences, as created in the SDP
Controller (Keycloak instance) during the last step of the Security Control Plane orchestration.

This step first fetches the configuration data from the SO’s CFG module to extract the Kubernetes configuration
access (file) to the infrastructure where to create the resources.

First, the AuthorizationPolicy object is generated by inserting the originating request source URL under the
“requestPrincipals” field within the “rules” > “from” structure; as well as the OIDC audience in the “values” field
within the “rules” > “when” structure. Then, the RequestAuthentication object is created after the “issuer”,
“jwksUri” and “audiences” fields under “jwtRules” are properly bound as well to the originating URL and the
audience. The existence of these two CRD objects ensure explicit access to the experimenter towards the
protected backend service.

Orchestration of the Security Data Plane (SO — VPNaa$)

Once the SDP Gateway is configured through the creation of these two resources for the experimenter, the last
orchestration step at the SO runs the creation or deletion request towards the Life-Cycle Management (LCM)
module from SO. This uses the same infrastructure defined by the Kubernetes configuration access (file) and
used during the Istio configuration.

When creating the VPNaa$S instance, the transmitted payload to LCM contains the VPNaaS Helm chart’s
values.yaml file. This data is generated from a template and filled in with both (i) the infrastructure details
regarding its IPs or Kubernetes node naming; and (ii) the tailoring of the VPNaaS parameters, indicating its key
generation algorithm (here, “rsa” or “ec”) and related parameters; i.e., the key size for Rivest-Shamir-Adleman
(RSA) or the algorithm name for the Elliptic Curve (EC) for Elliptic Curve Digital Signature Algorithm (ECDSA) keys

[5].
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4 Experimentation Plane integration with KUL and EUR testbeds

This section describes the final integration tasks for the 6G-BRICKS experimentation framework with the facilities
at KU Leuven (KUL) and EURECOM (EUR). We first elaborate on the interactions and orchestration of
experimental workflows with the remote infrastructures based on the core building blocks and approaches from
D4.3 [1] and D4.4 [2]. Thereafter, we provide an example of how experimenters can onboard xApps within the
unified experimentation portal, configure experiments, and access performance monitoring and visualization
features. Subsections 4.1 and 4.2 respectively, discuss the integration of the EUR facility with the ISI portal,
including experiment deployment and DMO integration, and the KUL testbed, with a focus on its support for
Compute Continuum and CF mMIMO experiments.

4.1 Integration of the EUR testbed

Regarding the EUR testbed, experimenters can interact with the Domain Management Orchestrator (DMO) to
deploy xApps that retrieve KPIs or xApps that manage the Reconfigurable Intelligent Surface (RIS). Additionally,
the DMO can deploy fault management components responsible for detecting and resolving anomalies without
human intervention. The DMO also enables experimenters to view KPls related to their deployments through a
Grafana dashboard.

To facilitate this interaction, EURE provides a GUI that allows experimenters to monitor their deployments, view
system status, and access KPls. In Section 3.1 of D5.4 [3], we offered an initial description of the interfacing of
the EUR GUI with the 6G-Bricks Portal, explaining how this GUI has been embedded within the 6G-Bricks portal
as an iframe, where experimenters can log in and onboard their xApps. In this section, we present some further
capabilities of the experimentation GUI, which include monitoring of active experiments, a Grafana dashboard
that logs the relevant KPIs, and a traffic generation component.

Experimenters can add new experiments by uploading a YAML file that adheres to the Network Service
Descriptor (NSD) format in order to deploy their workloads. As shown in Figure 10, we provide an example in
which a single xApp is deployed to retrieve Key Performance Metrics (KPMs).

Add a New Sub-service

] © ] © ©

Select Service Select VIM (and  Upload YAMLFile  Upload Config Add Service
Type MEP) Files

xapp.yaml

type: ran
vimld: experiments

name: kpm-xapp
order
kpm-xapp
packages
name : kpm-xapp
osContainerDesc
name: kpm-xapp
privileged
image
id ‘1
name: production.imagehub/kpm-xapp:latest

Figure 10: Uploading NSDs to deploy experiments in EURECOM’s DMO
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Experimenters can then view the status of their service or experiment through the same GUI, as shown in Figure
11. This interface allows them to monitor their deployment and access the corresponding KPls. In the example
presented, a KPM xApp is deployed and connected to an internal setup that includes a 5G network. The objective

is to observe the KPMs related to the RAN. Experimenters can click on the “Monitoring” section to access these
metrics.

Services/Bgbricks-svc/SubServices
O Name 4 Type VIM Name Status
O kpm-xapp-bf336262 ran core-vim INSTANTIATED B VNFs
4Ar Monitoring

Rowsperpage:  5° 3 poc

Figure 11: Experiments status and access to the monitoring dashboard in EURECOM’s DMO

This will redirect them to the corresponding Grafana dashboard, which displays the various KPIs related to their

experiment. As shown in Figure 12, the deployed xApp outputs the metrics as logs, which can be visualized
directly through the Grafana interface.

h  Signin
Home Dashboards > abdelkader-mekrache's Dashboards folder KPIs ¢ gaVfrdyJ

O service  BULSLTy3GyRKEgaVirdyJ7 subservice kpm-xapp-bf3362e2 vnf | kpm-xapp @ LastSminutes ~ @ & Refresh

VNF_CPU (m Cores) VNF_RAM (B)

Dashboards
1.86 MiB
1.86 MiB
0.0002 1.86 MiB
186 MiB
186 MiB
10:44:00 10:45:00
= value {appdid="JEAWPTrMGApWTN5cBI

10:44:00 10:
= value {appdid="JEAWPTIMGA

UEThpD1 =
» DRB.UEThpUL = 13753.38 [kbps)
> RRU.PrbTotDl =
> RRU.PrbTotUl
D type = gNB, amf_ue_ngap_id = 8

Figure 12: EURECOM’s DMO Grafana dashboard

Additionally, to generate 5G traffic between the UEs and the DNN, we provide a dedicated tool accessible
through the GUI, as shown in Figure 13. This interface allows experimenters to view the connected UEs and

generate traffic. This feature is particularly useful for experiments related to abnormal traffic detection or similar
use cases.
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UE Identity

imsi-208950000000100 imsi-208950000000101
12.1.1.130 12.1.1.131

Run Iperf Iperf Logs

Bandwidth (Mbit/sec)
Duration {sec)

Protocol (TCP/UDP) -

Figure 13: Traffic generation tool in EURECOM’s DMO

4.2 Integration with KUL testbed

With regards to the KUL 6G site, experimenters may interact with the Cognitive Continuum and the CFmMIMO
enablers and order a new experiment through the onboarding of an xApp. Moreover, they can interact with the
Cognitive Compute continuum enabler.

4.2.1 Compute continuum Experimentation

Compute Continuum Experimentation can be accessed either through its northbound API interface or its
Graphical User Interface (GUI). The first option, i.e. the API, is used by other 6G-BRICKS components, such as the
Edge-Cloud Continuum Manager (ECCM). Whereas, if an experimenter wants to directly access the KUL
infrastructure and manage services and resources there, they can use the available GUI. The general functions
that are available through both ways are:

e Management of services (Platform-as-a-Service (PaaS) and Service Functions)
e Deployment of services and the management of their instances
e Management of the infrastructure and its nodes

It should be noted that there are 2 types of services in m-Edge, PaaS Services and Service Functions. Service
Functions are the smallest service "units" that can be installed in the cluster. Specifically, a Service Function
record contains information about the online repository where the image exists, its name, its type, the
application ports, information about when (auto-)scaling should be performed, the resources that are required,
as well as information on the required volumes and system parameters (environment parameters/variables).
Whereas a PaaS can refer to a combination of service functions. For each service function, the PaaS contains its
name, used as the identifier (to find it in the repository), and the necessary information needed for its successful
installation (volumes, values for environmental parameters, and autoscaling policy).
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Since an experimenter interfacing with the KUL testbed would prefer the GUI, in the next paragraphs, we
describe how they can use it through examples.

It should be noted that the m-Edge GUI is accessed through the 6G-BRICKS portal. Thus, the user should first login
through the portal. The authentication and authorisation are performed through Keycloak, which also supports
SSO between the portal and the GUI. Specifically, the user logs into the portal, which authenticates them via
Keycloak, creating a new session. In the portal, there is a link to KUL’'s GUI (i.e., http://burns.esat.kuleuven.be/),
and when the user clicks on it, the GUI redirects them to Keycloak with an authorisation request. In this case,
Keycloak recognizes the active session and automatically logs in the user (i.e., no re-login is required), issuing an
authorisation code, which the GUI exchanges for a token. Thus, the GUI gets this valid token and uses it to
authenticate the APl requests towards n-Edge.

The only case where the user will have to login to KUL’s GUI is if they try to access it directly, not through the
portal. In that case, they will be redirected to Keycloak and will be requested to login there. After the successful
login, they will be redirected back to the GUI, which receives a valid token in a similar way as described above.

Once the KUL’s GUI is accessed, the user can perform various actions, such as the deployment of a PaaS service,
as illustrated in the next figures.

Figure 14 highlights the PaaS service that is deployed. This is comprised of 2 Service Functions, mec-bw-flask and
mongo-with-pvc.
n—Edge “‘? icomuser

Home

Paas Services

Services »

Connectivity Services

Name ¢ Identifier ¢ Description Service Functions Version ¢ Actions

4 Instances~
mec-bw-flask S

0 430d0ddbbla77494bcas?
demo 683430d0ddbbla77494bcag Seislliaa AZ ilB®

Infrastructure ~ mongo 68343fbdddbbla77494bcaes mongodb Az i g

Figure 14: PaasS Services in KUL’s cluster, with the selected service highlighted

By clicking the first button in the Actions column, i.e., the “Deploy” icon, a pop-up form is shown (Figure 15),
where the user fills in the required parameters in order to instantiate the PaaS service. These parameters are:

e Instance Name: The name of the instance that will be deployed.

e Count Min / Count Max: The minimum and maximum number of instances that can be created for this
Paas.

e Location: Where to deploy the PaaS Service (i.e. the node). If no location is defined, then the ECCM'’s
optimization algorithm is called, which finds the optimal placement for the Service Functions and
instantiates them. Moreover, when the “Select locations per service function” is clicked, the user can
assign locations to each Service Function separately.

e Node ports: The ports that should open for the execution of the Service Functions. Each Service Function
has its ports defined, and on PaaS all the ports of all the Service Functions are shown.
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e All node ports: When it is selected, all the Service Functions’ ports will be used. Otherwise, the user
should uncheck the radio box and edit the “Node ports” field. Users can either remove ports or modify

existing ones.

e Monitoring Services: When this is selected, the monitoring services (e.g. Grafana) are activated for the
specificinstance. The URL where the user can graphically monitor the service (in our case it’s in a Grafana

environment) is included in the information model of the Paa$ instance.

e Enable data space: If this is checked, then a connector service is added to this PaaS instance and

facilitates the data exchange. Usually, this value is false.

New Paas Instance

Paas Name* | demo

Instance Name*

Count Min* Count Max*

Location

Select locations per Service Function

@®All Node ports OMonitoring Services OEnable data space

Cancel

Figure 15: PaaS instantiation form in m-Edge

The form is filled in as shown in Figure 15 and, on submission, the PaaS service is deployed. In the PaaS Instances

page, we can see the newly deployed service (Figure 16 and Figure 17).

icomuser
T[_Edge ® comust
Home
2 Paas Instances
Services ¥ T R
Q

Connectivity Services

Name ¢ Paas Name ¢ Status ¢ Detailed Status Actions
Instances ~ Idemo e - o iZOw I
Infrastructure ~ << n »

Figure 16: PaaS Instances page in -Edge (a)
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Paas Instance: demo

Paas Name: demo

|
demo-mec-bw-flask mec-bw-flask - 1 KUL ‘ localhost.localdomain ‘
+ {

demo-mongo-with-pvc | mongo-with-pvce - 1 KUL ’Ioculhosuocaldomuini ‘

Close

Figure 17: PaasS Instances page in t-Edge (b)

We can also see the instances at the Infrastructure / Nodes page, where there is a nodes graph representing the
cluster. By hovering over the nodes, the user can see the Service Function instances and the Paa$ instance they
are related to (see e.g. Figure 18).

bircks-remote localhost.localdomain
® Service Function : demo-mec-bw-flask
PAAS Name: demo
@ Service Function : demo-mongo-with-pvc
PAAS Name: demo

Figure 18: Nodes graph in Nodes page in t-Edge

4.2.2 CF mMIMO experimentation via 6G-BRICKS portal

The experimentation xApps supported by the KUL testbed offer the possibility to remotely collect KPMs from the
CF mMIMO RAN. Moreover, it gives the possibility to show the KPM and performance visualization in a graphical
way through the Portal. Finally, experimenters can implement and deploy their own xApps with their own
resource allocation algorithms; xApps are onboarded via the Docker Registry (via Docker Push commands) or
visually through the Docker Registry GUI.

Currently, xApps experimentation is supported with an emulated CF mMIMO network until the hardware
integration with the RAN hardware components at KUL is completed. The CF mMIMO experimentation xApp has
been fully onboarded and exposed through the Tenant Portal, as depicted in Figure 19. Once the user selects
Cell-Free mMIMO DU Testing from the Experimentation xApps menu, the portal opens a dedicated dashboard
that streams the KPMs produced by the emulated RAN in real time. All charts, controls, and KPls are rendered
directly inside the Portal shell, so experimenters do not need to switch tools.
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Figure 19: Tenant Portal displaying the CF mMIMO xApp dashboard (KU Leuven testbed)

In Section 5.3, we provide further analysis for the step-by-step execution sequence and functionality of the Near-
Real Time RAN Intelligent Controller (Near-RT RIC) GUI, through a detailed Dry-Run test for CFmMIMO xApp
onboarding and KPM monitoring.
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5 Dry-run tests for WP4

This section details dry-run validation tasks carried out to assess the functionality and integration of the
experimentation facility’s user-facing frameworks. The tests focus on core components of the experimentation
facility, delivered as part of WP4, including the ZTSF, the Explainable Anomaly Detection modules functioning
within the DMO, and the Near-RT RIC xApps experimentation. This section discusses test scenarios, workflows,
and performance measurements, demonstrating the readiness of the integrated system for secure, explainable,
and intelligent experimentation across the 6G-BRICKS infrastructure.

5.1 Security dry-run testing

The following sections describe tests across the integrated components, i.e., the SO, the SDP Controller at the
Security Control Plane and the SDP Gateway and VPNaaS in the Security Data Plane.

This E2E evaluation was carried out with the involved separate logical deployment units (i.e., VMs or containers)
hosting the SO, the SDP Controller, the K8s cluster for VPNaaS, and the K8s cluster for the SDP Gateway. For all
cases, the measured functionality was run for 100 iterations across components in the environment to extract
performance times, plotting line charts, and extracting statistical values. This was run in a pre-production
environment, and D5.5 will provide the E2E evaluation in production.

5.1.1  Authentication at SDP Controller at the Control Plane

As part of the integration validation between the SO and the SDP Controller (Keycloak), a series of login execution
time measurements has been executed to assess the performance of user authentication flows. Internally, the
authentication request is received by the APl module of the SO, which in turn sends it to the AAC module, which
handles user authentication against the SDP Controller (i.e., Keycloak instance) hosted by ISI/ATH. The
authentication method evaluated in this test involved traditional username and password credentials (as
opposed to certificate-based X.509 authentication, which is also supported by the system).

Authentication time at SDP Controller from tokens requested by SO
10

—— Authentication processing time in SO

—— Authentication processing time in SDP

—— Authentication processing time (total)

Authentication processing time and requests in SO (avg)
0.8 1 Authentication processing time in SDP (avg)

0.9 1

0.7 4

0.6

0.5 4

0.4

Average time (seconds)

0.3 4

0.2

0.1+

0.0 T T T T T T T T
— o~ m = [n] o ~ @ @

Sample group (bars: 10 samples averaged, lines: full samples)

10 4

Figure 20: Authentication time at SDP Controller from tokens requested by SO
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To capture accurate times, time traces were placed immediately between the requests to the SDP Controller and
its response, with the sum of these times account for (i) the authentication processing times within the SDP
Controller (Keycloak); and (ii) the remaining E2E time belonging to the SO processing across its APl and AAC
modules. Both times are shown in Figure 20, respectively as the red (i) and blue (ii) lines.

The statistical overview of the data is shown in Table 3. The results indicate relatively consistent performance
times, with a slight variability. In terms of SDP authentication times, such values range from 0.29 to 0.42 seconds,
with a mean latency of 0.31 seconds. These present also a small Standard Deviation (STD), or data dispersion, of
0.02 seconds; and a low Inter-Quartile Range (IQR) of 0.009 seconds.

On the other hand, SO execution times show a minimum time of 0.21 seconds and a maximum of 0.52 seconds,
a mean time of 0.24 seconds, and a low standard deviation of 0.06 seconds. The IQR in this case is 0.006 seconds.

While sub-second authentication times are generally acceptable in distributed systems, more than half of the
time can be attributed to the network latency derived from the geographical dispersion between the SO stack
and the SDP Controller (Keycloak) located at ISI/ATH, with response times occasionally reaching 0.9 seconds.

Table 3: Statistical overview of SDP authentication times and SO execution times

Min Max Mean STD IQR
JWT authentication at SDP 0.28524 0.41888 0.30875 0.01872 0.00876
SO execution 0.21066 0.52369 0.24246 0.05542 0.00644

These results establish a clear performance baseline for the username/password authentication path and
provide a reference point for comparative evaluation with alternative authentication methods, such as X.509
certificates, and with less geographically dispersed stacks.

5.1.2 SDP configuration at Data Plane

When a new experimenter is registered in the Portal, an event reaches the SO and triggers the end-to-end (E2E)
coordination of the configuration and deployment of the Zero Trust Security Mechanisms (ZTSMs) to grant access
to the experimenter.

The times taken to register resources and configurations at the SDP Controller and Gateway, as well as to deploy
the VPNaas, are depicted in Figure 21 and summarised in Table 4.
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Time for SDP and VPNaa$s creation upon experimenter registration event

Configuration of Istio resources in SDP Gateway
Generation of JWT in SDP Controller
Deployment of VPNaas tunnel

Creation time: deployment and configuration (total)

= Configuration of Istio resources in SDP Gateway (avg)

[ Generation of JWT in SDP Controller (avg)

[ Deployment of VPNaaS tunnel {(avg)

Average creation time (seconds)

Sample group (bars: 10 samples averaged, lines: full samples)

Figure 21: Times for E2E setup (SDP Controller, SDP Gateway and VPNaaS) upon experimenter’s registration

Table 4: Statistical overview of the E2E resource creation (setup) from the SO

Min Max Mean STD IQR
JWT registration at SDP Controller 2.38521 3.00565 2.53263 0.11207 0.09447
Authorisation policies creation at SDP 0.03855 0.19369 0.06023 0.01782 0.01250
Gateway
VPNaaS creation times 3.60092 5.62098 4.02091 0.27208 0.22870

Similarly, the E2E times to tear-down the registered resources upon receiving the

experimenter is deleted are shown in Figure 22 and summarised at Table 5.
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Figure 22: Times for E2E removal (SDP Controller, SDP Gateway and VPNaaS) upon experimenter’s deletion

Table 5: Statistical overview of the E2E resource deletion (tear-down) from the SO

Min Max Mean STD IQR
JWT deletion from SDP 1.82487 2.09174 1.90305 0.0588 0.05370
Authorisation policies deletion from 0.058215 0.79887 0.62281 0.03239 0.01139
SDP Gateway
VPNaaS deletion times 2.40835 7.81361 5.16733 0.4807 0.24757

5.2 Explainable Anomaly Detection and Prediction Dry-run Test

5.2.1

Overview

This subsection showcases the design and implementation of an Explainable Anomaly Detection (XAD) and
Prediction (XAP) dry-run test, that is based on two of the Al-enabled solutions developed for Anomaly Detection
inthe 6G-BRICKS DMO, which were analyzed in detail in sections 4.3.1 “Development and Testing of Explainability
Module for Explainable Anomaly Detection” and 4.3.6 “Development of Explainable Anomaly Prediction
Framework for the RAN Domain”, in deliverable D4.3 [1]. This dry-run test integrates multiple core blocks from
D4.3: the forecasting Deep Learning model (Section 4.3.6) and the reconstruction-based anomaly detection
model and explainability module (Section 4.3.1). In partnership, these blocks provide an efficient and
interpretable real-time anomaly analysis on the Radio Access Network (RAN) domain, specifically signal quality
degradation through key radio KPIs).

5.2.2
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Figure 23 depicts the design and workflow of this dry-run test. In a full end-to-end integration scenario, the data
analyzed by the framework would be collected from the monitoring systems of the 6G-BRICKS testbeds.
However, for the purpose of this dry-run evaluation, we utilize a representative offline dataset [4] containing
realistic channel quality measurements. This dataset is streamed in time-series windows, emulating real-time
conditions to enable continuous anomaly detection and prediction within a controlled experimental setup. The
metrics in the dataset are collected with a granularity of 1s per sample. This setup supports two main workflows:

o XAD workflow: This workflow processes the channel quality data directly through the reconstruction-based
AD deep learning Autoencoder (AE) (the blocks “Forecasting Al model” and “Predicted Time Series Windows”
are skipped). The AE model identifies anomalies by evaluating the reconstruction error and the explainability
module points out the KPIs that mostly affect the detected anomaly.

o XAP workflow: This workflow, fully depicted in the diagram, uses the forecasting model to predict KPI values
into the future based on previous samples. Those forecasted values are then sent to the anomaly detection
and explanation pipeline, which gives an early warning of possible connection quality degradation before it
can take place.

While the AD model’s performance in the simpler XAD approach is slightly better (Fly,p = 0.89) than in the
XAP (Flx,p = 0.80)in terms of Fl-score, the XAP approach offers the significant advantage of proactive
detection capability. Thus, we perform the dry-run test with the XAP workflow and analyze the execution pipeline
and visualization results in detail below.

Experimenters | ﬁ_-lm Operators

Grafana Visualization

Dashboard

Visualization Workflow

UE connection signal
quality time series KPIs Predicted Time

Series Window

Explainability

. v Anomalous
KP1 Monitoring
KPI Time Forecasting Al D AI‘IOII_'IHI!'M oot
Series Window Model Model

Momal

Repeat for next time series window —I

Explainable Anomaly Prediction Workflow

Figure 23: Workflow of the XAP dry-run test

Dry-run execution pipeline: The input channel quality KPI metrics of the dataset include Received Signal Strength
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Power (RSRP), Reference Signal Received Quality (RSRQ), Channel Quality indicator (CQl), Signal-to-Noise Ratio
(SNR), and Received Signal Strength Indicator (RSSI). This data is streamed in increments with sliding time
windows; each time-series window becomes the basic input unit for analysis. In the XAP workflow, every window
is first passed through the forecasting model which forecasts the future values of the KPIs for a specific prediction
horizon. These predicted KPI values are fed into the reconstruction-based anomaly detection model which
identifies anomalies in the form of RAN connection quality degradation. Once an anomaly has been detected,
the samples corresponding to this anomaly are analyzed by the explainability module to determine which KPls
contributed most significantly to the anomaly. The detected anomalous timesteps alongside a window of KPI
data surrounding them are then sent to the Grafana? dashboard configured with an Infinity® data source, through
a Flask*-based API. In the dashboard, the KPI values are plotted around the detected samples, which are marked
in red. The Grafana dashboard is automatically updated for each newly detected anomaly. A generated
explainability plot illustrates the relative importance of each KPI to the anomaly decision. The detected anomaly
is verified with its timestamp, and a corresponding log is created. This complete process is continuously repeated
for each new time window, thus enabling the continuous detection and explanation of predicted connection
degradation. The Grafana dashboard, explainability plots, and logs can all be accessed by the experimenter
through the 6G-Bricks portal.

5.2.3 Performance Evaluation

The total size of the dataset used for the dry-run test is 37871 samples, where each sample corresponds to 1s.
Time series windows of 120 samples are used as input for the XAP workflow, while the forecasting model was
configured with a prediction horizon of 30 seconds, meaning it forecasts KPI values for the next 30 timesteps
based on the previous 120-second window. This setup allowed the system to identify not only current but also
potential future anomalies, enabling early warning capabilities.

The output is visualized in a Grafana dashboard, an example of which is shown in Figure 24 for a randomly
detected anomaly, that displays the evolution of each KPI (RSRP, RSRQ, CQl, SNR, RSSI) over time. Detected
anomalous samples are marked as red dots overlaid on the time-series plots, offering immediate visual insight
into abnormal behavior. This visualization helps both operators and experimenters correlate network
degradations with specific KPI changes.

For each detected anomaly, an explainability plot is also generated (Figure 25), showing the relative contribution
of each KPI to the anomaly decision, based on the reconstruction error profile. For example, for the anomaly
explained in Figure 25, SNR and CQl are identified as the two primary KPIs linked to this anomaly. Indeed, their
values during the anomalous timesteps are very low (SNR = -7dB, CQl = 4), pointing to high levels of noise and
connection instability as the causes of this anomaly. On the contrary, the rest of the KPIs depicted in Figure 24
are within normal range values for 5G connectivity, thus they were not reported by the explainability module.

2 https://grafana.com/
3 https://github.com/grafana/grafana-infinity-datasource
4 https://flask.palletsprojects.com/en/stable/
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Figure 24: Grafana dashboard for a randomly selected detected anomaly
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Figure 25: Explainability plot corresponding to the Grafana dashboard of Figure 24
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Finally, all anomalous samples are logged and timestamped, along with their associated explanations, enabling
offline analysis. This combined visualization and logging process ensures comprehensive anomaly monitoring
and supports explainable decision-making for fault management in the RAN domain.

Summarizing, this dry-run test validates the technical feasibility and importance of integrating predictive and
interpretable Al-enabled AD solutions within the RAN domain and monitoring stack. The key benefits showcased
include early anomaly detection with actionable explanations, clear visual feedback to operators and
experimenters, and modular, scalable deployment via Flask and Grafana APIs. These capabilities collectively
support explainable and proactive network management, aligning with 6G-BRICKS objectives for zero-touch
orchestration in next-generation wireless networks.

5.3 Near-RT RIC GUI and KPM xApp dry-run test

The Graphical User Interface (GUI) of the Near-Real Time RAN Intelligent Controller (Near-RT RIC) aims at the
Near-RT RIC and RAN performance monitoring, as well as xApp addition and removal. The Near-RT RIC GUl is the
browser-based application accessible at the host domain or IP address at port 8092: http://192.168.1.11:8092/.
Port number 8092 is set as default. As shown in Figure 26, the Near-RT RIC GUI consists of the following views:

e Home: shows the number of connected xApps, E2 nodes, cells, User Equipment (UEs) and the graphs
showing the Downlink and Uplink average performance of the RAN

® xApps: lists the registered xApps with their parameters, which are available after selecting an xApp. Lists
all the parameters available at Near-RT RIC for the selected xApp

e E2Nodes: lists the connected E2 nodes with their parameters

e E2Node: available after selecting an E2 Node. Lists of all the parameters available at Near-RT RIC for the
selected E2 Node

e Cells: lists all cells configured at the E2 Nodes with their selected cell parameters and KPMs

e Cell: available after selecting a cell. Lists all the parameters and KPMs available at the Near-RT RIC for the
selected cell
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Figure 26: The Near-RT RIC GUI in KUL testbed
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The in-built KPM xApp subscribes for the KPMs to all cells. The subscription concerns the KPMs measured per
cell and 1 second reporting period. The KPMs reported every 1 second are stored in the Valkey database and
displayed in the numerical format in the Near-RT RIC GUI and graphical format in the Grafana based KPM xApp
GUI. The Grafana KPM GUI is a browser-based application available at http://192.168.1.11:3000/. Port number
3000 is set as default. When starting the page, you will be redirected to the login page where you should enter
username “admin” and password “admin”. At the top of the dashboards shown in Figure 27, the Active Cells list
displays cells configured by the connected E2 nodes. The Active Cell list allows for selecting cells for which KPMs
are displayed. Refresh (reload) Grafana if a new E2 node has connected to the Near-RT RIC and you do not see
this new cell on the Active Cells list. The graphs of the dashboard display the KPMs in the time axis with 1 second
resolution.
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i

DRB.UEThpDI @ RRU.PrbAvailDl @
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40

RRU.PrbAvailll @

Figure 27: The KPM xApp dashboard based on Grafana
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6 Conclusions

This deliverable presented the final integration of the user-facing experimentation facility frameworks developed
under WP4, culminating in the design, implementation, and deployment of key components to enable secure,
intelligent, and automated experimentation across remote 6G experimentation infrastructures.

The implementation of the 6G-BRICKS experimentation plane, which has been deployed at the ISI/ATH site,
represents a robust, extensible tenant portal that enables experimenters to onboard applications, interact with
the testbed environments, and manage their artifacts through container registry integrations. Core orchestration
capabilities have been implemented and validated, including intent-based automation through conflict
resolution and security intent engines, as well as the full integration of the Zero Trust Security Framework (ZTSF),
covering both control and data plane components.

In addition, this deliverable documented the successful integration of the ISI-hosted portal with the remote
testbeds hosted at KUL and EUR. The portal supports workflows for Compute Continuum, CFmMIMO, and RIS-
control xApp experimentation, as well as monitoring capabilities via KPM dashboards.

Finally, we have dry-run testing that confirmed the performance and interoperability of all integrated
components. Testing included both secure onboarding and resource isolation (via ZTSF) and the explainable
detection of anomalies with Al-driven modules, and operation of RIC xApps, such as KPM collectors. These tests
all confirm that the experimentation facility is operationally ready for vertical-driven experimentation across all
6G-BRICKS sites.

The major outcomes of this deliverable confirm that Task 4.5 is complete and provide a strong foundation for
future experimentation activities. The integrated platform is now capable of supporting secure, explainable, and
intent-driven experimentation for vertical stakeholders, enabling practical validation of 6G-enabling
technologies.
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