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Glossary of terms and abbreviations used

Abbreviation [ Term

Description

ATD Abnormal Traffic Detector

CcC Cognitive Cloud Computing

CEC Cloud-Edge Continuum

CF Cell Free

COTS Commercial Off the Shelf

CPU Central Processing Unit

CSl Channel State Information

cu Centralized Unit

DH Diffie-Hellman (key exchange)

DMO Domain Manager Orchestrator

DU Distributed Unit

ECCM Edge-Cloud Continuum Manager

EC Elliptic Curve

ECDSA Elliptic Curve Digital Signature Algorithm
I/Q In-phase and Quadrature

JTAG Joint Test Action Group
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LLM-TFE Large Language Models based Trial Fault Explanator
MIMO Multiple-Input and Multiple-Output

ML Machine Learning

mMIMO Massive MIMO

NWDAF Network data analytics function
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0SS Operations Support System

OTA Over The Air

PaaS Platform as a Service
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RAN Radio Access Network

REST Representational State Transfer

RF Radio Frequency

RIC RAN Intelligent Controller

RIS Reconfigurable Intelligent Surface
RRM Radio Resource Management

RU Radio Unit

SDE Security Decision Engine

SDI Software-Defined Infrastructure
SDN Software-Defined Networking

SDP Software-Defined Perimeter

SDR Software Defined Radio

SE Spectral Efficiency

SIE Security Interpretation Engine

SLA Service Level Agreement

SLO Service Level Objective

SO Security Orchestrator

SSH Secure Shell Protocol

UE User Equipment

URLLC Ultra-Reliable Low-Latency Communications
USRP Universal Software Radio Peripheral
VIM Virtualized Infrastructure Manager
VNF Virtual Network Function

T Zero Trust

ZTSF ZT Security Framework

ZTSM ZT Security Mechanism
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1 Executive Summary

This document is the second-cycle deliverable on the interfacing of the Experimentation Plane components with
the KUL and EUR 6G sites. Moreover, it details the deployment of the Zero Trust (ZT) Security Framework (ZTSF)
at the 6G-BRICKS facility, addressing both the control plane components deployed at the ISI/ATH site and the
data plane components deployed at KUL, detailing their configurations and deployment processes. The ZTSF
provides the security functionality to setup the trusted, isolated environments for clients to access a protected
backend service that is deployed at the KUL testbed, adopting the Software-Defined Perimeter (SDP)
architecture. This section details the end-to-end deployment and setup for the ZTSF that allows the experimenter
to reach protected endpoints at the 6G sites in a secure (isolated) and trusted way. The ZTSF framework builds
on top of a cloud-based, Software-Defined Perimeter (SDP) approach to deliver Security-as-a-Service through the
provisioning and coordination of the deployment and configuration of security services. A detailed report on the
ZT approach and its adoption through specific implementations, security mechanisms and initial performance
tests was documented in D4.4.

The first part of this deliverable (Section 3) addresses the interfacing of the experimentation plane, deployed at
the ISI/ATH facility, with the EUR and KUL 6G sites. The 6G-BRICKS Experimentation Plane acts as the entry point
of experimenters to the Facility, and allows experimenters to onboard xApps, providing access to device
experimentation (i.e., RIS and CFmMIMO devices) at both 6G Sites. The interfacing of the experimentation plane
with the underlying 6G sites is detailed, along with the supported interactions with experimenters. Moreover,
this deliverable addresses the interfacing of the experimentation plane with the DMO, which monitors the
infrastructure and provides explanations for potential anomalies during experiment execution.

The second part of this deliverable (Section 4) documents the up-to-date configurations and deployment
instructions for all components belonging to the ZTSF environment, from the elements in the Control Plane that
handle intent interpretation, definition and decision to the subsequent orchestration and coordination that
results into the enactment of the two mechanisms into the Data Plane. Architectural and design considerations
are introduced to provide the final guidelines for the integrated deployment in the production environment.

© 6G-BRICKS 2023 Page |7
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2 Introduction

This document serves as a comprehensive overview of the final deployment of the ZTSF at the 6G-BRICKS facility,
and the secure interconnection of the Experimentation Plane, deployed at ISI/ATH, and the 6G sites (i.e., KUL
and EUR). This deliverable provides detailed insights into the deployment and configuration processes of the
ZTSF components, and how they are leveraged in the dynamic establishment of software-defined perimeters at
KUL. More specifically, the deliverable structure is as follows:

e Section 3 details the interconnection of the Experimentation Facility components with the underlying 6G
sites, facilitating remote experimentation workflows

e Section 4 contributes the latest details of the components at both the Control and Data planes of the
ZTSF, along with the steps required towards their deployment, configuration and validation.

2.1  Mapping 6G-BRICKS Outputs

The purpose of this section is to map 6G-BRICKS Grant Agreement commitments! within the formal Deliverable
and Task description, against the tasks’ respective outputs and work performed (as shown in Table 1).

Table 1: Adherence to 6G-BRICKS GA Deliverable & Tasks Descriptions

6G-BRICKS GA 6G-BRICKS GA -
. Respective Document AP
Component Component Outline Justification
. Chapter(s)
Title
DELIVERABLE

D5.4 End-to-end secure interconnection of the Facility Sites and setup of software-security perimeters

TASKS
e This task will
setup, configure
and deploy the 6G-
BRICKS ZTSF, The 6G-BBRICKS ZTSF, whose
involving the SDP deployment is detailed here, is
Task T5.3 Secure and VPNaa$S responsible for the secure
and trusted Besides, it will . interconnection of the facility.
. . Section 3
Interconnection interconnect the The end-to-end deployment of
of the platforms SDP Gateway and the ZTSF, which includes SDP and
the Security VPNaa$S components, is reported
Orchestrator with in Section 4

the SDP Controller
deployed at the
ISI/ATH site

L https://cordis.europa.eu/project/id/101096954
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e This task  will

configure and

interconnect the
Task T5.4 Experimentation
Interfacing of Facility Section 3 addresses  the
the components deployment of the
Experimentation * Furthermore, this Explerimentation Plane
Tools and task will undertake | Section 3, Section 4 components and their
Management the  deployment interconnection with the 6G sites
Plane with 6G and interfacing of (EUR, KUL)
sites the Management

Plane components

with the

respective testbed

facilities

2.2 Changes to second cycle

This is a second cycle deliverable, revisiting on the interfacing of the 6G-BRICKS facility Experimentation Plane
with the 6G sites (i.e, KUL and EUR) initially reported in D5.2. Moreover, this deliverable focuses on the end-to-
end deployment of the ZTSF for securing the 6G-BRICKS facility. In specific, the following changes are reported
in this second cycle version:

e Dry-run tests are not reported in this deliverable; component-level dry run tests, reported in D5.2, are
hereby removed. Instead, facility-level dry-run tests will be part of D5.5
e Section 3.2.1 was fully revised, reporting the new CFmMIMO remote xApps experimentation workflow
at KUL.
e Section 3.2.2 was added, reporting the remote compute continuum experimentation at KUL via the Pi-
Edge GUI.
e Section 4 now focuses on the facility-level (production) deployment of the ZTSF, whose control plane is
deployed at ISI/ATH and data plane at KUL
o Sections4.1.1-4.1.3 were added, reporting the deployment of the SIE, SDE and SO at the ISI/ATH
testbed to automate the setup of secure perimeters in accordance with user requirements.
o Section 4.2.1 reports on the VPNaa$S production deployment at KUL, after its initial deployment
and testing at 12CAT initially reported at D5.2
o Section 4.2.2 was updated to report the end-to-end deployment of the SDP solution, which is
now leveraged to control access to the pi-Edge service deployed at KUL. The initial version of the
deliverable was instead reporting the local deployment and testing of the SDP solution at
ISI/ATH.

© 6G-BRICKS 2023 Page |9
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3 Experimentation plane Interfacing with 6G sites

The 6G-BRICKS Experimentation Plane, deployed at the ISI/ATH testbed, acts as the entry point of experimenters
to the Facility. The portal allows experimenters to onboard xApps, providing access to device experimentation
(i.e., RIS and CFmMIMO devices). In the following, the interfacing of the experimentation plane with the
underlying 6G sites is further detailed, along with the supported interactions with experimenters.

3.1 Interfacing with the EUR testbed

With regards to the EUR testbed, experimenters may interact with the integration of RIS with OAIl and setup a
new experiment through the onboarding of an xApp. Moreover, they can interact with the DMO, which monitors
the infrastructure and informs experimenters of any potential anomalies. Both interactions are further detailed
in Section 5, where dry-run tests are contributed for the aforementioned workflows.

3.1.1 Remote experimentation via xApps

In the following, we present the remote experimentation functionality available through the graphical user
interface (GUI) of the EUR portal, which is embedded within the 6G-BRICKS portal as an iframe. The portal is a
key element of the facility, as it is the interface with verticals, experimenters and/or developers. The portal aims
to abstract the testbed components and devices (e.g., the RIS) by providing a high-level view service management
to the vertical/developer, i.e., to deploy and monitor applications and xApps.

Create a new experiment

In order to create a new experiment and deploy an xApp, the user must first create a slice, and upload the
Network Service Descriptor (NSD) containing the xApp docker image and all the required configuration for his

XApp.

Stepl: Uploading the NSD containing the xApp image

= Bui I d i ng Re usa bl e . myuserFirstName myuserLastName
BRECKS testbed Infrastructures 7

for validating Cloud-to-device

breakthrough technologies

A  Profile
88 Experiments
Dashboard New Running
dh  xApps
Creale Experiment - Upload NSD 2
Create Experiment - Upload NSD -
[J Repository
Create Experiment NSD Upload
T nations wi titute the trial
_
Let's Start with the experiment information
«]  SignOut

Figure 1: Upload NSD file and region of deployment (i.e., in which cluster among the available clusters).
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Step2: NSD validation

NSD File Validation

46d5-a1c7-1d5a1a5c8432"

plion": "gps-nb"

VALIDATE SCHEMA

Figure 2: NSD validation NSD file validation (detection of both semantic and syntax errors

Step3: NSD instantiation

= Build ing Reusable myuserFirstName myuserLastName
BRECKS testbed Infrastructures G

for validating Cloud-to-device
breakthrough technologies

A Profile
XApps
88 Experiments
Dashboard New Running
db xApps
Create Experiment - Upload NSD 2 Sign out
Create Experiment - Upload NSD SR
O Repository Create Experiment NSD Upload
_
Applications
<] SignOut gps-nb gps-st database

Figure 3: NSD instantiation
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3.1.2 Portal Interfacing with the DMO

The DMO, whose deployment at EUR was detailed in D5.1, orchestrates closed-loop components that monitor
the underlying infrastructure and provide Key Performance Indicators (KPIs) to the analytics and decision engine
components, which detect or predict anomalies and faults (see Figure 4). These anomalies are communicated to
the experimenter through the 6G-BRICKS portal, along with explanations of the anomaly. To this end, Al, XAl,
and MR techniques are leveraged within the closed-loop components.

6G-BRICKS Portal

A

l‘ l Decisions
Causes
DMO's Monitori Explanations
s nitoring DMO's Fault Manager
Manager
i
S S
NFVO! -«
Deploy Deploy ' Deploy
Update
configuration

Configure ;
Collector > ATD

H H
AI | XAI MR
Edge
Collectors

6G Infrastructure

Figure 4: DMO deployment in EUR and integration with the portal

3.1.2.1 DMO’s monitoring manager interfaces

Infrastructure monitoring involves the systematic collection of various metrics that reflect the status of the
infrastructure and the services or applications running on it. The DMO incorporates a highly scalable monitoring
system designed for rapid and reliable consumption of infrastructure metrics. Figure 5 provides a high-level
overview of its architecture and the set of internal components. The monitoring system provides three primary
interfaces:

e Monitoring Manager Interface: This is the primary interface used to enable monitoring per network
service.
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e Service Broker Interface: This interface allows external components (including the web portal and fault
management components) to access metrics related to a specific network service.

e Grafana Dashboard Interface: This interface visualizes the collected metrics and creates alerts in case of
any deviation in the infrastructure state.

To collect metrics for a network service, the monitoring system processes an instantiation request through its
exposed interfaces. It utilizes the NFVO to deploy a network service collector. The network service collector
gathers metrics from a metrics exporter, such as Prometheus, concerning the network functions and applications
deployed on the infrastructure. Subsequently, the network service collector forwards these metrics to the
network service Metrics Broker. The network service collector performs pre-processing on the metrics, including
aggregation and cleaning, before storing them in the Time Series Database and forwarding them to the Service
Metrics Broker for access by external entities. This system can support multiple types of services and applications
and can scale to accommodate many services deployed on the infrastructure.

6G-BRICKS Portal
Management Platform

DMO's Monitoring

Manager
KPI
Database

DMO's Fault Manager

-_,{ )191019 |ewaixy H:)

NFVO

( §§ kafka

Sub Service
Collector

p /- - Service Layer
S/ \\‘\.\ /; \m\\\ -
., ® =B .-
\\\ //
\‘-/ 6G Infrastructure

Figure 5: Deployment architecture of the Monitoring component

3.1.2.2 DMO’s Fault manager interfaces

The Fault Manager component at EUR orchestrates the Abnormal Traffic Detector (ATD) and Large Language
Models based Trial Fault Explanator (LLM-TFE), as detailed in D5.1. The mission of the ATD is to detect User
Equipment (UE) traffic-related anomalies within the CN technological domain, featuring the NWDAF. In contrast,
the LLM-TFE is responsible for detecting anomalies within the Cloud/Edge technological domain, featuring the
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Llama2 LLM to provide explanations to experimenters, via the System Portal. In addition to detecting anomalies
as stated in D5.1, the LLM-TFE has been updated to resolve anomalies by applying the recommendations of the
LLM.

3.2 Interfacing with the KUL testbed

With regards to the KUL 6G site, experimenters may interact with the Cognitive Continuum and the CFmMIMO
enablers. They can configure a new CFmMIMO experiment through an onboarded xApp, and can interact with
the Cognitive Compute continuum enabler through a GUI.

3.2.1  CF mMIMO xApps experimentation GUI

In the following, we present the remote CFmMIMO experimentation functionality, available through a graphical
user interface (GUI), which is embedded within the 6G-BRICKS ISI/ATH. The 6G-BRICKS unique xApps
experimentation workflow allows experimenters to fully control CFmMMIMO scheduler, which is remotely
deployed at the KUL 6G site, via xApps. Moreover, experimenters can remotely collect KPMs from the CF mMIMO
RAN (or optionally the RAN emulator) and monitor its performance. The GUI visualizes the KPM and performance
data in a graphical way, and makes them easily accessible by experimenters through the Portal. In specific, the
xApps experimentation and visualization workflows as as follows:

Stepl: Setting up xApps experimentation parameters

The xApps experimentation GUI (as shown in Figure 6) allows the experimenter to access currently deployed
xApps, and query the list of available Scheduling, Precoding and Clustering functions available. Moreover,
experimenters can further deploy their own xApps to control the CFmMIMO RAN with their own Scheduling,
Precoding and Clustering algorithms.

The resource allocation in the CF mMIMO RAN consists of three steps, each with several in-build algorithms,
which can be selected and cross-compared by experimenters though the GUI: Scheduling: Immediate, Delayed,
Precoding: Maximum-Ratio Transmission (MRT), Zero-Forcing (ZF), no precoding, Clustering: Heuristic SE, Max.
5 AP per UE-PRB, All APs, Strongest AP. The experimenter can choose between different Scheduling, Precoding
and Clustering functions during every reporting period.
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Chart type _ Chart style Chart duration (s) Chart size Scheduling Precoding _
- I' | UE position (m ~ | | Area v |5 - | Immediate v | |ZF v

UE position (m) Incomming traffic (Mbit/s)

P el 2 & & & T e e 70
b 50
] Ll - . L] L] . ] 50
. 40
H - R | RSP I | S I |
J 0 L) . . L . . L] 30
J a 20
[] . . *5 e . 1] L] 10
.
o ]
a 160 :56:43.9  0:56:449  0:56:45.9 056468 056479
Distance (m) Time {deci second)
< Traffic buffer (Mbitls) = Active TTls (%)
30 100
o0 -|-
25 80
20 ;g
D DA I (R S S | eos W T W "M
40
10 30
5 20
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o] o]
0561438 0:56:448  0:56:45.9 056468 056479 0561438 056:448  0:56:45.9 056468 056479
Time {(deci second) Time {(deci second)
x Scheduled UEs per TTI (1) x Scheduled UEs per active TTI {1)

Connection status: online xapp_id: 11 (1 active) Data duration: 41.2s Simulation speed: x0.3 Drawing time: 0.013 s

Figure 6: CF mMIMO RAN scheduler xApps experimentation through the 6G-BRICKS portal.

Step2: Performance evaluation via Grafana

An in-build KPM xApp (i.e., for Key Performance Measurements) subscribes to KPMs at all Active Cells (E2 nodes)
of the CF mMIMO RAN. The subscription concerns the KPMs measured per cell with an 1 second reporting period.
The KPMs reported every 1 second are stored in the database and displayed in the numerical format in the Near-
RT RIC GUI and graphical format in the Grafana based KPM xApp GUI. The Grafana KPM GUI is a browser-based
application available through the 6G-BRICKS portal. At the top of the dashboards, see Figure 7, the Active Cells
list displays cells configured by the connected E2 nodes. The Active Cell list allows for selecting cells for which
KPMs are displayed. The graphs of the dashboard display the KPMs in the time axis with 1 second resolution.
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Figure 7: Grafana dashboard with KPMs.

3.2.2 Compute continuum Experimentation

Compute Continuum Experimentation can be accessed either through its northbound API interface or its
Graphical User Interface (GUI). The first option, i.e. the API, is used by other 6G-BRICKS components, such as the
Edge-Cloud Continuum Manager (ECCM). Whereas, if an experimenter wants to directly access the KUL
infrastructure and manage services and resources there, they can use the available GUI. The general functions
that are available through both ways are:

e Management of services (PaaS and Service Functions)
o Deployment of services and the management of their instances
e Management of the infrastructure and its nodes

It should be noted here that there are 2 types of services in n-Edge, PaaS Services and Service Functions. Service
Functions are the smallest service "units" that can be installed in the cluster. Specifically, a Service Function
record contains information about the online repository where the image exists, its name, its type, the
application ports, information about when (auto-)scaling should be performed, the resources that are required,
as well as information on the required volumes and system parameters (environment parameters/variables).
Whereas a PaaS can refer to a combination of service functions. For each service function, the PaaS contains its
name, used as the identifier (to find it in the repository), and the necessary information needed for its successful
installation (volumes, values for environmental parameters, and autoscaling policy).

Since an experimenter interfacing with KUL testbed would prefer the GUI, in the next paragraphs we describe
how they can use it through examples.

First, the user should be registered and logged in to use the GUI. Then they can perform various actions, such as
the deployment of a PaaS service, as illustrated in the next figures.
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Figure 8 highlights the PaaS service that is deployed. This is comprised of 2 Service Functions, mec-bw-flask and
mongo-with-pvc.

()

admin_system_manager
n-Edge min_system_manag
# Home Paas$ Services £
& Services ~ -
Name $ Identifier $ ipti i i Version 3 Actions
& Service Functions
marievitest 6572068CN181170B01268d00 Az i§&S W
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Figure 8: PaaS Services in m-Edge, with the selected service highlighted

By clicking the first button in the Actions column, i.e. the “Deploy” icon, a pop-up form is shown (Figure 9), where
the user fills in the required parameters in order to instantiate the PaaS service. These parameters are:

e Instance Name: The name of the instance that will be deployed.

e Count Min / Count Max: The minimum and maximum number of instances that can be created for this
Paas Service.

e Location: Where to deploy the Paa$S Service (i.e. the node). If no location is defined, then the ECCM’s
optimization algorithm is called, which finds the optimal placement for the Service Functions and
instantiates them. Moreover, when the “Select locations per service function” is clicked, the user can
assign locations to each Service Function separately.

e Node ports: The ports that should open for the execution of the Service Functions. Each Service Function
has its ports defined, and on PaaS all the ports of all the Service Functions are shown.

e All node ports: When it is selected, all the Service Functions’ ports will be used. Otherwise, the user
should uncheck the radio box and edit the “Node ports” field. Users can either remove ports or modify
existing ones.

e Monitoring Services: When this is selected, the monitoring services (e.g. Grafana) are activated for the
specific instance. The URL where the user can graphically monitor the service (in our case it’s in a Grafana
environment) is included in the information model of the PaaS$ instance.

e Enable data space: If this is checked, then a connector service is added to this PaaS instance and
facilitates the data exchange. Usually, this value is false.
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Figure 9: Paas instantiation form in m-Edge

The form is filled in as shown in Figure 9 and, on submission, the PaaS service is deployed. In PaaS Instances page,
we can see the newly deployed service (Figure 10).
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Figure 10: PaasS Instances page in t-Edge
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We can also see the instances at the Infrastructure / Nodes page, where there is a nodes graph representing the
cluster. By hovering over the nodes, the user can see the Service Function instances and the PaaS$ instance they
are related to (see e.g. Figure 11).

locobot

@ Service Function :
PAAS Name:

® Service Function : der
PAAS Name

SimulatedRobot EdgeServer

Figure 11: Nodes graph in Nodes page in t-Edge
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4 Zero Trust Security Framework deployment for the establishment of
Software-Defined Perimeters

The Zero Trust (ZT) Security Framework (ZTSF) provides the security functionality to setup the trusted, isolated
environments for clients to access a protected backend service that is deployed in the testbed, adopting the
Software-Defined Perimeter (SDP) architecture [1]. This section details the end-to-end deployment and setup for
the ZTSF that allows the experimenter to reach protected endpoints at the 6G sites in a secure (isolated) and
trusted way. This section reports the deployment of all security and data plate elements of the ZTSF at the ISI/ATH
and KUL testbeds. The former hosts the experimenter and security control plane services, whereas the latter
hosts the security data plane services.

The ZTSF architecture features two planes: (i) the control plane, which retrieves intents, interprets these and
orchestrates the SDP environment by setting up and coordinating the identity management through the SDP
Controller, as well as deploying the ZT Security Mechanism (ZTSM) instances; and (ii) the data plane, which serve
the secured tunnel and fine-grained L7 access control of the client's data flow to access the protected backend
service. The flow of data across planes are shown in Figure 12. The control plane is deployed at the ISI/ATH
infrastructure, whereas the data plane is deployed at the KUL edge testbed.

ISIVATH site
Security Intent Security Decision
/ Engine Engine
Security ) SDP Controller
Portal Orchestrator (Keycloak)
~ -
~ .-~ KUL site
T K8s cluster
Istio Ingress Envoy Backend
W o .
VPNaas SDP Gateway service

Figure 12 data flows across ZT Security Control and Data planes

To achieve the end-to-end secure interconnection, the different components in these two planes were deployed
and integrated. An updated view of the deployed topology is given in Figure 13 along with the interactions across
the involved components in the ZTSF.
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Figure 13 Topology of the deployment across the Control (ISI/ATH) and Data (KUL) planes

The following sections document this work, with Section 4.1 reporting the deployment of the ZTSF Control plane,
and Section 4.2 summarising the deployment of the ZTSF Data plane.

4.1 Zero Trust Security Control Plane

The Zero Trust Security Control Plane gathers the required end-user information to swiftly handle the security of
the 6G-BRICKS platform. On the one hand, it receives requests from the operators through declarative intents;
through the Security Intent Engine (SIE) and Security Decision Engine (SDE). On the other hand, it uses some of
the client's data to perform fine-grained access control towards the backend protected service, through the
Security Orchestrator and the SDP Controller [2]. This section details the deployment of all Security Control plane
components, i.e., the SIE, SDE, SO and SDP controller at the ISI/ATH infrastructure.
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4.1.1  Security Intent Engine

The SIE component receives the operator’s requirements through the Intent-Driven Autonomous Networks [3]
(IDAN) intents from Telemanagement Forum (TMF), as described in D4.4. Specifically, SIE uses TMF 921 intents
[4] adapted to the security domain. The operator expresses in this way the security configuration needs for the
environments. These are used to guide the deployment and configuration of both the coordination and the
enactment of the security mechanisms in both the Software-Defined Perimeter (SDP) and the Zero Trust (ZT)
domains by configuring the SDP Controller, Gateway and the VPN-as-a-Service (VPNaaS).

Thus, SIE performs the actions of interpreting the provided TMF921 intents and translating these from the Terse
Triple Language (TTL) to JSON, in an internal representation later used by SDE. Listings 1 and 2 update Listings 1
and 2 from D4.2, structuring the requirements for the production integrated deployment.

@prefix cat: <http://operator.com/Catalog/> .

@prefix icm: <https://tmforum.org/1010/07/intent/> .

@prefix ope: <http://operator.com/Inventory/> .

@prefix sc_ns_net_I3: <http://operator.com/Categories/NS/L3/> .

ope:Ula icm:intent;

icm:hasExpectation ope:El

ope:Ela icm:DeliveryExpectation ;
icm:target _:service ;
icm:targetDescription cat:sc_ns:net:I3:tunnel;

icm:params ope:l1, ope:C1l, ope:C2, ope:C3, ope:C4, ope:P1, ope:P2, ope:P3, ope:P4 .

ope:lla  icm:PropertyParam;

sc_ns_net_I3:ldentity cat:vpn.edge.kul.6gbricks.eu
ope:Cla icm:PropertyParam;

sc_ns_net_I3:ConnectionSrc cat:vpn.edge.kul.6gbricks.eu
ope:C2a icm:PropertyParam;

sc_ns_net_I3:ConnectionDst cat:sdp.edge.kul.6gbricks.eu
ope:C3 a icm:PropertyParam ;

sc_ns_net_|3:ConnectionType cat:sc_ns:net:I3:tunnel
ope:C4a icm:PropertyParam ;

sc_ns_net_I3:TriggerEvent "so:event:actions-portal”

ope:Pl1a icm:PropertyParam;
sc_ns_net_I3:ParameterKey "tunnel-type" ;
sc_ns_net_|3:ParameterValue "vpn"

ope:P2a icm:PropertyParam;

sc_ns_net_I|3:ParameterKey " key-type-params” ;

sc_ns_net_I3:ParameterValue "ecdsa:secp384r1"

ope:P3a icm:PropertyParam;
sc_ns_net_I3:ParameterKey "auth-iam" ;
sc_ns_net_|3:ParameterValue cat:iam.platform.isi.6gbricks.eu

ope:P4a icm:PropertyParam;

© 6G-BRICKS 2023 Page | 22



http://operator.com/Catalog/
https://tmforum.org/1010/07/intent/
http://operator.com/Inventory/
http://operator.com/Categories/NS/L3/

D.5.4. End-to-end secure interconnection of the Facility Sites BR ECKS
and setup of software-security perimeters

sc_ns_net_I3:ParameterKey "auth-creds" ;
sc_ns_net_I3:ParameterValue "so:event:actions-portal:experimenter-id" .

Listing 1: Intent to deploy and configure the VPNaa$S

Some of the data required to deploy the VPNaaS is compiled in Listing 1. Such data covers the VPNaa$S Helm chart
configuration and the access and setup of the 6G-BRICKS centralised Identity and Access Management (IAM)
solution, as a Keycloak instance that is part of the SDP Controller. Other data, mainly infrastructure- and
virtualisation- related, are previously registered in the Security Orchestrator to consistently manage the ZTSF
orchestration. The VPNaaS intent contains the following fields:

e General properties:

o Identity of the VPNaaS service delivering the VPN instances.

o Originating domain, initiating the encrypted tunnel.

o Destination or termination point of the encrypted tunnel.

o Trigger for the intent enforcement. This references a Kafka topic that is part of the Security
Orchestrator, receiving notifications with information from the Portal.

e Specific properties:

o Type of tunnel.

o Type of generated key pairs and parameters to configure the key generation. The resulting key
pair can be of (i) the “ecdsa” type, using a specific Elliptic Curve algorithm; or be of (ii) “rsa” type,
parameterising its key size (in bits).

o Endpoint used for the authentication process, targeting the IAM for validation.

o Location of the credentials to request for the tunnel access, expressed as the attribute within
events at the topic indicated above.

With respect to D4.4, the TMF921 intent for VPNaaS was extended with (i) the integration of the authentication
process towards the centralised 6G-BRICKS IAM Keycloak solution, as part of the SDP Controller; and with (ii) the
inclusion of new key generation types, algorithms and sizes that resulted from its evaluation in production.

@prefix cat: <http://operator.com/Catalog/> .

@prefix icm: <https://tmforum.org/1010/07/intent/> .

@prefix ope: <http://operator.com/Inventory/> .

@prefix sc_ns_net_|7: <http://operator.com/Categories/NS/L7/> .

ope:Ula icm:intent;
icm:hasExpectation ope:E1.
ope:Ela icm:DeliveryExpectation ;
icm:target _:service;
icm:targetDescription cat:sc_ns:net:|7:gateway;
icm:params ope:l1, ope:C1l, ope:C2, ope:C3, ope:C4, ope:P1, ope:P2, ope:P3, ope:P4 .

ope:ll a icm:PropertyParam ;

sc_ns_net_I|7:ldentity cat:sdp.edge.kul.6gbricks.eu .
ope:Cla icm:PropertyParam;

sc_ns_net_I7:ConnectionSrc cat:sdp.edge.kul.6gbricks.eu .
ope:C2a icm:PropertyParam;

sc_ns_net_I7:ConnectionDst cat:piedge.edge.kul.6gbricks.eu .
ope:C3a icm:PropertyParam;

sc_ns_net_I7:ConnectionType cat:sc_ns:net:|7:gateway .
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ope:C4a icm:PropertyParam;
sc_ns_net_I|7:TriggerEvent "so:event:actions-portal” .

ope:Pla icm:PropertyParam;
sc_ns_net_l7:ParameterKey "allowed-roles" ;
sc_ns_net_|7:ParameterValue "researcher" .
ope:P2a icm:PropertyParam;
sc_ns_net_|7:ParameterKey "audience" ;
sc_ns_net_|7:ParameterValue "pi-edge-service" .
ope:P3a icm:PropertyParam;
sc_ns_net_|7:ParameterKey "auth-iam" ;
sc_ns_net_l|7:ParameterValue cat:iam.platform.isi.6gbricks.eu .
ope:P4a icm:PropertyParam;
sc_ns_net_l|7:ParameterKey "auth-creds" ;
sc_ns_net_|7:ParameterValue "so:event:actions-portal:experimenter-id" .

Listing 2: Intent to configure the SDP Controller and Gateway

The configuration required to setup the SDP environment is in Listing 2. The data here provided covers the access
and setup of the IAM solution, for the SDP Controller, and the setup of the specific Istio Custom Resource
Definition (CRD) objects, namely the AuthorizationPolicy and RequestAuthentication. The SDP intent contains the
following fields:
e General properties:
o Identity of the SDP service delivering the protection of protected backend resource.
o Originating domain, initiating the fine-grained access control.
o Destination or termination point of the protection.
o Trigger for the intent enforcement. As above, this is initiated by events in a Kafka topic that is
part of the Security Orchestrator, which receives notifications from the Portal.
e Specific properties:
o Roles allowed to access the backend app, as part of the AuthorizationPolicy object.
o Audience, or name of the protected backend app, that is protected by SDP. This is part of both
the AuthorizationPolicy and RequestAuthentication objects.
o Endpoint used for the Identity and Access Management (IAM) process.
o Location of the credentials to request for the SDP interaction, expressed as the attribute within
events at the topic indicated above.

With respect to D4.4, the SDP TMF921 intent was modified with (i) the integration of the authentication process
towards the central IAM, as part of the SDP Controller; and with (ii) the switch to specific labels for e.g. roles,
rather than specific identities.

Prerequisites
Before deploying the SIE, the following prerequisites must be met:

e Deploy SO beforehand.
e Use the same environment as SO, with its prerequisites.

The component comes pre-configured, so there is no need for specific modifications.
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Deployment

SIE is deployed by adding one external network and running the Docker compose on its file (Listing 3).

docker network create sie-core
docker compose up -d

Listing 3: Deployment of the SIE component

Accessing the component

e Use cURL or a browser to reach http://localhost:51000/api/v1/docs.

Verification and testing

e Review the Docker logs and monitor these for errors or warnings in the component.

e Register an intent by submitting the intent from Listings 1 or 2 using a POST method to
http://localhost:51000/api/v1/sie/intent with Content-Type set to “application/json”.

e Retrieve the existing intent by requesting via GET method the content from
http://localhost:51000/api/vl/sie/intent. In the generated structure, under the 1 element of the list
given under “intent”, the “status” key should be set to “EVALUATING”, whereas “enabled” should be
True and “enforced” should be False. It should also contain a substructure named "translation" with the
internal structure that will be used by SDE.

4.1.2 Security Decision Engine

The SDE component receives from SIE the translated intents, as internal structures. These have initial policies to
be enacted on the Security Data Plane. SDE analyses their feasibility and adequacy, sorting and filtering such
structures; and resulting into single or multiple alternative policies. Upon receiving the triggering event that
signals the setup of the security mechanisms per tenant, the Security Orchestrator extracts the relevant selected
policies to be applied per mechanism (i.e. VPNaaS, SDP environment).

Prerequisites
Before deploying the SDE, the following prerequisites must be met:

e Deploy SO beforehand.
e Use the same environment as SIE and SO, with the latter’s prerequisites.

The component comes pre-configured, so there is no need for specific modifications.
Deployment

SDE is deployed by adding one external network and running the Docker compose on its file (Listing 4).

docker network create sde-core
docker compose up -d

Listing 4: Deployment of the SDE component

Accessing the component

e Use cURL or a browser to reach http://localhost:51001/api/v1/docs.
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Verification and testing

4.1.3

Review the Docker logs and monitor these for errors or warnings in the component.

Upon verification and testing from the SIE component, ensure existence of data (i.e. alternative policies)
by sending a request with a GET method towards http://localhost:51001/api/v1/sde/policy-alternative.
The resulting structure should contain a list under “internal-struct” that, in its 1°t element, should match
“intstruct_id” with that referenced in the previous GET result from SIE.

Security Orchestrator

The Security Orchestrator (SO) receives the orchestration and coordination requests from SDE. Besides, it
aggregates this information with that of the involved clients that are to access the backend protected service.

With this, the SO provides two main interactions in terms of configuring access to the client:

1.

Enact the VPNaaS deployment in the data plane. To that end, it interacts with Helm chart and the edge
K8s instance to appropriately configure the Helm’s values’ file with the desired setup (i.e. the key
generation algorithm and related parameters) for the OpenVPN tunnel.

Configure the SDP Controller to setup necessary abstractions. This is done for its Keycloak (e.g. client,
user), as well as the Istio Custom Resource Definition (CRD) objects, namely the AuthorizationPolicy and
RequestAuthentication.

Prerequisites

Before deploying the SO, the following prerequisites must be met:

A Virtual Machine running a Debian-, POSIX- based OS with 2-4 vCPUs and 6-8 GB RAM.

The account used to deploy must have permission to run Docker containers on the machine.

The code must be cloned from the internal ZTSF/SO repository and placed in the machine.

Basic knowledge of command-line operations.

Adequate configuration to integrate with other ZTSF components and towards the Data Plane.
Network access to download Docker images and related dependencies

Docker and Docker Compose are installed on the server.

Adequate system resources: At least 6 GB of RAM and 30 GB of disk space.

Network configuration with reachability towards other ZTSF components in the Control Plane and
towards the Data Plane for mechanism enactment.

At the ISI/ATH Control Plane, the deployment of the SO stack is carried out through multiple Docker Compose
steps, each per internal modules. In particular, the involved modules are the Data Processing Layer (DPL) with
MongoDB for persistence and Kafka broker for notifications, the Configuration (CFG) to act as central repository
of internal abstractions, the Package (PKG) and Life-Cycle Management (LCM) to handle the registration of Helm
chart apps in the internal ChartMuseum instance and its subsequent life-cycle management through Helm, the

Authentication and Authorisation Control (AAC) to interface against either a bundled or remote Keycloak, and
the API, providing a unifying API to serve all available functionality. This approach provides a self-contained,
modaular, configurable, scalable and easily reproducible environment.

Configuration
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Once the SO code is cloned, a subset of its configuration files must be adapted. A comprehensive list can be
found in D5.2 (section 3.4.3). Two files must be configured in this case: “aac.yaml!” and “so.yaml”.

aac:
enabled: true

db:
user: so
password: keycloak

keycloak:
realm: portal
user: secadmin
password: <password>
admin-user: secadmin
admin-password: <password>
grant-type: password
admin-client-id: admin-cli
client-id: ztsf-so-api
protocol: https
server: auth-6gbricks.dedyn.io
port: 80
port-secured: 8443
verify-ssl: False

Listing 5: Configuration of the AAC module within SO (“aac.yaml”)

The “aac.yaml” requires modifying values under “.keycloak” to fill the values that enable the integration with the
Keycloak instance (as SDP Controller). This is shown in Listing 5.

so:
ip: 10.0.1.1

events:
active: true

topics:

actions-portal: portal-notifications

Listing 6: Configuration of general values on SO, e.g. timings and events (“so.yaml|”)

Ill

The “so.yaml” must have the value “.so.ip” configured to the IP of the hosting environment that will be exposed
to other ZTSF components. Note that this value does not necessarily require an external IP. It also requires
configuring the expected Kafka topics to receive notifications from clients, such as the Portal. An example is

described in Listing 6.

tenancy:
external-polling:
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enabled: true
topic: portal.experimenters
default:
name: 6gbricks
realm: x509
client: sie
tenants:
- name: 6gbricks
realm:
name: portal
require-ssl-from: "all"
clients:
- client:
id: sie
public-client: False
authentication-flows:
- "Standard flow"
- "Direct access grants"
- "Service accounts role"
- "OAuth 2.0 Device Authorization Grant"
credentials:
client-authenticator: "client-x509"
allow-regex-pattern-comparison: True
subject-dn: "(.?)CN=(.)client(.).s0.6g-bricks.eu(.?)(?:S)"

users:

- user:
name: sie

- user:
name: sde

Listing 7: Configuration for cross-module tenants within SO (“tenancy.yaml”)

Besides, the “tenancy.yaml” can be further configured to automate the creation of resources in Keycloak to tailor
authentication for other ZTSF-related clients. The example in Listing 8 is an excerpt that involves both (i) the
potential configuration to externally poll from some external Kafka broker posting announcement on e.g. new
experimenters; and (ii) generate the clients and users in Keycloak related to each client that should be
authenticated to each other as part of an mTLS workflow. In this case, this would also require setting the
“.security.mtls-enabled” flag to True in “api.yaml”. An example can be found in D5.2.

Deployment

Each module from SO has its own Docker compose, bundled within scripts to facilitate and automate the
deployment. The operator can select the deployment of all (default, no parameters) or selected modules from
SO. D5.2 provides examples of both cases, whereas Listing 8 shows the minimal selected modules.

cd docker
./docker-deploy.sh -s dpl
./docker-deploy.sh -s cfg
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./docker-deploy.sh -s pkg
./docker-deploy.sh -s Icm
./docker-deploy.sh -s aac
./docker-deploy.sh -s api
./docker-deploy.sh -s aac

Listing 8: Deployment of selected modules of the SO
Accessing the component

e Open a web browser and navigate to https://<reachable_ip>:50000/api/v2/docs
e Log in with adequate credentials, which can be any password-enabled client in Keycloak or, if mTLS was
configured, it would be the generated X509 certificate.

Verification and testing

e Review the Docker logs and monitor these for errors or warnings in the modules.
e After authentication, ensure the existence of data (e.g. tenants in CFG), and the possibility of enacting
operations (e.g. onboarding the VPNaa$S Helm chart in PKG).

4.1.4 SDP Controller

The SDP Controller leverages Keycloak to provide secure authentication and authorization functionalities. As part
of the integration process at ISI/ATH, Keycloak was deployed using Docker and Docker Compose to ensure a
modular, reproducible, and easily maintainable setup.

This section outlines the steps taken for the deployment and configuration of the Keycloak service in the context
of the SDP Controller integration.

Prerequisites
Before deploying Keycloak, ensure the following prerequisites are met:

e A machine running a Linux-based OS (Ubuntu, CentQS, etc.) or Windows/MacOS with Docker and Docker
Compose installed.

e Access to account with permission to run docker containers on the machine.

e Clone access to 6G-BRICKS SDP Controller repository on GitHub

e Basic knowledge of command-line operations.

Network access to download Docker images and related dependencies

Docker and Docker Compose are installed on the server.

Adequate system resources: At least 6 GB of RAM and 30 GB of disk space.

Network configuration with availability of external IP address and domain name.

e Apache proxy with SSL termination

e A PostgreSQL database server, deployed locally within the same Docker Compose environment, to serve
as Keycloak’s persistence layer.

At ISI/ATH, the deployment of Keycloak was carried out as part of a Docker Compose setup that includes both
the Keycloak service and its supporting PostgreSQL database. This approach provides a self-contained, scalable,
and easily reproducible environment.

Apache web server installed on the deployment server serves as ingress/reverse proxy with SSL termination.
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<IfModule mod_ssl.c>
<VirtualHost *:443>
ServerName auth-6gbricks.dedyn.io

<Location />
Require all granted
</Location>

ProxyPreserveHost On
ProxyRequests Off

SSLProxyEngine On

SSLProxyCheckPeerCN on
SSLProxyCheckPeerExpire on

RequestHeader set X-Forwarded-Proto "https"
RequestHeader set X-Forwarded-Port "443"
RequestHeader unset X-Forwarded-For
RequestHeader unset X-Forwarded-Host
RequestHeader unset Forwarded

ProxyPass / http://127.0.0.1:8080/
ProxyPassReverse / http://127.0.0.1:8080/

Include /etc/letsencrypt/options-ssl-apache.conf

ErrorLog /var/log/apache2/auth-6gbricks.dedyn.io.error_log
CustomLog /var/log/apache2/auth-6gbricks.dedyn.io.access_log common

SSLCertificateFile /etc/letsencrypt/live/auth-6gbricks.dedyn.io/fullchain.pem
SSLCertificateKeyFile /etc/letsencrypt/live/auth-6gbricks.dedyn.io/privkey.pem
</VirtualHost>
</IfModule>

Listing 9: Apache proxy and SSL termination config

The deployment process includes the following steps:

Cloning the Repository
Begin by cloning the 6G-BRICKS SDP Controller repository from GitHub:

git clone https://github.com/SMARTECH-ISI-Athena/6G-BRICKS-SDP-Controller.git
cd 6G-BRICKS-SDP-Controller

Listing 10: Clone 6G-BRICKS SDP Controller repository

Setting Up Environment Variables
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The Keycloak SDP Controller requires specific environment variables to be set. Create a .env file in the root
directory of your cloned repository and add the necessary variables such as database credentials, Keycloak
configuration, and import paths.

# Database configuration
POSTGRES_DB=keycloak
POSTGRES_USER=keycloak
POSTGRES_PASSWORD=<password>

# Keycloak admin user configuration
KEYCLOAK_USER=admin
KEYCLOAK_PASSWORD=<admin>
KEYCLOAK_URL="https://auth-6gbricks.dedyn.io”
Listing 11: .env file

Running Docker Containers

Start the Docker containers using Docker Compose. This command initializes and starts all services defined in the
docker-compose.yml file:

docker-compose up -d

Listing 12: Start docker containers

The -d flag runs the containers in detached mode.
Access Keycloak Admin Console

e Open a web browser and navigate to https://auth-6gbricks.dedyn.io
e Log in with the admin credentials (admin/<pass>).
e Configure any additional realm settings, clients, roles and users if needed

Verification and Testing

o Verify the Keycloak service is running correctly by accessing the Admin Console.
e Test the authentication flow with a sample application to ensure proper integration.
e Monitor logs for any errors or warnings:

docker-compose ps
docker-compose logs [-f] [<service_name>]
docker stats [<container_name_or_id>...]
Listing 13: Monitoring and Logs

Replace the optional arguments <service_name> with the name of the specific service and
<container_name_or_id> with the name or ID of the specific container you want to monitor.

4.2 Zero Trust Security Data Plane

6G-BRICKS presents two Zero Trust Security Mechanisms (ZTSM) at the data plane: the VPN-as-a-Service
(VPNaaS) and the SDP Gateway. These mechanisms support the secure authentication and authorization for
incoming requests, specifically targeting access control for testbed services (e.g.,, Compute Continuum
experimentation). The overall goal is to ensure secure multitenant access for authenticated experimenters, with
authorization policies enforcing appropriate access rights.
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The combined workflow for the two ZTSM instances is expressed below.

1. Experimenter Access:

a. The experimenter starts by accessing the Portal.

b. The connection is established via VPNaa$, which provides an additional layer of security.

c. The Portal acts as a single entry point, managing incoming requests and initiating authentication
mechanisms.

2. JWT Authentication:

a. Upon request, the experimenter receives a JWT from the Keycloak instance, used as a token to
verify their identity.

b. ThisJWTis validated in every ZTSM element, i.e. in both VPNaa$S and SDP Gateway. For instance,
all traffic entering through the Istio Gateway is terminated using mutual TLS (mTLS) and checked
for a valid JWT.

3. Envoy Sidecar and Service Access:

a. Each service (Service A and Service B) is protected by an Envoy sidecar.

b. The sidecars are responsible for verifying the JWT by checking its validity, signature, and claims
with Keycloak.

c. Istio AuthorizationPolicy is configured to enforce fine-grained authorization.

4. Authorization Policies:

a. Administrators use the SDP Controller interface to create, modify, and manage authorization
policies that determine who can access which services and under what conditions.

b. These policies validate not only the JWT itself but also specific claims, such as audience (aud)
and issuer, ensuring only valid, authorized requests can proceed to interact with the respective
services.

c. The Istiod component receives these policies from SDP Controller and pushes the configuration
updates to the relevant Envoy sidecars as needed.

In the following sub-sections, the deployment of VPNaaS and SDP gateway security mechanisms is further
detailed.

4.2.1 VPNaaS
VPNaaS is a cloud-native function, deployed from a Kubernetes Helm chart, which delivers the base functionality
from the OpenVPN Community Edition and extends it with the integration to the 6G-BRICKS IAM tool, Keycloak.

This combination provides on-demand, isolated secured connections to the experimenters after these are
authenticated in Keycloak.

The latest architecture and design are given here, along with the deployment considerations. The outcomes of
the VPNaaS$ evaluation in production will be provided in the D5.5 document.
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4.2.1.1 Deployment Architecture and component interactions

The VPNaaS internals and the interactions with the Portal (Experimenter Plane), Security Orchestrator and SDP
Controller (Security Control Plane) and the SDP Gateway itself (Security Data Plane) are shown in Figure 14.

ISI/ATH

Experimenter Plane Security Control Plane
m Security Orchestrator M SDP Controller .

/‘8‘ Experimenter

/h-/ ...~ Security Data Plane Ko

D (e e

' @’ e HTTP inspection &
authorisation

Figure 14: VPNaas internals and interactions with components across planes

As an iteration to the work presented in D4.4, the VPNaaS Helm chart was parameterised to better tune it to
edge environments (used in production, with a microk8s cluster); and for more flexibility in its configuration. To
that end, VPNaa$S can work now in two different working modes (i.e. selecting two different ways to generate
the pair of keys used to establish the secure channel); and its Helm chart provides configurable parameters
related to the established security and behaviour of the tunnel:

1. First, the default OpenVPN deployment was used, which leverages the Diffie-Hellman key exchange to
generate the required symmetric Rivest-Shamir-Adleman (RSA) cryptographic keys.

2. Secondly, after evaluating results in the edge production environment and identifying limitations,
VPNaa$S was extended to work with different Elliptic Curve (EC) algorithms, generating ECDSA keys [5].

ISIATH site KUL site
: Keycloak . ' Istio Ingress Envoy
nuthenticat > - > —TWT validated—p
uinemieate SDP Controller JWT issued VPNaas v SDP Gateway

Figure 15: authentication flow for experimenter connecting to the tested (KUL site)

The flow of authentication for the user connecting to the testbed is depicted in Error! Reference source not
found..

4.2.1.2 Deployment

The two working modes resulted into new parameters that can be configured at boot time and modified at run
time (generating a new Helm release).
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image:
repository: <repository>/openvpn-6gbricks
tag:1.1.0
pullPolicy: IfNotPresent

keycloak:
tokenEndpoint: http[s]://<host>:<port>/realms/<realm>/protocol/openid-connect/token
introspectEndpoint: http[s]://<host>:<port>/realms/<realm>/protocol/openid-connect/token/introspect
clientld: <client-id>
clientSecret: <client-secret>

openvpn:

dhcpOptionDomain: true
redirectGateway: true
security:
encryption:
rsa:
enabled: false
diffieHellmanBits: 2048
ec:
enabled: true
curve: "secp384rl"

Listing 14: Excerpt of the content of values.yaml for the VPNaaS Helm chart

III

Listing 14 provides an excerpt of the most important parameters in the Helm chart’s “values.yaml” file, tending
to both (i) JSON Web Token (JWT) validation and (ii) configuration of the type of key pairs in use and their degree
of security.

In this regard, it introduces novelties with respect to its counterpart in D4.4 (Listing 3), as the new section
“openvpn.security” is now added to incorporate two working modes (RSA and EC) for VPNaaS. One mode must
always be active, and default values are provided in case none is overridden at deployment time.

In particular, the RSA mode allows any number of bits for the generated key, and it was tested for 512, 1024 and
2048 bits; leaving 2048 bits by default. The EC mode was tested with four algorithms (or NIST/SECG curves of a
given number of bits as prime field); setting “secp384r1” as default due to its better performance. These values
are also used as conditions in the “configmap.yaml|” template file, which encodes the logic used by OpenVPN to
adequately select the setup in the scripts and the directives in the OpenVPN configuration file.

4.2.2 Software-Defined Perimeter establishment at ISI and KUL

4.2.2.1 Architecture

In the context of secure interconnection between 6G-BRICKS facility sites, a Software-Defined Perimeter (SDP)
has been established between ISI and KUL. This configuration enables controlled and authenticated access to
the Pi-Edge service, utilizing:
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e an SDP Controller deployed at ISI/ATH, and
e an SDP Gateway deployed at KUL, co-located with the Pi-Edge Service.

The SDP Gateway is implemented using Istio as the service mesh, providing a secure and controlled pathway for
managing access to backend services. The key components of the implementation are shown in Figure 16 involve
a combination of the Portal, VPNaaS$, Envoy sidecars, Istiod, and SDP Controller (Keycloak).
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Figure 16: SDP Gateway Authentication Architecture

This setup enforces zero-trust principles by ensuring that only authenticated and authorized entities—validated
dynamically by the controller—can access the services protected behind the SDP gateway.

The SDP architecture integrates existing security components as follows:

e ISI/ATH hosts the Keycloak Identity Provider, which is part of the SDP Controller and responsible for
authenticating users and issuing secure tokens (JWT). Keycloak enforces identity federation, supports
role-based access control (RBAC), and provides fine-grained authorization capabilities for service
consumption via claims embedded in the token (roles, scopes, and audience).

¢ KUL deploys the Envoy proxy, integrated with the SDP Gateway, to enforce access policies and forward
validated requests to the Pi-Edge services. Envoy, deployed as part of the Istio ingress gateway, acts as
a secure entry point that validates incoming tokens, applies routing rules, and ensures only authorized
traffic reaches internal services. Token-based authorization is reinforced by Istio’s AuthorizationPolicy
constructs, allowing the definition of fine-grained access policies based on user claims or request
metadata.

The figure below illustrates the flow of authentication and secure access across the SDP:
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ISI/ATH Site KUL Site
. Keycloak Istio Ingress Envoy — ICOM
-Authenticate— JWT Token— ——Token Validati
Jenteae > SDP Controller s > SDP Gateway skenValidation—- Pi-Edge Services

Figure 17: Flow of authentication and secure access across the SDP

A user authenticates with Keycloak (SDP Controller) at the ISl site.

Upon successful authentication, a JWT token is issued.

The token is sent along with the request to Envoy, deployed as an Istio ingress gateway at the KUL site.
Envoy, integrated with the SDP Gateway, validates the token.

If valid, the request is securely forwarded to ICOM’s Pi-Edge Service.

vk wNeE

4.2.2.2 Deployment

Example AuthorizationPolicy in Istio enforced by Envoy Proxy:

apiVersion: security.istio.io/vlbetal
kind: AuthorizationPolicy
metadata:
name: allow-researchers-to-pi-edge
spec:
selector:
matchLabels:
app: pi-edge-service
action: ALLOW
rules:
- from:
- source:
requestPrincipals: ["https://auth-6gbricks.dedyn.io/realms/portal/*"]
when:
- key: request.auth.claims[roles]
values: ["researcher"]
- key: request.auth.claims[aud]
values: ["pi-edge-service"]

Listing 15: Example AuthorizationPolicy in Istio enforced by Envoy Proxy

The above policy allows only users with the researcher role and a token explicitly intended for the pi-edge-service
to access the service. It protects against misuse of tokens across services or domains.

The described solution realizes an end-to-end, software-based security perimeter across organizational domains,
combining federated identity and dynamic policy enforcement. It guarantees that all access to backend services
is strictly governed by a unified identity and access control framework, and lays the foundation for scalable,
secure, and seamless multi-site experimentation in the 6G-BRICKS ecosystem.
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5 Conclusions

This deliverable has reported the interfacing of the 6G-BRICKS Experimentation Plane, deployed at ISI/ATH, with
the KUL and EUR 6G sites. Moreover, it has reported the deployment of the Zero Trust Security Framework (ZTSF)
at the 6G-BRICKS facility. The approach, based on a Software-Defined Perimeter (SDP) deployment, has ensured
that experimenters can access protected backend services securely and with a high degree of granularity.
Moreover, the integration of the Experimentation Plane, with its role as the gateway for onboarding xApps and
managing device experimentation, has been clearly defined along with its interaction with the underlying 6G
sites and the DMO infrastructure. Furthermore, the detailed deployment instructions and facility-level
configuration guidelines for ZTSF components were reported. Overall, the deliverable reinforces the confidence
in adopting a Zero Trust approach within next-generation network infrastructures, detailing both the technical
and operational aspects necessary for successful experimentation and secure service delivery.
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