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1 Executive Summary 

This final version deliverable contributes the final architecture and design of the end-to-end Zero-Trust Security 

Framework (ZTSF) devised as part of the 6G-BRICKS project (T4.4 “Zero-trust security as a service”), along with 

details on the Zero-Trust Security Framework deployment at the 6G-BRICKS testbeds for evaluation. 

The ZTSF framework builds on top of a cloud-based, Software-Defined Networking (SDN) approach to deliver 

Security-as-a-Service through the provisioning and coordination of the deployment and configuration of security 

services. An introduction to the Zero Trust (ZT) approach and its adoption through specific implementations and 

security mechanisms was first documented in D4.2 [1], i.e., the initial version of the deliverable of T4.4. 

The architecture and design for ZTSF are defined after motivating the specific adoption in the project. Here, the 

ZTSF seeks to protect some of the infrastructure resources exposed to the experimenters. This can be achieved 

with a more fine-grained approach to authentication, authorisation and network segmentation for the exposed 

services in the testbeds, such as the endpoints in the Application Programming Interface (API) layer of any 

Backend service. The architecture and design are presented for the ZTSF, placing it as part of the project 

architecture and stating its internal reference points and interactions. Low-level details on the internal building 

blocks’ behaviour and content are described in this first section. In particular, the ZTSF consists of components 

delivering logic at both the security control and data planes to orchestrate the ZT Security Mechanism (ZTSM) 

instances at the data plane. The ZTSF components running at the security control plane are the (i) Security 

Interpretation Engine (SIE) and Security Decision Engine (SDE) to interpret and evaluate the security intents and 

needs; (ii) the Security Orchestrator (SO) and (iii) the SDP Controller. These two latter enact security actions 

related to ZTSM in the data plane. The ZTSM components, on the other hand, are (i) the Software-Defined 

Perimeter (SDP) Gateway and (ii) the Virtual Private Network (VPN)-as-a-Service (VPNaaS). An updated 

description is contributed for all these components, detailing their overall security lifecycle from the ingestion of 

the security requirements through intents, their internal translation and mapping to the specific mechanisms 

and setup, and the orchestration and enactment of actions through selected ZTSF instances. 

After detailing the ZTSF design, this deliverable offers technical details on how the ZTSF is deployed in the 

testbeds. Moreover, performance tests of VPNaaS and SDP components are also offered, ahead of their end-to-

end integration and dry-run testing in D4.5. To this end, local tests are implemented by ISI and i2CAT to quantify 

processing times, token generation times, and response times of the respective components. 
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2 Introduction 

6G-BRICKS requires adherence to security best practices in order to secure the testbed resources primarily from 

third-party experimenters that may prove untrustworthy. The project proposed the introduction of Zero Trust 

principles [2] to provide more stringent access control to these services and resources offering programmatic 

logic from the experimental infrastructures. 

The reader of this deliverable will gain insights into the following main objectives: 

 the overall idea and architecture of ZTSF as one of the pillars of the project; 

 the internal logic of the Zero Trust building blocks in the control plane to capture security requirements 

and select how to enact these in the experimenting plane; 

 the interactions (and their motivation) between the ZTSF building blocks at both the control and 

experimenting planes and the rest of the architectural platform; and 

 the performance and overheads incurred by Zero Trust mechanisms, as they secure components and 

isolate connections. 

 

2.1 Mapping 6G-BRICKS Outputs 

The purpose of this section is to map 6G-BRICKS Grant Agreement commitments1 within the formal Deliverable 

and Task description, against the tasks’ respective outputs and work performed (as shown in Table 1). 

Table 1: Adherence to 6G-BRICKS GA Deliverable & Tasks Descriptions 

6G-BRICKS GA 
Component 

Title 

6G-BRICKS GA Component Outline Respective 
Document 
Chapter(s) 

Justification 

DELIVERABLE  

This D4.4 provides a public report on the Experimentation facility end-to-end security framework and zero-
trust Establishment. 

TASKS    

Task 4.4 

Zero-trust 
security as a 
service 

1. Security intents for Zero Trust 
establishment and translation to 
policies to enact and configure the 
ZTSM instances through the SO and 
SDP Controller. 

2. Security orchestration of Zero 
Trust mechanisms: VPNaaS and SDP 
Gateway. 

Section 3 

Section 4 

The first part of the deliverable 
showcases the resulting 
architecture and design to input 
security requirements to ZTSF and 
interpret these internally to 
orchestrate the security and trust 
mechanisms. It also delivers the 
descriptions and reasoning for the 

                                                             
1 https://cordis.europa.eu/project/id/101096954 
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logic and its internal interactions 
within the software components. 

The second and final part of the 
deliverable reports the 
configuration, deployment and 
performance testing of all ZTSF and 
ZTSM components. 

 

2.2 Deliverable Overview and Report Structure 

In particular, the aforementioned objectives are covered in the upcoming two Sections: 

 Section 3 describes the means to obtain and translate the security requirements into internal policies, 
used to coordinate or orchestrate the deployment and configuration of ZTSM (VPNaaS and SDP Gateway) 
in the experimenting infrastructure. Moreover, this section updates the design of all security framework 
components (i.e., SO, VPNaaS, SDP), first introduced in the initial version D4.2. 

 Section 4 offers technical details on how the ZTSF is deployed in the testbeds for local validation testing. 
Moreover, performance tests of VPNaaS and SDP components are reported, to quantify processing 
times, token generation times and response times of the respective components. 

Further details about the report structure and its differences with the initial version deliverable are reported in 
the follow-up Section 2.3. 

2.3 Advancements with respect to deliverable D4.2 

This final version deliverable contributes the final architecture and design of the end-to-end ZTSF and its involved 

components, first documented in D4.2, i.e., the initial version of the deliverable related to T4.4. In this final 

version deliverable, the following contributions are advanced compared to D4.2: 

 Added content: 

o Sections 3.2 to 3.4 introduce additional implementation details for all security framework 

components not included in the initial version D4.2. 

o Section 4 “Zero Trust Security Framework deployment and evaluation” is a new section which was 

added to incorporate deployment instructions and evaluation of the components of the security 

framework in local and pro-production environments. 

 Changed content: 

o Section 3.1 describes an updated architecture for the security framework. 

o Sections 3.2 to 3.4 update the design of all security framework components. As a particular example, 

Sections 3.2.1 and 3.2.2 redistribute the different processing stages applied to the policies. 

 Removed content: 

o Subsections 3.13.1 “Introduction to Zero Trust and Software-Defined Perimeters (SDP)” and 3.2 

“Zero Trust adoption in the 6G-BRICKS architecture” from D4.2 were removed as these provided a 

general overview as well as the introduction and mapping to the ZT architecture and SDP 

specification; which have not changed over the course of the project. 
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3 Zero Trust Security Framework design and implementation 
3.1 Zero trust in 6G-BRICKS 

The Zero Trust (ZT) architecture [3], as standardized by the National Institute of Standards and Technology  

(NIST), is adopted in the 6G-BRICKS project through means of the SDP specification [4] from the Cloud Security 

Alliance (CSA). An introduction to their motivations and architectural components can be found in deliverable 

D4.2, section 3.1. 

The ZT and SDP adoption for the project is also described in D4.2, section 3.2; where the Zero Trust Security 

Framework (ZTSF) is positioned as part of the overall 6G-BRICKS platform and its components are introduced. 

Figure 1 depicts such placement in a high-level manner on top of the 6G-BRICKS platform, where the ZTSF 

components are colored in pink. 

 

Figure 1: Architecture of the 6G-BRICKS platform with the highlighted integration of ZTSF  
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On the other hand, D4.2 (section 3.2) also provides a mapping of both ZT and SDP to the architectural 

components from the 6G-BRICKS ZTSF. Figure 2 in this deliverable provides an updated version of such mapping. 

 

Figure 2: Mapping between architectural components from 6G-BRICKS with roles (ZT) and entities (SDP) 

The ZTSF clearly separates its layers into the Security (i) Control and (ii) Data planes; where its components 

provide differentiated logic. The former layer, located at the upper part of the architecture, interacts with the 

end-users and tackles decision, orchestration and control; thus, acting as a Policy Decision Point (PDP). The latter 

is located at the bottom of the architecture and conveys the security decisions from the control plane to be 

enforced by the security mechanisms, playing the role of the Policy Enforcement Point (PEP). These are the ZTSF 

components, according to its layer: 

Security Control Plane 

 The SIE and SDE components acquire and interpret the security high-level requirements (intents) first 

given by the testbed operator, deciding on the orchestration and configuration actions to be 

communicated to the orchestrating components to enact actionable policies. 

 The SO component, which receives the security policies and orchestrates the low-level actions 

towards the involved components (i.e. the SDP Controller at the Security Control Plane and the K8s 

edge node at the Security Data Plane) to deploy the VPNaaS and configure the SDP Gateway instances. 

 The SDP Controller, a component that authenticates and authorises the experimenter’s SDP Client, 

acting as the Initiating Host (IH); by interacting with other platform’s components (like the Keycloak2 

IAM) and decides on whether such connection is granted, denied or revoked through the SDP 

Gateway, acting as SDP Accepting Host (AH). These decisions on the secured connectivity are enforced 

by components in the security data plane. 

                                                             
2 https://www.keycloak.org/ 
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Security Data Plane 

 The VPNaaS, establishing an on-demand trusted channel to each accessing experimenter or tenant 

through their device or SDP Client (in IH mode) to provide public access to the experimenting facilities.  

It also channels the secured traffic between the IH and the SDP Gateway, which performs the ultimate 

access control checks before proceeding to the protected target.  

 The SDP Gateway, a service proxy that uses Envoy and which sits right before the target resource 

(here, the Backend service) to conduct fine-grained access control and protect its endpoints. In 6G-

BRICKS, the chosen protected resource is the π-Edge API. It acts as the SDP Client (in AH mode). The 

SDP Gateway also features other logic, such as load balancing and patterns to flexibly grant or deny 

access or observability of L7 traffic. 

The overall architecture for ZTSF was first introduced in the previous deliverable (Figure 5 in D4.2). After iterating 

on its internal relations and delivered logic, Figure 3 depicts the internal distribution of the ZTSF components 

and their interactions between these and across data planes.  

 

Figure 3: ZTSF internals and interactions across control and data plane 
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A description of the particularities of Figure 3 is provided to better understand this architecture diagram: 

Some entities that are not part of ZTSF are kept for clarity and to help provide the full scope: 

(i) end-users, which can be of two types: (i.i) operators providing security high-level requirements (i.e. 

intents) to the system, and (i.ii) experimenters accessing the facilities through secured, encrypted channels; and 

(ii) protected Backend Service (BS), like the π-Edge running at the Katholieke Universiteit Leuven (KUL) 

testbed. 

The rectangles in grey denote the kind of data flow exchanged across the involved actors. First, the operator 

sends the requirements (1) to setup the Zero Trust environment. These are refined into internal data structures 

(2), its information complemented, and the security mechanisms mapped (3) and translated into policies, 

understood as lower-level actions and configurations. These commands are enacted by the SO (4) and the SDP 

Controller (5) to setup the ZTSM in the Security Data Plane (6). Ultimately, the experimenter provides its JSON 

Web Token (JWT) (7), used across all the project’s components to provide a Single-Sign On (SSO). These are 

validated by the Zero Trust Security Mechanisms (ZTSM), in the Security Data Plane, and upon successful 

authentication, access is granted towards the protected Backend service. 

Reference points are given in dotted arrows and dark blue dots to simplify the figure. These denote the 

interactions across the Security Control and Data Planes or between end-users and any of such planes. 

There are three reference points, marking the interaction across the Security Control Plane and the Security Data 

Plane, as well as between the Security Data Plane and the Edge-Cloud Data Plane: 

 IF.EP-IAM, interconnecting the ZTSM instances (i.e. VPNaaS, SDP Gateway) with the Identity and Access 
Management (IAM) service, so to validate the provided authentication token; 

 IF.CP-LCM, receiving the LCM-related actions transmitted from the Control Plane (i.e. SO, SDP Controller) 
to the ZTSM instances (i.e. VPNaaS, SDP Gateway); and 

 IF.EC-BS, connecting the SDP Gateway ZTSM instance with the Edge-Cloud plane (i.e. the Pi-Edge), to 
allow traffic towards the backend service. 

Changes were introduced in the internal workflows’ stages for all components in the Security Control Plane. In 

the SIE, the policy translation was transferred instead to SDE. Therefore, in SDE the internal processes were 

rearranged to complement first the internal structure from SIE, performing the policy translation afterwards. In 

the SO, the “Action & configuration interpretation” stage was also implicitly moved to SDE, as policies would 

therefore be considered as lower-level actions and configurations. Finally, in the SDP Controller, the order of the 

stages was also rearranged. 

3.2 Security intents and policies 

The two ZTSM identified in 6G-BRICKS deliver the logic to setup isolated connections and fine-grained access 

control to the testbed exposed edge resources. These are the VPNaaS and the SDP Gateway. Both mechanisms 

have their requirements expressed in terms of a high-level, simple manner in such a way so that external clients 

or the operator of the experimental facility can configure the indications for the resulting setup. Such 

requirements are denoted “security intents” and help guiding on which kind of service and protection shall be 

achieved, where and for what or whom. 

As shown in Figure 1 and Figure 3, the operators introduce the security intents in the SIE component, which 

refines these to a set of policies that are sent to the SDE component. In turn, the SDE evaluates these policies 

while reasoning in terms of overall feasibility and priority or weighing with respect to the desired final state. 
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Through that process, the SDE component translates these policies into actionable low-level instructions (explicit 

requests) that are understandable by domain-specific components (i.e. the SO and the SDP Controller). Then, 

these orchestrating and controlling components deploy or configure the ZTSM instances. In their 

implementation, both components seek to provide enough degree of configuration to tailor their behavior and 

adaptability to the needs of the environments these are deployed in, as well as consider multi-tenancy needs. 

 

Figure 4: Interactions between the end-user and the 6G-BRICKS platform  

Figure 4 contains the workflow interactions between the intent and policy processing components (SIE and SDE, 

respectively), as well as their response towards the first orchestrating layer (SO) and its interaction with the 

Portal, running in the 6G-BRICKS Experimenter Plane and extracting some user- and experiment-related 

information from the Portal as its ground truth. 

3.2.1 Security intent definition and translation 

3.2.1.1 Design 

The security intents are defined as high-level security requirements, abiding by the Telemanagement Forum 

(TMF) Intent-Driven Autonomous Networks (IDAN) [5] syntax; and processed in the SIE component. As 

introduced in D4.2, the structure of the intent is based on that defined by the TMF TR 290A [6]. Such syntax is 

based on the World Wide Web Consortium (W3C)’s Resource Description Framework (RDF), particularly in the 

language named Terse Triple Language (TTL), or simply “Turtle”. 

D4.2 provided the first proposed definition or structure for the TMF’s intents used for security and trust purposes 
in 6G-BRICKS. Listing 1 and Listing 2 in this document update the equivalent listings from D4.2 and give the most 
up-to-date structure. 
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@prefix cat: <http://operator.com/Catalog/> . 

@prefix icm: <https://tmforum.org/1010/07/intent/> . 

@prefix ope: <http://operator.com/Inventory/> . 

@prefix sc_ns_net_l3: <http://6g-bricks.eu/im/ZTSec/NS/L3/> . 

 

ope:I1 a   icm:Intent ; 

           icm:hasExpectation ope:E1 . 

ope:E1 a   icm:DeliveryExpectation ; 

           icm:target _:service ; 

           icm:targetDescription cat:sc_ns:net:l3:tunnel; 

           icm:params ope:P1I1, ope:P1C1, ope:P1C2, ope:P1C3, ope:P1P1, ope:P1P2 . 

 

ope:P1I1 a icm:PropertyParam ; 

           sc_ns_net_l3:Identity cat:vpn.edge.kul.6gbricks.eu . 

 

ope:P1C1 a icm:PropertyParam ; 

           sc_ns_net_l3:ConnectionSrc cat:portal.platform.isi.6gbricks.eu . 

ope:P1C2 a icm:PropertyParam ; 

           sc_ns_net_l3:ConnectionDst cat:sdp.platform.kul.6gbricks.eu . 

ope:P1C3 a icm:PropertyParam ; 

           sc_ns_net_l3:ConnectionType cat:sc_ns:net:l3:tunnel . 

 

ope:P1P1 a icm:PropertyParam ; 

           sc_ns_net_l3:ParameterKey "tunnel-type" ; 

           sc_ns_net_l3:ParameterValue "vpn" . 

ope:P1P2 a icm:PropertyParam ; 

           sc_ns_net_l3:ParameterKey "tunnel-protocol" ; 

           sc_ns_net_l3:ParameterValue "udp" . 

Listing 1: Intent to deploy the VPNaaS and connect it to the SDP Gateway 

Listing 1 shows the structure and syntax for an intent requiring the deployment of the VPNaaS. It contains the 

following information: 

 Mandatory 

o Identity of the VPNaaS service delivering the VPN instances. 

o Originating domain for the tunnel, initiating the connection towards the protected Backend 

service. 

o Destination or termination point of the encrypted tunnel that will result of the VPNaaS 

deployment. 

 Optional 

o Type of tunnel. 

o Type of protocol. 
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@prefix cat: <http://operator.com/Catalog/> . 
@prefix icm: <https://tmforum.org/1010/07/intent/> . 
@prefix ope: <http://operator.com/Inventory/> . 
@prefix sc_ns_net_l2: <http://operator.com/Categories/NS/L2/> . 
 
ope:I1 a   icm:Intent ; 
           icm:hasExpectation ope:E1 . 
ope:E1 a   icm:DeliveryExpectation ; 
           icm:target _:service ; 
           icm:targetDescription cat:sc_ns:net:l2:gateway; 
           icm:params ope:P1I1, ope:P1C1, ope:P1C2, ope:P1C3, ope:P1P1, ope:P1P2 . 
 
ope:P1I1 a icm:PropertyParam ; 
           sc_ns_net_l2:Identity cat:sdp.platform.kul.6gbricks.eu . 
ope:P1C1 a icm:PropertyParam ; 
           sc_ns_net_l2:ConnectionSrc cat:vpn.edge.kul.6gbricks.eu . 
ope:P1C2 a icm:PropertyParam ; 
           sc_ns_net_l2:ConnectionDst cat:piedge.edge.kul.6gbricks.eu . 
ope:P1C3 a icm:PropertyParam ; 
           sc_ns_net_l2:ConnectionType cat:sc_ns:net:l2:gateway . 
 
ope:P1P1 a icm:PropertyParam ; 
           sc_ns_net_l2:ParameterKey "allowed-user-id" ; 
           sc_ns_net_l2:ParameterValue "alice.users.platform.isi.6gbricks.eu" . 
ope:P1P2 a icm:PropertyParam ; 
           sc_ns_net_l2:ParameterKey "allowed-app-endpoints" ; 
           sc_ns_net_l2:ParameterValue 
"get_service_info;deploy_service;undeploy_service;get_platform_info;deploy_platform;undeploy_platform" 
. 

Listing 2: Intent to deploy the SDP Gateway and connect it to the VPNaaS 

Listing 2 shows the structure and syntax for an intent requiring the configuration of the SDP Gateway. It contains 

the following information: 

 Mandatory 

o Identity of the SDP Gateway service controlling access to the protected backend service. 

o Originating domain for the incoming request towards the protected Backend service. 

o Destination or termination point of the gateway functionality, i.e. the π -Edge Backend service. 

The main differences regarding the intent modelling expressed in the first iteration (D4.2) and this deliverable 

impact on both intents in Listing 1 and Listing 2. These are (i) the compaction of the namespaces and its 

refactoring to better provide a hierarchy across types of intents; (ii) a change in the free-form structure to provide 

key-values pairs in a more flexible way for the parsing process; (iii) some changes to the names of the properties 

(e.g. “ClientDestination” was renamed as “ConnectionDst” for a more generic structure); and (iv) several minor 

modifications on how to express the identities (that were simple strings before and now understood as specific 
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categories and entities to be mapped to an internal repository) or simplifying the structure by ignoring the 

content types. 

The ZTSF component in charge of this functionality is SIE, whose architecture is shown in Figure 3 (top, left part). 

Its inputs are the high-level security intents directly formulated by an external client (e.g. from the experimental 

infrastructure operator); whilst its outputs are refined internal decision structures (also named policy 

alternatives). Such structures are complemented with data and mapped to appropriate mechanisms to be 

enacted and then passed to SDE to be further interpreted, evaluating their applicability before potentially 

submitting these to the SO component. 

The features provided by the SIE are exposed from its API interfaces, implementing the intent functions originally 

indicated for SIE in section 5.5.3 of D2.3 [7], also described in [8]. Such core API endpoints are (i) the registration 

of a new intent, (ii) the retrieval of either all intents or a specific one, and (iii) the deletion of a particular intent. 

Figure 5 shows the exposed endpoints. 

Upon receiving the security intent, SIE first persists it into its database, as part of the “Intent repository” module. 

Then, it is translated in the “Intent parser” module from the TTL language to the JavaScript Object Notation 

(JSON). This simple data structure acts as the basis for further internal processing to complement the information 

given in the intent with information from registries, e.g. to resolve the actual address of the specific involved 

entities and identities. During this step (in the “Context analyser” module), the internal structure goes through 

major changes and is kept persisted, related to its originating intent. The final structure, put altogether as part 

of the “Intent translator” module, is returned to the calling client.  

3.2.1.2 Implementation 

The SIE component is developed in Python 3.10.12 and runs as docker-compose services on top of Ubuntu 22.04 

VMs. The latest API runs at http://localhost:51100/api/v1/docs#/, delivering an external Representational State 

Transfer (REST) API which is OpenAPI3-compliant and runs a production-ready server powered by FastAPI4 

(version 0.109.2), with its characteristic graphical user interface for easier use (Figure 5). Such endpoints are 

integrated as part of the SO’s main API server for easier and secure access; since SO allows the configuration and 

straightforward setup of Transport Layer Security (TLS) or mutual TLS (mTLS) for its exposed APIs. 

 

Figure 5: Endpoints for the SIE component 

Internally, SIE persists the provided intents and the generated internal decision structures in the associated 

MongoDB (version 4.2.23) instance, each in their respective collections. For the translation of TMF intents into 

RDF graphs, the “rdflib”5 library (version 7.0.0) is used. 

                                                             
3 https://www.openapis.org 
4 https://fastapi.tiangolo.com 
5 https://rdflib.readthedocs.io/en/stable/ 

http://localhost:51100/api/v1/docs#/
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3.2.2 Security policy processing and decision 

3.2.2.1 Design 

The ZTSF component in charge of this functionality is SDE, whose architecture is shown in Figure 3 (top, right 

part). Its inputs are a set of policy alternatives, found out previously by SIE; whilst its outputs are a subset of 

policies (identified in the “selecting” stage) with low-level actions to enact, and which are ordered (in the 

“prioritising stage”) according to the identified applicability in the domain. At this stage, and depending on the 

SDE configuration, the highest ranked policy can be either simply returned (e.g. for some external client to decide 

what to do) or directly transmitted to SO for enactment. 

The features provided by the SDE are exposed from its API interfaces, implementing both the policy functions 

originally indicated for SDE in section 5.5.3 of D2.3; as well as extending with new endpoints to take care of the 

set of policy alternatives transmitted by SIE. Such core API endpoints are (i) the registration of some policy 

alternatives, (ii) its consultation and (iii) the deletion or unenforcement of related policies; as well as (iv) the 

information on one or more policies, and (v) their explicit deletion or unenforcement. 

Upon receiving the security intent, SIE first persists it into its database, as part of the “Intent repository” module. 

Then, it is translated in the “Intent parser” module from the TTL language to JSON. This simple data structure 

acts as the basis for further internal processing to complement the information given in the intent with 

information from registries, e.g. to resolve the actual address of the specific involved entities and identities. 

During this step (in the “Context analyser” module), the internal structure goes through major changes and is 

kept persisted, related to its originating intent. The final structure, put altogether as part of the “Intent 

translator” module, is returned to the calling client. 

3.2.2.2 Implementation 

Like SIE, the SDE component is developed in Python 3.10.12 and runs as docker-compose services on top of 

Ubuntu 22.04 VMs. The latest API runs at http://localhost:51101/api/v1/docs#/, delivering also an OpenAPI REST 

using FastAPI (version 0.109.2). Its endpoints are also integrated as part of the SO’s main API server, as the SO 

provides TLS or mTLS access. However, these endpoints are expected to be mostly called internally, from the SIE 

component. Figure 6 shows the exposed endpoints. 

 

Figure 6: Endpoints for the SDE component 

Internally, SDE processes the provided internal structure from SIE and translates it further to a set of selected 

and prioritised security policies, with such results being persisted in their own specific collections at the 

associated MongoDB (version 4.2.23) instance. 

http://localhost:51101/api/v1/docs#/
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3.3 Security orchestration of Zero Trust Security Mechanisms 

The lower-level actions provided by the SDE allow to proceed with the security service orchestration process. 

There, the actions are funnelled to the SO component, which performs an initial setup in the relevant 

virtualisation environments and issues requests to deploy and configure ZTSM instances, ultimately to establish 

a separate and secure channel for each experimenter to reach the experimental infrastructure. 

 

Figure 7: Interactions between the Security Control and Data Planes for security service orchestration 

Figure 7 gathers the expected interactions across the involved components (both at the Security Control and 

Data planes) to setup the aforementioned channel. This figure, initially delivered as Figure 11 in D4.2, is now 

updated to limit the initial configuration to the already running SDP Gateway and then direct the VPNaaS 

deployment request to the virtualisation infrastructure (i.e. Kubernetes). Once the instance is running, the final 

configuration setup to duly integrate both ZTSM instances (i.e. SDP Gateway and VPNaaS) is performed at the 

common infrastructure ground. 
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3.3.1 Security Orchestrator 

3.3.1.1 Design 

The SO delivers an orchestration layer with ancillary functionality that concentrates all security orchestration 

from a single component. This integration facilitates managing the services from a single point and protects these 

under the same umbrella (i.e. group of APIs). For this, the SO keeps a view of the managed virtual infrastructures 

and security mechanisms in the catalogue; which allow extracting the details needed to transmit the requests 

for proper instantiation and configuration. 

As first provided in D4.2 and updated in this deliverable, the expected workflow for the SO is that the security 

action and configuration requests reach the SO through its API, after traversing the appropriate authentication 

and authorisation controls. Then, these requests configure first both the SO and the virtualisation environment 

to prepare it for the instantiation and setup actions, taken directly afterwards. 

 

Figure 8: High-level architecture and workflows of SO 

Figure 8 depicts the SO’s internal modules and interactions involved in the integration with the security 

mechanisms or ZTSM instances in the Security Data Plane; where security is enacted through the SDP Controller 

(to reach the SDP Gateway) and via ZTSM instances. The following steps conform the workflow: 
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1. Initially, internal abstractions within the SO are configured to register (i) the involved tenants and (ii) the 

managed virtualisation infrastructures. These are saved into the MongoDB6 engine running as part of the 

Data Persistence Layer (DPL) module. 

2. Any required registration and configuration of the service packages, in the PKG module, are taken 

afterwards. This involves the addition of Helm repositories and charts available for later instantiation in 

the affected virtualised infrastructures. 

3. Finally, the actions for the actual instantiation of the VPNaaS ZTSM and the configuration of the SDP 

Gateway, through the SDP Controller, take place as part of the Life-Cycle Management (LCM) module. 

Therefore, at this point, LCM interacts with both the SDP Controller and the virtualisation infrastructures. 

By default, SO supports cloud-native deployments through its integration with OSM7, the European 

Telecommunications Standards Institute (ETSI) Network Function Virtualisation Orchestrator (NFVO); which 

allows K8s-based deployment, among multiple others. There are two main extensions contributed to the SO as 

part of 6G-BRICKS: 

1. the direct integration with Kubernetes8 (K8s) to allow the deployment for the VPNaaS ZTSM using Helm9 

charts; along with any other remote interactions to setup the virtualised environment for the Helm 

repositories and charts; and the 

2. integration with the SDP Controller, so as to forward to it the configurations to be passed down to the 

SDP Gateway for due enforcement. 

In the end, the SO delivers the functionality to programmatically orchestrate security-related requests to relevant 

infrastructures and components. These span the Security Control Plane, acting as domain-specific proxies that 

transmit configurations; or directly to the virtualisation infrastructure and ZTSM instances in the Security Data 

Plane, to deploy and configure secure connectivity and environments. 

3.3.1.2 Implementation 

First, the SO component and its modules are developed in Python 3.11.9 and run as docker-compose services on 

top of Ubuntu 22.04 VMs. The latest API can be reached at https://localhost:50000/api/v3/docs#/ . Such 

functionalities are exposed from the SO’s external REST OpenAPI with FastAPI (version 0.109.2), which is 

protected through a built-in Keycloak instance issuing OAuth2.0 tokens and supporting the OpenID Connect 

(OIDC) protocol. The SO can be configured to deliver X509-based mutual authentication to these endpoints 

through either TLS or mTLS. 

Figure 9 shows a list of the service-related actions, exposed by the LCM module within SO and used to manage 

the VPNaaS ZTSM instance. These endpoints allow retrieving the list of services, creating/modifying and deleting 

these (first GET, POST, DELETE methods) as well as running more fine-grained operations to extract its status or 

health and account for the list of actions enacted on some service. 

                                                             
6 https://www.mongodb.com 
7 https://osm.etsi.org 
8 https://pypi.org/project/kubernetes 
9 https://helm.sh 

https://localhost:50000/api/v3/docs#/
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Figure 9: Endpoints for the LCM module within the SO  

Throughout the 6G-BRICKS development, the steps described in the “Design” subsection required extending the 

SO’s logic to operate with the ZTSM at the Security Data Plane. In particular, (i) to integrate with the SDP 

Controller by delivering the required actions to apply to configure the SDP Gateway, and (ii) to operate the 

VPNaaS ZTSM instances. These are covered by the endpoints shown in Figure 9. 

On the first point, the SO interacts with the SDP Controller through the endpoint /lcm/service/action, which 

provides this functionality by selecting the explicit running service_id (matching that of the SDP Controller 

instance) and delivering its specific configuration. 

On the second point, the SO interacts with the K8s cluster and it services in two manners and using clients fro 

the Python Package Index (PyPI): 

1. The “kubernetes” client (version 21.7.0) to reach the remote K8s clusters that are already registered 

beforehand or “managed”. This is mostly used for data extraction information on available and used 

resources and on the deployed services. The endpoints /mon/infra and /mon/infra/service provide this 

functionality, respectively. 

2. The “helmpythonclient” client10 (version 1.1) to interface with the embedded Helm client to remotely 

list, instantiate and delete Helm charts – here, the VPNaaS ZTSM Helm chart. The endpoints /lcm/service 

provide this functionality. 

3.4 Security Mechanisms and SDP Controller  

To enact the security actions in the Security Data Plane, the SO orchestrates two types of ZTSM instances, which 

are complementary and interact altogether to deliver both the access through the network and towards the 

specific endpoint and application. 

In particular, these two ZTSM instances tackle the dynamic establishment of (i) isolated connections per 

experimenter to keep differentiated traffic towards the experimenting testbeds through a VPN; and of (ii) fine-

grained access control to the SDP that introduces the gateway to grant or deny access to the testbed’s Backend 

service APIs (i.e., π-Edge). Besides having to be tightly integrated to deliver the combined service (a unified 

network segmentation logic), these must also integrate with the SDP Controller to provide a project-wide 

                                                             
10 https://pypi.org/project/helmpythonclient/ 
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authentication approach (i.e. the proposed “Approach 1” stated in D4.2, section 3.4.2). This is ultimately 

achieved by dynamically deploying VPNaaS instances and configuring the SDP Gateway. 

The architecture mandates that the SO directly orchestrates the multiple instances of the VPNaaS ZTSM, and 

that the SO interfaces with the SDP Controller so that the latter directly controls the SDP Gateway instance. 

The end-to-end expected workflows for the deployment of the VPNaaS ZTSM and configuration of the SDP 

Gateway were first provided in Figures 12 and 13 in D4.2. Here, both workflows are updated in Figure 10 and 

Figure 11, respectively. 

 

Figure 10: Interactions between the Security Data Plane and the Backend service  

On the one hand, Figure 12 from D4.2, which is Figure 10 in this document, was updated to focus only on the 

aforementioned “Approach 1”; i.e. to realise the desired project-wide, SSO authentication indicated in the 

previous iteration. In this workflow: 

1. The SDP Client requests the token. 
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The experimenter client (IH) first authenticates with the SDP Controller (Keycloak realm) to obtain an OAuth2 

token. 

2. The SDP Client authenticates against VPNaaS. 

Using the token obtained in the previous step, the SDP Client authenticates first against VPNaaS; which validates 

the token against the SDP Controller using the issuer (“iss”) claim to find the appropriate token validation 

endpoint. 

3. VPNaaS establishes an encrypted VPN tunnel. 

Upon successful token validation, VPNaaS establishes an encrypted VPN tunnel for the SDP Client. 

4. The SDP Client accesses the SDP Gateway via VPN. 

First, the SDP Client sends requests through the VPN tunnel to the SDP Gateway (Envoy). Then, Envoy determines 

the appropriate Keycloak realm based on the request path (thanks to the existing realm-path mapping) and 

validates the token. 

5. The SDP Gateway (Envoy) performs token validation. 

Envoy validates the token against the validation endpoint of the specified Keycloak realm. Depending on the 

result: 

a. If the token is invalid, Envoy returns a 401 Unauthorised response. 

b. If the token is valid, Envoy forwards the request to the Backend service (π-Edge). 

 

6. The protected Backend service (in this case, π-Edge) performs the authorisation. 

It may also perform additional scope checks and context-specific authorisation as needed. 
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Figure 11: Interactions between the SDE, SO, SDP Controller and VPNaaS 

On the other hand, Figure 13 from D4.2, which is Figure 11 in this document, was updated as well to re-

accommodate the involved SO modules during the security orchestration process. These are now the CFG, PKG, 

and LCM modules rather than in SPE, CFG, MON, and LCM ones; which in practice means that the SDE component 

translates policies to the lower-level actions to be enacted by the SO, so that the latter does not need to 

introduce an extra layer for interpretation and translation (instead offloaded to the SDE, following a “drivers” 

approach). 

Note that, to have a more compact image, some interactions were excluded from this figure: (i) some 

acknowledgement interactions (similarly with an HTTP 202 code) are presumed in the interactions across the SO 

internal modules; and (ii) the initial interactions of SO that send actions to deploy the VPNaaS should be instead 

addressed to the virtualisation infrastructure, as depicted in Figure 7. 

3.4.1 VPNaaS 

3.4.1.1 Design 

The by-default isolation of any given device is a fundamental property or tenet to harden the security in both the 
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Zero Trust architecture and the SDP implementation. In theory, this includes any device interacting with a given 

Zero Trust environment. In 6G-BRICKS, the kind of device isolated by default is the SDP Client (in IH mode), used 

by an experimenter when connecting to the experimental infrastructure to directly perform experiments. Such 

isolation can be achieved by setting dynamic, ad-hoc secured (i.e. encrypted) connections between the SDP Client 

(as IH) and the SDP Gateway (as AH). 

As detailed in the first iteration of this deliverable (D4.2), in the initial design phase of the VPNaaS 

implementation for 6G-BRICKS, two open-source VPN solutions (OpenVPN and WireGuard) were evaluated 

based on several key dimensions: throughput, configurability, versatility, security and integration with modern 

authentication mechanisms. WireGuard demonstrated higher throughput and simplicity in configuration, while 

OpenVPN stood out due to its versatility, mature feature set, fine-grained control (e.g. on encryption settings, 

network routing and interface management) and its ability to support both TCP and UDP, as well as TUN and TAP 

interfaces. OpenVPN also offered more robust integration with widely used authentication mechanisms like 

LDAP, RADIUS and SAML; whereas WireGuard lacked this functionality by default. 

After extensive testing and consideration of our specific requirements, it was ultimately decided to adopt 

OpenVPN as the VPN solution for this purpose. This decision was driven by OpenVPN's robustness, the flexibility 

of its configuration and its easy-to-use “plug-in” system and available examples to extend the logic. This allowed 

proper tailoring of the VPN behaviour to the use case, to setup secure and dynamic connections between the 

SDP Client (IH) and the SDP Gateway (AH); and to deliver the authentication of the experimenters in an SSO 

fashion, interacting with the Keycloak instance (part of the SDP Controller). 

The following requirements were considered and adopted for the design of the VPNaaS ZTSM: 

1. The experimenter must be authenticated before establishing the tunnel.  

The experimenter’s authentication uses the SSO approach proposed in D4.2. To this end, it integrates with an 

IAM tool that is central to the project, as part of the SDP Controller. This allows the experimenters or clients to 

connect to the tunnel using the same JWT token used across the platform and managed by the central IAM. 

Optionally, a BasicAuth approach (i.e. default user and password) can also be used to give more options. Only 

upon successful authentication, the client is granted access to the backend service infrastructure protected by 

the tunnel. 

2. A separate tunnel instance and client configuration must be provided to each experimenter. 

Any experimenter prone to connect to the backend service must be served with its own service and associated 

resources. Thus, these must allow concurrent tunnel instances, each parameterized with their own settings for 

both the tunnel (i.e. server) and client have their own, separate settings. 

3. Standard cloud means should be used to convey the functionality in the orchestration platform. 

Considering the widespread adoption of common cloud orchestration platforms (e.g. K8s), as well as in this 

project, the tunnel’s functionality must be conveyed in a standard way; through means of K8s base resources 

and packages (i.e. Helm charts). 

4. The logic must run in a dynamic, automated and scalable manner. 

The deployment of each tunnel instance, the configuration of such server and the generation of the 

experimenter’s or client’s profiles must be automated; so that the components from the Security Control Plane 



 
D.4.4. Experimentation facility end-to-end security framework 
and zero-trust establishment 

 

 

 

© 6G-BRICKS 2023  Page | 29  

can interact swiftly in a background, unsupervised manner (i.e. Zero-Touch). The deployment of each tunnel 

must be scalable so that it serves the logic as immediately as possible. 

The end-to-end expected workflow for the security service orchestration, through the deployment of the VPNaaS 

ZTSM and configuration of the SDP Gateway, is shown above (Figure 11). 

3.4.1.2 Implementation 

To deliver the VPN logic, OpenVPN Community Edition11 was selected over the OpenVPN Access Server12 or 

CloudConnexa13 options. This was due to its open-source approach, being more widespread in comparison to the 

others and thus benefiting from increased availability across the Internet. 

 

Figure 12: Design of the VPNaaS ZTSM and interactions with both Security Control and Data Planes 

Figure 12 shows, highlighted, the internal design for the VPNaaS ZTSM (i.e. the involved resources used within 

the Helm chart that is deployed in K8s to deliver its logic). It also shows the interactions with (i) the Keycloak 

instance at the SDP Controller within the Security Control Plane, for authentication purposes; and (ii) the 

connection towards the SDP Gateway. 

The VPNaaS Helm chart was tested in three K8s environments: one local, one pre-production (at i2CAT premises) 

and one production (at KUL premises). These have slightly different versions of K8s, which helps deliver a more 

robust, cross-platform solution. Specifically, the local environment features Minikube in version 1.33.0 and Helm 

                                                             
11 https://openvpn.net/community-downloads/ 
12 https://openvpn.net/access-server/features/access-control/ 
13 https://openvpn.net/solutions/use-cases/enforcing-zero-trust/#openvpn-cloud 
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in version 3.15.1; the pre-production environment uses vanilla K8s in version 1.31.0 and Helm in version 3.15.1; 

the production environment consists of a MicroK8s in version 1.24.17 and Helm in version 3.16.2. 

This custom Helm chart for VPNaaS is based on the Helm chart named “openvpn”14 from the “cloudnativeapp“ 

repository; which delivers an OpenVPN Community Edition (CE) server on top of K8s. The selected version in use 

for the Helm chart version is 3.12.4 (renamed as 3.12.5 after the changes), and the application version (i.e. 

OpenVPN CE) deployed is 1.1.0. All K8s flavors run on top of Ubuntu 22.04.4 LTS. 

For its operation, the VPNaaS needs the following files: 

1. A profile generator script for clients, creating the profile.ovpn file for each experimenter. This is done 

upon interaction with each of the specific OpenVPN servers, running in each deployed chart; and allows 

the end-users' clients (SDP Clients) to connect to its own server over a specific, separate port. 

2. The Helm chart. This is a compressed file with the following content: 

a. Default values in “Chart.yaml”. 

b. Configurable values under the “values.yaml” file. Values can be overridden at instantiation time 

through either specific, ad-hoc instructions or by modifying a copy of this file. A summary of its 

content is provided in Listing 3. 

c. Templates folder: 

i. The “persistentvolume.yaml” file. This defines the “PersistentVolume” resource, a non-

namespaced object that uses a unique name to avoid collisions. It contains the type, size, 

access mode of the persistence layer and other considerations; and refers to the volume 

that hosts necessary data, such as certificates. 

ii. The “persistentvolumeclaim.yaml” file. This defines the “PersistentVolumeClaim” 

resource, a namespaced object that exists only in the specific namespace created for 

each Helm chart instantiation. It binds the above “PersistentVolume” object with the 

upcoming “Deployment” object. 

iii. The “service.yaml” file. This defines the “Service” resource, a namespaced object that 

exists only in the specific namespace created for each Helm chart instantiation. It 

introduces data on the networking, e.g. NodePort or LoadBalancer. Here, NodePort is 

used for its simplicity; however, the project seeks to deliver an improved pipeline with 

LoadBalancer for better traffic management and flexibility. 

iv. The “configmap.yaml” file. This defines the “ConfigMap” resource, a namespaced object 

that exists only in the specific namespace created for each Helm chart instantiation. 

Listing 4 shows its structure, hosting all the OpenVPN configuration and the custom 

authentication script. 

v. The “deployment.yaml” file. This defines the “Deployment” resource, a namespaced 

object that exists only in the specific namespace created for each Helm chart 

instantiation. This describes the associated configuration (ConfigMap), volumes 

(PersistentVolumeClaim) and secrets; among other particularities of the deployment, 

such as the container’s port and logical resources or the node’s affinity. 

                                                             
14 https://artifacthub.io/packages/helm/cloudnativeapp/openvpn 
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replicaCount: 1 
image: 
  repository: <repository>/openvpn-6gbricks 
  tag: 1.1.0 
  pullPolicy: IfNotPresent 
service: 
  # type: LoadBalancer 
  type: NodePort 
  externalPort: 443 
  internalPort: 443 
  externalIPs: [] 
  nodePort: 32001 
  hostIP: 84.88.33.157 
  # LoadBalancerSourceRanges: 0.0.0.0/0 
  # loadBalancerIP: 10.0.0.1 
  ...  annotations: {} 
... 
podAnnotations: {} 
keycloak: 
  tokenEndpoint: http[s]://<host>:<port>/realms/openvpn/protocol/openid-connect/token 
  introspectEndpoint: http[s]://<host>:<port>/realms/openvpn/protocol/openid-connect/token/introspect 
  clientId: <client-id> 
  clientSecret: <client-secret> 
resources: 
  ... 
persistence: 
  enabled: true 
  ... 
  accessMode: ReadWriteOnce 
  size: 8Gi 
openvpn: 
  OVPN_NETWORK: 10.240.0.0 
  OVPN_SUBNET: 255.255.0.0 
  OVPN_PROTO: udp 
  OVPN_K8S_POD_NETWORK: "10.0.0.0" 
  OVPN_K8S_POD_SUBNET: "255.0.0.0" 
  ... 
  dhcpOptionDomain: true 
  redirectGateway: true 
nodeSelector: {} 

Listing 3: Summarised content of values.yaml for the VPNaaS Helm chart  

Listing 3 shows a shorter version of the default configuration values defined in “values.yaml”. These incorporate 

data on the Helm chart itself and the way to configure its base resources, the routing configuration for the 

OpenVPN networks and the details to integrate with the Keycloak instance; among others. All templates’ data 

depend on the base values and in the custom selections made in the “values.yaml” file. 
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apiVersion: v1 
kind: ConfigMap 
metadata: 
  name: {{ template "openvpn.fullname" . }} 
  labels: 
    app: {{ template "openvpn.name" . }} 
    chart: {{ template "openvpn.chart" . }} 
    release: {{ .Release.Name }} 
    heritage: {{ .Release.Service }} 
data: 
  setup-certs.sh: |- 
    ... 
  newClientCert.sh: |- 
    ... 
  configure.sh: |- 
    ... 
  auth_iam.py: |- 
    ... 
  openvpn.conf: |- 
    port 443 
    proto udp 
    ... 
    auth-user-pass-verify /etc/openvpn/setup/auth_iam.py via-env 
    username-as-common-name 

Listing 4: Summarised content of the configmap.yaml for the VPNaaS Helm chart 

Listing 4 shows the content of the ConfigMap in the VPNaaS ZTSM’s Helm chart, which essentially conveys all the 

embedded logic through scripts. These generate the needed tunnel (server) and experimenter (client) certificates 

and configure the tunnel adequately, incorporating the binding as well with the custom authentication script15 

that connects to the Keycloak instance. There, the experimenter’s credentials are processed to first evaluate the 

validity of the platform-wide JWT for the user (i.e. OAuth2); and otherwise, fallback to the traditional password 

authentication. This fulfills the requirement introduced in D4.2 regarding the 1st approach to deliver a common 

SSO authentication integrated with that of the rest of the project. 

Finally, the VPNaaS Helm chart extended the cloudnativeapp/openvpn Helm chart with custom logic, namely: 

1. Updated “ConfigMap” file to host the authentication script (“auth_iam.py”), which performs the 

integration with the project’s SSO. 

2. Updated “values.yaml” to accommodate the personalised OpenVPN server and client, the integration 

with the project’s SSO and other custom parameters. 

3. Added a new template file for the “PersistentVolume” resource, to automate the persistence 

management as well. 

                                                             
15 https://openvpn.net/community-resources/using-alternative-authentication-methods/ 
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Besides this, the cloud image used by the Helm chart was also updated to be able to run a newer OpenVPN server 

and make it compatible with some of the expected configurations, as well as to upgrade other required libraries 

and frameworks for the adequate management of the integrated authentication in the project. 

3.4.2 Software-Defined Perimeters  

Perimeters are fundamental in cellular networks as they are typically leveraged to isolate data traffic in multiple 

trust zones, or to support multi-tenancy via a micro-segmentation of entitlements (e.g., each tenant has access 

to a limited set of APIs, instead of an “all or nothing” approach). In 6G-BRICKS, SDP will allow an arbitrary number 

of perimeters/zones to be dynamically defined by an SDP controller. 

Our focus will be the protection of experimentation services that are made available to experimenters, which 

could also serve as an entry point for attackers via their Northbound APIs. SDP Gateways acts as the border 

firewall of the 6G-BRICKS testbed Cloud infrastructures, controlling access to the Services’ Northbound 

Interfaces. The SDP Gateway will allow access only to a specific set of Northbound APIs to authenticated users, 

ensuring a very fine-grained micro-segmentation of entitlements which is known as the Zero Trust model. 

The main baseline components involved in the implementation of the SDP paradigm in 6G-BRICKS are: 

 The SDP Controller, based on Keycloak, handles user authentication and token issuance. 

 The SDP Gateway is based on an Envoy11 proxy; it is deployed at the K8s cluster ingress for protecting 

the experimentation services and enforcing access policies. API requests that are not conformant (e.g., 

experimenters trying to access forbidden APIs) are automatically rejected. 

 Internal (experimentation) services are the protected assets, exposed to experimenters via their 

Northbound APIs. Even potentially insecure internal services with weak (or missing) authentication can 

be securely accessed by experimenters via the 6G-BRICKS SDP solution. 

 SDP Client: the client software on the experimenter’s device enables connections to network resources. 

It connects to the controller for authentication, providing real-time context about the user and device, 

and establishes encrypted tunnels to the gateway for access to authorised resources. 

3.4.2.1 SDP gateway Implementation 

Figure 13 shows the 6G-BRICKS SDP implementation architecture, as provided by the Cloud Security Alliance in 

the “Software-Defined Perimeter (SDP) Specification v2.0” [4]. This is the targeted implementation for the 

project as well. The SDP Gateway is deployed at the ingress of the respective 6G testbeds’ Edge infrastructure, 

right behind the VPNaaS instance that tunnels the experimenter’s traffic. As shown in the diagram below, HTTP 

traffic is inspected as it traverses the SDP Gateway before reaching the internal service (i.e., the AH) deployed at 

the K8s cluster. The SDP controller configures the SDP Gateway via JWT, based on the OAuth 2.0 authorisation 

protocol. The JWTs encode the entitlements of authenticated users (e.g., to access specific API endpoints) in a 

JSON format and which is commonly used for authentication and authorisation. 

The above authentication functionalities are leveraged by the 6G-BRICKS core SDP implementation. However, 

the VPNaaS must be also integrated with the SDP environment (specifically with the SDP Gateway). This is due 

to their close collaboration, running altogether as ZTSM in the security data plane and contributing to establish 

access (secured encrypted tunnel and fine-grained control access) to protected testbed APIs. The testbed APIs 

can be consumed by an experimenter (e.g., deploying a service at a Deep Edge node). There are two identified 

types of requests: 
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 Non-sensitive requests: related to read-only operations that do not modify the state of the system, e.g. 

the GET method that retrieves the User Equipment (UE) list. These ones may be accessible without 

authentication. 

 Sensitive requests: applicable to operations that modify or delete data managed by the Backend service, 

thus capable of affecting its expected integrity if used in an unexpected manner. These correspond to 

the POST and DELETE endpoints; and should receive a 403 Forbidden response if an unauthenticated 

user tries to access them. 

 

 

Figure 13: Implementation of the core SDP architecture in 6G-BRICKS 

The 6G-BRICKS SDP Gateway acts as a proxy between the SDP Client and any insecure testbed APIs, acting as a 

security layer that validates OAuth2 access tokens that are attached to requests. The SDP Gateway performs 

several key functions to ensure secure and controlled access (also shown in Figure 14 [1]): 

 Token validation: for sensitive operations (POST and DELETE requests), the SDP Gateway checks for the 

presence of an OAuth 2.0 access token. It validates the token’s structure to ensure it conforms to the 

expected formats for the requested URL. 

 Access control: if an unauthenticated user attempts to access sensitive endpoints, the SDP Gateway 

returns a 403 Forbidden response, denying access to protect the integrity and security of the system. 

 Forwarding non-sensitive requests: for non-sensitive endpoints, such as the GET request to retrieve the 

UE list, the SDP Gateway can forward requests without requiring token validation, simplifying access for 

non-critical operations. 

For each sensitive request, after the initial checks (existence, structure), the SDP Gateway communicates 

with the SDP Controller (specifically, with its Keycloak instance) to validate the token’s authenticity and 

validity. This centralised validation ensures that security policies are consistently enforced across the system. 
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Figure 14: Interactions for the JWT validation from the SDP Gateway 

3.4.2.2 SDP controller Implementation 

The 6G-BRICKS SDP Controller serves two main purposes: (i) the dynamic establishment of access control rules 

in the SDP Gateway, where these are enforced; and (ii) a central authentication point for the different 

components that are part of the ZTSF. To fulfil the latter, the SDP Controller is based on Keycloak, an off-the-

shelf SSO module which implements IAM. Keycloak offers comprehensive support for OAuth2 and OIDC 

protocols, making it a robust choice for secure authentication and authorisation. Keycloak simplifies the adoption 

of SSO across multiple applications, providing a seamless user experience and robust security features. To use 

Keycloak as an SDP controller, we leverage its robust authentication and authorisation capabilities to manage 

access not only to the portal but also to infrastructure resources. It is the component responsible for managing 

the issuance of OAuth2.0 JWT time-bound tokens via Keycloak authenticated clients based on defined access 

policies. The Keycloak token issuance endpoint, managed by the SDP Controller, must be publicly accessible for 

clients to request tokens. The facility administrator can further configure entitlements (e.g., in the form of 

experimentation services or even specific APIs accessible by a specific experimenter). 
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1. User Authentication: Keycloak can authenticate users using various methods, including passwords, social 

logins, and Multi-Factor Authentication (MFA). This ensures that only verified users can access the 

network. 

2. Single Sign-On (SSO): With SSO, users can authenticate once with Keycloak and gain access to multiple 

applications and services without needing to log in again. 

3. Access Control: Keycloak’s fine-grained authorisation (view vs. edit) services allow you to define detailed 

access policies, ensuring that users can only access the resources they are permitted to 

By combining these features, Keycloak can effectively serve as an SDP controller, providing a secure and 

manageable way to control access to your network resources.  The SDP controller configures the SDP Gateway 

via JWT, based on the OAuth 2.0 authorisation protocol. The JWTs encode the entitlements of authenticated 

users (e.g., to access specific API endpoints) in a JSON format and which is commonly used for authentication 

and authorisation. Furthermore, Keycloak acts as a common authentication mechanism for the SDP Gateway 

and the VPNaaS. The SDP Client contacts first the SDP Controller to obtain an authorisation token and use it to 

authenticate against both security data plane mechanisms: (i) VPNaaS instance, which sets up the secure tunnel; 

and (ii) SDP Gateway, which grants access to the protected Backend service. Both ZTSM are integrated with the 

SDP Controller to review the token’s validity and ultimately grant/deny connectivity to the user. 
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4 Zero Trust Security Framework deployment and evaluation 

This section offers technical details on how the ZTSF is deployed in local and lab environments. Test cases are 

developed to validate the operation of the respective ZTSF components, evaluate their performance and quantify 

the overhead associated with the secure establishment of VPN connections and their micro-segmentation in 

perimeters. 

4.1 Security intents and policies 

The following subsection contains the instructions to configure and deploy the ZTSF components related to intent 

and policy processing, as well as the evaluation of its processing times.  

4.1.1 Security intent definition and translation 

4.1.1.1 Configuration and deployment 

To run the SIE component, a minor configuration review is expected first on the YAML files under “cfg”, 

specifically those for the database (DB) connection (“db.yaml”) and the definition of the internal modules 

(“modules.yaml”). For convenience, it uses a MongoDB engine and can reuse that of the SO to register the intents 

and associated data. 

After that, the SIE component can be run as a Docker container from the root of its repository, as shown in Listing 

5. The required specifications to run it are, on average, of < 1 CPU, < 1 GB RAM and < 5 GB of disk. 

docker-compose -p sie up –d 

Listing 5: Instructions to deploy the SIE component 

4.1.1.2 Evaluation 

To evaluate the performance of the SIE component, the proposed intents (used to interpret the requirements 

for the SDP Gateway and VPNaaS) were considered. The northbound API of SIE was queried 100 times for each 

intent. Internally, two major processes take place: (i) the parsing of the intent into its corresponding RDF graph; 

and (ii) the translation into an internal structure that is complemented with extra information. Timestamps are 

introduced to measure the time taken to fulfil these two processes, as well as their respective interaction with 

the persistence layer. This helps in understanding the overhead incurred by some of the processes external to 

the component’s logic. 

Figure 15 shows the corresponding box plot for the time required for parsing an intent into an RDF graph within 

SIE. The first two columns from the generated CSV gather the base time (i.e. just the parsing logic) for each type 

of intent and the last two columns consider both the base time and the time required to persist data into the DB. 

Such columns are represented in ordered form (left to right) in the figure. 
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Figure 15: Time required for the parsing process, per intent (seconds)  

Figure 16 and Figure 17 disaggregate the data from Figure 15 into the two separate intents considered (i.e. SDP 

Gateway, or SDPGW, and VPNaaS) and provide a basic lines plot showing the behaviour throughout the set of 

iterations. 

 

Figure 16: Time required for the parsing process for the SDPGW intent (seconds) 
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Figure 17: Time required for the parsing process for the VPNaaS intent (seconds) 

Table 2 complements this with computed values of the minimum, maximum, mean, Standard Deviation (STD) 

and Inter-Quartile Range (IQR) for the computed processing times. 

Table 2: Statistical distribution for the time required to parse an intent in SIE (seconds) 

SIE process Min. value Max. value Mean value STD IQR 

Parsing (base time) 0.00238 0.00513 0.00294 0.00075 0.00055 

Parsing (base time + DB) 0.00326 0.00712 0.00395 0.00084 0.00067 

The persistence into the Mongo DB introduces an overhead of around 34% compared to the baseline logic (i.e. 

0.00395 vs 0.00294 seconds). The dispersion of the processing times is moderately concentrated, with few 

outliers doubling the processing time. 

On the other hand, Figure 18 shows the corresponding box plot for the time taken to translate an RDF graph 

(obtained in the previous step) into the internal structure within SIE. 
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Figure 18: Time required for the translating process, per intent (seconds) 

Figure 19 and Figure 20 are also used to disaggregate the data from Figure 18 into the two separate intents 

considered (i.e. SDPGW and VPNaaS) and provide a basic lines plot showing the behaviour throughout the set of 

iterations. 

 

Figure 19: Time required for the translating process for the SDPGW intent (seconds) 
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Figure 20: Time required for the translating process for the VPNaaS intent (seconds) 

Once more, Table 3 complements this with extracted statistic values to better understand the distribution of the 

data points. 

Table 3: Statistical distribution for the time required to translate an intent in SIE (seconds) 

SIE process Min. value Max. value Mean value STD IQR 

Translating (base time) 0.00801 0.0385 0.00928 0.00374 0.00096 

Translating (base time + DB) 0.01055 0.0417 0.01206 0.00381 0.00107 

Here, the overhead incurred by the persistence layer is a bit less evident (around 30%), possibly explained by a 

higher processing baseline time for the translating process. Similarly, and unlike the previous process, the 

dispersion is higher (the times quadruplicate in the outliers), with STD and IQR expressed in just one less order 

of magnitude than other values. 

4.1.2 Security policy processing and decision 

4.1.2.1 Configuration and deployment 

Like in the case of the SIE, a minor configuration review is expected as well for the SDE regarding its files under 

“cfg”; specifically, those for the DB connection (“db.yaml”) and the definition of the internal modules 

(“modules.yaml”). For convenience, it uses a MongoDB engine and can reuse that of the SO to register the 

policies. Besides these, the configuration folder for SDE also contains a module-specific file (“sde.yaml”) where 

to tailor specific behaviour through flags, like determining its direct connection towards SO for enactment or just 

returning the list of prioritized policies. 
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Once configured, the SDE component can also be run as a Docker container from the root of its repository, as 

shown in Listing 6. The required specifications to run it are, on average, of < 1 CPU, < 1 GB RAM and < 5 GB of 

disk. 

docker-compose -p sde up –d 

Listing 6: Instructions to deploy the SDE component 

4.1.2.2 Evaluation 

Figure 21 shows the corresponding box and line plots for the time required for selecting one of the policies from 

a given policy alternative. The first column shows the base time taken by the logic to perform a first selection of 

a subset of policies from the policy alternatives; whereas the second one also considers the time required to 

persist the needed objects in the DB. 

 

Figure 21: Time required for the selecting process, per policy alternative (seconds) 

Table 4 complements this with computed values of the minimum, maximum, mean, STD and IQR for the 

computed processing times. 

Table 4: Statistical distribution for the time required to select a from policy alternatives in SDE (seconds) 

SDE process Min. value Max. value Mean value STD IQR 

Selecting (base time) 0.13036 0.33787 0.20963 0.04446 0.05211 

Selecting (base time + DB) 0.19142 0.40868 0.27557 0.04483 0.05236 

The persistence into the Mongo DB introduces an overhead of around 31% compared to the baseline logic (i.e. 

0.27557 vs 0. 0.20963 seconds). Overall, the dispersion of the processing times is relatively concentrated and, in 

contrast with SIE there are few outliers, and these do not get near doubling the processing time. 



 
D.4.4. Experimentation facility end-to-end security framework 
and zero-trust establishment 

 

 

 

© 6G-BRICKS 2023  Page | 43  

On the other hand, Figure 22 shows the corresponding box and line plots for the time taken to prioritize the 

policies that were selected in the previous step within the SDE. 

 

Figure 22: Time required for the prioritization process, per policy alternative (seconds) 

Once more, Table 5 complements this with extracted statistic values to better understand the distribution of the 

data points. 

 

Table 5: Statistical distribution for the time required to prioritize the selected policies in SDE (seconds) 

SDE process Min. value Max. value Mean value STD IQR 

Prioritizing (base time) 0.04011 0.09374 0.05753 0.01383 0.01564 

Prioritising (base time + DB) 0.1008 0.17318 0.12426 0.01525 0.01812 

Here, the overhead incurred by the persistence layer is much larger (around 115%). A possible explanation is that 

there is a similar number of accesses and writes to the DB engine across the prioritizing and selecting stages 

(although with different payloads), yet the mean base time for the prioritizing stage is around a quarter of that 

taken by the selecting stage (i.e. 0.05753 vs 0.20963 seconds). Thus, the time introduced by the access to the DB 

is, in comparison, very high. 

4.2 Security orchestration of Zero Trust Security Mechanisms 

The following subsection covers the ZTSF component related to the orchestration of the security lifecycle. It 

contains the configuration and deployment instructions, as well as the evaluation of its processing times. 



 
D.4.4. Experimentation facility end-to-end security framework 
and zero-trust establishment 

 

 

 

© 6G-BRICKS 2023  Page | 44  

4.2.1 Security Orchestrator 

4.2.1.1 Configuration and deployment 

The SO needs to be configured through multiple files. In summary, these control (i) the northbound API being 

exposed, (ii) the access control that governs such API, (iii) the DB, (iv) the list of internal modules and (v) their 

dependencies, (vi) the broker-related events, (vii) details on the multiple tenants in use and (vii) the SO 

configuration itself. Besides that, some modules (like the monitoring one) have their explicit configuration files 

to e.g. configure the monitoring server or filter the metrics in use, among others. 

Once that is covered, the SO can have its modules run as Docker containers from the “deploy” directory. The 

basic ones are deployed as shown in Listing 7. The required specifications to run it are, on average (and with no 

security mechanisms deployed – i.e. at rest), of < 1 CPU, < 1 GB RAM and around 15 GB of disk. 

cd ./deploy 
./docker-deploy.sh -s dpl 
./docker-deploy.sh -s cfg 
./docker-deploy.sh -s pkg 
./docker-deploy.sh -s lcm 
./docker-deploy.sh -s aac 
./docker-deploy.sh -s api 

Listing 7: Instructions to deploy the SO component 

When security mechanisms (i.e. ZTSM) are deployed through SO, the CPU consumption increases substantially 

in comparison to the provided baseline at rest; whereas the RAM consumption stays pretty much the same. 

4.2.1.2 Evaluation 

The evaluation for SO considers the time required to process the deployment of a ZTSM, specifically of the 

VPNaaS. To this end, the northbound API of SO was queried 70 times with the same deployment command. 

Internally, this communication traverses first (i) the OpenAPI exposed by the API module, which sends a request 

towards (ii) the LCM module to prepare the request towards the K8s cluster and persists the information in the 

DB. It is worth noting that this inter-process communication introduces some delay. On the other hand, the time 

taken to interact with the K8s cluster was subtracted from the computed time as it is not part of the internal 

calculations within SO. 

Figure 23 shows the box and line plots for the time required for processing the deployment of a ZTSM (here, the 

VPNaaS). The first column of the generated CSV is the time needed for the base time (i.e. just the processing 

logic) and the second column includes both the base time and the time required to persist the data into the DB. 

Such columns are represented in ordered form (left to right) in the figure. 
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Figure 23: Time required for the ZTSM deployment request processing (seconds) 

Table 6 complements this with computed values of the minimum, maximum, mean, STD and IQR for the 

computed processing times. 

 

Table 6: Statistical distribution for the time required to process the deployment request in SO (seconds) 

SO process Min. value Max. value Mean value STD IQR 

Deployment request (base time) 0.22346 0.30029 0.24755 0.01244 0.01308 

Deployment request (base time + DB) 0.22476 0.30141 0.24890 0.01244 0.01302 

The persistence into the Mongo DB introduces a negligible overhead of less than 1% compared to the baseline 

logic. Whilst a similar amount of time is needed to register data in the DB (between 0.001-0.002 seconds) from 

any of the ZTSF components (like SIE, SO, etc), the higher order of magnitude required by the SO makes this a 

minimal overhead. Besides this, in this case the dispersion of the processing times is a bit more dispersed than 

in the previous cases; due to a higher variability of the communications across the involved processes (i.e. 

different interacting containers and framework). 

4.3 Security Mechanisms 

The following subsection covers both (i) the ZTSM type of instance that ultimately delivers the secured tunnel 

logic; as well as (ii) the components involved in the SDP environment. These contain the configuration and 

deployment instructions, as well as the evaluation of its processing times. 
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4.3.1 VPNaaS 

4.3.1.1 Configuration and deployment 

The VPNaaS is a Helm chart. After being internally registered, downloaded and decompressed; the SO 

component runs a Helm “install” command. In this command, it determines the VPNaaS namespace and release 

name. Besides this, values can be updated (with the “--set” flag) during the same “install” command (Listing 8), 

or later during an “upgrade” command. 

helm3 -n 6gbricks-client-<id> install openvpn-<id> --values /path/to/openvpn-<id>/values.yaml  \ 
            <repository_name>/<chart_name 

Listing 8: Instructions to deploy the SDE component 

The required specifications to run it are, on average, of < 1 CPU, < 1 GB RAM and < 5 GB of disk. 

4.3.1.2 Evaluation 

On a first stage, the VPNaaS ZTSM was evaluated separately and using multiple concurrent users. As shown in 

Figure 24, each VPN server was running an OpenVPN Community Edition instance on a separate VM. Since this 

first experiment solely shows VPNaaS (i.e. without the integration with SDP Gateway to perform low-level 

grained access control on the protected backend service’s APIs), each VPN server allows reaching its own 

protected backend service process. In the end, each OpenVPN client connects to its own OpenVPN server. 

 

Figure 24: VPNaaS deployment for the PoC validation 

In the experiment carried out (Figure 25), the workflow consists of four stages: 

1. First, all the elements are deployed and configured: the OpenVPN servers and clients, the protected 

backend services and the IAM tool – in the form of the Keycloak server instance. 

2. The user authenticates against its VPN server by inputting the credential used across all components in 

the 6G-BRICKS platform, using a JWT. 

3. The credential traverses the OpenVPN client towards the OpenVPN server, and inside it, the custom 

authentication script interacts with the Keycloak server to validate the token. Upon successful 
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authentication at Keycloak, a session is created internally, and a successful message is returned to the 

OpenVPN server; which establishes the L3 VPN tunnel against the user’s device. 

4. Finally, the user gains visibility to the protected backend API and can query its endpoints. 

 

Figure 25: Workflow followed for the VPNaaS deployment for the PoC validation 

Figure 26 shows the successful authentication along with the session establishment performed during step #3 at 

the Keycloak server instance. 
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Figure 26: Sessions created in the Keycloak server after VPNaaS successful authentication 

In terms of KPIs, the validation carried out in this first iteration has targeted bare metal deployments of OpenVPN 

and allowed the concurrent connection to four users; thus, addressing KPIs O7.1 (deployment time of less than 

1 minute) and O7.2 (at least four concurrent tenants), respectively. 

In a second stage, these multiple VPNaaS were tested as Helm charts in K8s (Listing 9). 

NAMESPACE          NAME                                                         READY      STATUS   RESTARTS        AGE 
6gbricks-client-1   openvpn-client-1-595fc7c665-qh27q        1/1      Running   0                        34d 
6gbricks-client-2   openvpn-client-2-79db8c45bd-7qhh4       1/1     Running   0                        34d 
6gbricks-client-3   openvpn-client-3-5f8df68f68-5mj2c          1/1     Running   0                        34d 
6gbricks-client-4   openvpn-client-4-84877f47b9-767qt         1/1     Running   0                        34d 

Listing 9: Sessions created in the Keycloak server after VPNaaS successful authentication 

Times were taken for the deployment of the VPNaaS in the preproduction environment, with the vanilla K8s 

environment. Multiple deployment requests (100 iterations) were triggered from the SO, and both (i) the time 

required for the communication with the K8s cluster and (ii) the time required to effectively deploy the VPNaaS 

service and have it running were examined. 

Figure 27 shows the box plot for (i) the time required for SO to communicate with the K8s cluster regarding the 

ZTSM deployment, and on (ii) the actual deployment time for the ZTSM (VPNaaS) Helm chart to be deployed in 

the cluster, until the service it is ready to accept incoming connections. The first column of the generated CSV 

corresponds to (i), whereas the second one corresponds to (ii); so that these columns are represented in ordered 

form (left to right) in the figure. 
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Figure 27: Time required for the ZTSM deployment, from the SO and within the cluster, respectively (seconds)  

Table 7 complements this with computed values of the minimum, maximum, mean, STD and IQR for the 

computed processing times. 

Table 7: Statistical distribution for the time required to process and deploy the VPNaaS ZTSM (seconds) 

SO and VPNaaS operation Min. value Max. value Mean value STD IQR 

Deployment request interaction (SO) 0.93513 2.75563 1.18077 0.29999 0.11025 

Deployment until ready (VPNaaS) 3.64404 9.96224 4.70875 0.93306 0.57804 

The first row shows the time taken by the SO to coordinate with the K8s cluster for the deployment and retrieval 

of information, whereas the second row gathers the time taken to deploy the VPNaaS in the cluster and have it 

successfully running (i.e. ready to accept connections). In both cases, the dispersion of the coordinating and 

deployment times is considerable. The reason for this may be the variability introduced by the interaction with 

the external server hosting the K8s cluster, as it is reached from outside its premises and subject to general 

Internet’s network conditions (affecting the SO egress requests); as well as the current load of the K8s cluster in 

specific points in time, where e.g. an ongoing deletion of a previously deployed chart may slow the current 

deployment of the new chart instance. 

The numbers in both Table 7 (the two rows) and Table 6 (row “Deployment request (base time + DB)”) are to be 

considered altogether towards the total sum required for the end-to-end deployment time of the VPNaaS. 
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Figure 28: Time required for the ZTSM deployment, considering SO, cluster and aggregated (seconds) 

Table 8: Statistical distribution for the time required to process the deployment request in SO (seconds)  

End-to-end deployment (SO + VPNaaS) Min. value Max. value Mean value STD IQR 

Deployment request 4.64096 11.09354 5.88879 1.02027 0.70660 

A combined plot is given in Figure 28, showing the end-to-end deployment time across the set of iterations, 

whereas a summary of such data is provided in Table 8. 

4.3.2 Software-Defined Perimeters  

The 6G-BRICKS SDP architecture achieves secure authentication and authorisation for incoming requests, 

specifically targeting access control for testbed services deployed within a K8s cluster using Istio’s mesh 

capabilities. The overall goal is to ensure secure multitenant access for authenticated experimenters through 

JWTs, with authorisation policies enforcing appropriate access rights. 

4.3.2.1 Configuration and deployment 

The 6G-BRICKS SDP solution is implemented using Istio as the service mesh, providing a secure and controlled 

pathway for managing access to backend services. The key components of the implementation are shown in 

Figure 29 and involve a combination of the Portal, VPNaaS, Envoy sidecars, Istiod, and SDP Controller (Keycloak). 
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Figure 29: SDP Gateway Authentication Architecture 

The provided YAML manifests depict how the system is implemented to enforce authentication and 

authorisation. 

Ingress Configuration 

The Ingress resource specifies how external requests enter the cluster through Istio (Listing 10): 

apiVersion: networking.k8s.io/v1 
kind: Ingress 
metadata: 
  name: app 
spec: 
  ingressClassName: istio 
  rules: 
    - http: 
        paths: 
          - path: /service1/ 
            pathType: Prefix 
            backend: 
              service: 
                name: service1 
                port: 
                  number: 80 

Listing 10: Ingress manifest 

This Ingress resource is configured to route all requests with the /service1/ prefix to the appropriate service 

(service1). It uses Istio's ingress controller to manage incoming requests securely. 

RequestAuthentication Manifest 
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The RequestAuthentication resource configures Envoy to validate incoming requests based on JWT (Listing 11): 

apiVersion: security.istio.io/v1beta1 
kind: RequestAuthentication 
metadata: 
  name: jwt-confirm 
spec: 
  selector: 
    matchLabels: 
      app: service1 
  jwtRules: 
    - issuer: http://192.168.0.50/keycloak/realms/tenant1 
      jwksUri: http://192.168.0.50/keycloak/realms/tenant1/protocol/openid-connect/certs 
      audiences: 
        - "service1" 
      outputPayloadToHeader: jwt-parsed # export parsed token as a header 

Listing 11: Request authentication manifest 

 This configuration matches workloads with the app: service1 label and ensures incoming requests have 

a valid JWT issued by the given Keycloak instance. 

 JWKS URI is used to retrieve Keycloak public keys needed to verify the JWT signature. 

 audiences restricts access to only those tokens explicitly issued for the specified audience (service1). 

 The parsed token can be exported to a header (jwt-parsed) for subsequent validation. 

Authorization Policy 

The AuthorizationPolicy resource is used to enforce additional conditions on incoming requests, based on the 

contents of the authenticated JWT (Listing 12): 

apiVersion: security.istio.io/v1beta1 
kind: AuthorizationPolicy 
metadata: 
  name: verify-jwt 
spec: 
  selector: 
    matchLabels: 
      app: service1 
  rules: 
    - from: 
        - source: 
            requestPrincipals: ["http://192.168.0.50/keycloak/realms/tenant1/*"] 
      when: 
        - key: request.auth.claims[aud] 
          values: ["service1"] 

Listing 12: Authorization policy manifest 

http://192.168.0.50/keycloak/realms/tenant1
http://192.168.0.50/keycloak/realms/tenant1/protocol/openid-connect/certs
http://192.168.0.50/keycloak/realms/tenant1/
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 This AuthorizationPolicy is configured to apply to workloads with the app: service1 label. 

 It verifies that the requestPrincipal comes from the expected Keycloak issuer. 

 The rule also checks if the JWT's aud (audience) claim matches service1. 

This combination of RequestAuthentication and AuthorizationPolicy ensures that: 

 Only requests with a valid JWT issued by SDP Controller Keycloak are processed. 

 The claims in the JWT are further validated, providing layered security checks. 

4.3.2.2 Experiment evaluation workflow 

The experiment evaluation workflow focuses on assessing the performance and security of the proposed 

architecture. It combines token generation, API access, and policy enforcement within an Istio service mesh 

using Keycloak for authentication and JWT validation. The workflow measures critical metrics, such as token 

generation time and API response time, under controlled conditions. 

The evaluation is conducted in the following steps: 

1. Creating a Protected Service: A backend service is deployed and protected using Istio 

AuthorizationPolicy and RequestAuthentication resources. This ensures that access is restricted to 

requests with valid JWT tokens issued by Keycloak. When an experimenter tries to access the service 

without a valid JWT the request is rejected, and a 403 Forbidden response is returned from the Role-

Based Access Control (RBAC), ensuring unauthorized access is blocked, as shown in Listing 13. 

[6G-Bricks-Evoy-PoC]$ curl -D- http://192.168.88.182/app/ 
HTTP/1.1 403 Forbidden 
content-length: 19 
content-type: text/plain 
date: Tue, 17 Dec 2024 12:17:52 GMT 
server: istio-envoy 
x-envoy-upstream-service-time: 0 
RBAC: access denied 

Listing 13: 403 Forbidden response is returned when accessing a protected service without a valid JWT 

2. Token Generation: The experimenter authenticates with Keycloak to retrieve a JWT, measuring the time 

required for token issuance (Listing 14). 

http://192.168.88.182/app/
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[6G-Bricks-Evoy-PoC]$ curl -X POST http://192.168.88.182/keycloak 
/realms/tenant1/protocol/openid-connect/token -d grant_type=password –d client_id= 
servicel -d username=user1 -d client_secret=qOM0r5leXk9ipJBvKoTCcFmXt1PUENOg -d p 
assword=test -d scope=openid -d response_type=id_token|jq .id_token 
 
"eyJhbGci0iJSUZI1NiIsInR5cCIg0iAisldUIiwia2lkIiA6ICIWOWtET1F5ZX03LUXWU20ySVVnRkhyU05WSH
H5RUNpZUdhZ1NNXORXN3ZnIno.eyJleHAiOjE3MzQ0Mzg2MDQsImlhdCI6MTczNDQzODMwNCwianR
pIjoiODYWN2RmY2YtZDM1ZC00YmU3LTkzMTctNzMxOGFkMjNkNjU4IiwiaXNzIjoiaHR0cDovLzE5Mi4x
NjguODguMTgyL2tleWNsb2FrL3JlYWxtcy90ZW5hbnQxIiwiYXVkIjoic2VydmljZTEiLCJzdW1i0i100wRhN
TY5MS0OMTg3LTQ4YWITOGUyMi0xMDZkMjVkYjFhMWEiLCJ0eXAi0iJJRCIsImF6cc16InNlcnZpY2UxIiw
ic2lkijoiNGRlMWY3MGMtMDU2N1000TJlLTgwNDUtNWRhNGViYzBlODMyIiwiYXRfaGFzaCI6IlZrUFVG
V3BRRKLOZLVQZELkc240X3ciLCJhY3IiOiIxIiwiZW1haWxfdmVyaWZpZWQiOmZhbHNlLCJuYW1lIjoiVXN
lciBVc2VyIiwicHJlZmVycmVkX3VzZXJuYW1lIjoidXNlcjEiLCJnaXZlbl9uYW1lIjoiVXNlciIsImZhbWlseV9uY
W1lIjoiVXNlciIsImVtYWlsIjoidXNlcjFAdGVzdC5nciJ9.vYygRWFIdCoji9RkNhDQvWczta8pKOFayIljY2GBa
ZCQsMsVePwaUICbpHU7hNmqjxrqxmilE3LNWiCiDWuZf_N-9q_aby9dswxl8i8eg2ja0TCD-A-
LSUFXbVGY4luo7CN8HaHHVh7f2rJPR4T-
D3EZ68KXtNmhxn3vbales8x2pZ7uIRzMhwnZhGBH1wafBORrMLgo4AHSFCVeQDX60pz87CZlvT_bycJy
W_ac1t2fZ0gW_qIwKDk7Tm4RXqFkupCM684QAwEEb6WPDhy5NQ7PCalpFXMZUpm6Pb-
R3x51zQjW4B5079aBC3nZo9qm_4xN9tjCMAhHuBbixcImA " 

Listing 14: Obtaining a valid JWT from Keycloak 

3. API Access: The generated JWT is used to access a protected API endpoint through the Istio Gateway, 

measuring response time while ensuring successful authentication and authorisation (Listing 15). 

[6G-Bricks-Evoy-PoC]$ curl -D- -H "Authorization: Bearer 
eyJhbGci0iJSUZI1NiIsInR5cCIg0iAisldUIiwia2lkIiA6ICIWOWtET1F5ZX03LUXWU20ySVVnRkhyU05WSH
H5RUNpZUdhZ1NNXORXN3ZnIno.eyJleHAiOjE3MzQ0Mzg2MDQsImlhdCI6MTczNDQzODMwNCwianR
pIjoiODYWN2RmY2YtZDM1ZC00YmU3LTkzMTctNzMxOGFkMjNkNjU4IiwiaXNzIjoiaHR0cDovLzE5Mi4x
NjguODguMTgyL2tleWNsb2FrL3JlYWxtcy90ZW5hbnQxIiwiYXVkIjoic2VydmljZTEiLCJzdW1i0i100wRhN
TY5MS0OMTg3LTQ4YWITOGUyMi0xMDZkMjVkYjFhMWEiLCJ0eXAi0iJJRCIsImF6cc16InNlcnZpY2UxIiw
ic2lkijoiNGRlMWY3MGMtMDU2N1000TJlLTgwNDUtNWRhNGViYzBlODMyIiwiYXRfaGFzaCI6IlZrUFVG
V3BRRKLOZLVQZELkc240X3ciLCJhY3IiOiIxIiwiZW1haWxfdmVyaWZpZWQiOmZhbHNlLCJuYW1lIjoiVXN
lciBVc2VyIiwicHJlZmVycmVkX3VzZXJuYW1lIjoidXNlcjEiLCJnaXZlbl9uYW1lIjoiVXNlciIsImZhbWlseV9uY
W1lIjoiVXNlciIsImVtYWlsIjoidXNlcjFAdGVzdC5nciJ9.vYygRWFIdCoji9RkNhDQvWczta8pKOFayIljY2GBa
ZCQsMsVePwaUICbpHU7hNmqjxrqxmilE3LNWiCiDWuZf_N-9q_aby9dswxl8i8eg2ja0TCD-A-
LSUFXbVGY4luo7CN8HaHHVh7f2rJPR4T-
D3EZ68KXtNmhxn3vbales8x2pZ7uIRzMhwnZhGBH1wafBORrMLgo4AHSFCVeQDX60pz87CZlvT_bycJy
W_ac1t2fZ0gW_qIwKDk7Tm4RXqFkupCM684QAwEEb6WPDhy5NQ7PCalpFXMZUpm6Pb-
R3x51zQjW4B5079aBC3nZo9qm_4xN9tjCMAhHuBbixcImA " http://192.168.88.182/app/ 
HTTP/1.1 200 OK 
server: istio-envoy 
date: Tue, 17 Dec 2024 12:28:12 GMT 
x-envoy-upstream-service-time: 1 
transfer-encoding: chunked 

Listing 15: 200 OK response is returned when accessing the protected service using the valid JWT 
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4. Performance Analysis: The experiment was conducted over 100 repetitions to evaluate system 

performance and variability under load. The results reveal a mean token generation time of 74.15 ms, a 

mean API response time of 8.41 ms. A mean AuthorizationPolicy apply time of 83.04 ms, and a mean 

enforcement time of 2341.72 ms. Token generation times showed slight variability, with occasional 

outliers exceeding 90 ms, but the overall mean remained low and stable, reflecting efficient 

performance. In contrast, API response times were highly consistent, with minimal variance and a steady 

mean of 8.41 ms (as seen in Figure 30 and Figure 31), demonstrating the efficiency of the protected 

service when validated with a valid JWT token. The mean time to apply the AuthorizationPolicy was 

relatively low at 83.04 ms, while enforcement time, at 2341.72 ms (as seen in Figure 32 and Figure 33), 

indicates some delay before the policy takes full effect. These findings confirm that the system delivers 

reliable and predictable performance for authentication (token generation), API request processing, and 

policy management, maintaining stability even under repeated testing. The results highlight the 

proposed architecture's ability to handle workloads efficiently, ensuring consistent behaviour in real-

world scenarios.  

 

 

Figure 30: Token Generation and API Response Times for 100 runs 
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Figure 31:  Histograms of Token Generation and API Response Times for 100 runs 

 

Figure 32:  Authorization Policy Application and Enforcement Times for 100 runs 
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Figure 33:  Histograms of Authorization Policy Application and Enforcement Times for 100 runs 

This workflow ensures a structured and reproducible approach to evaluating the system's authentication and 

authorization mechanisms while highlighting potential bottlenecks or optimizations. 
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5 Conclusions 

This final version deliverable contributed the final architecture and design of the end-to-end ZTSF, along with 
details on the Zero-Trust Security Framework deployment at the 6G-BRICKS testbeds for validation and 
performance evaluation. The ZTSF framework builds on top of a cloud-based, SDN approach to deliver Security-
as-a-Service through the provisioning and coordination of the deployment and configuration of security services. 
Moreover, in this deliverable test cases are defined, that were developed to validate the operation of the 
respective ZTSF components and evaluate their performance. To this end, local tests are implemented by ISI and 
i2CAT to quantify processing times, token generation times and response times of the respective components. 
The performance tests were reported in this deliverable, aiming to help quantify the overhead associated with 
the secure establishment of VPN connections and their micro-segmentation in perimeters. 
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