D.4.3 Experimentation facility testing as a service and
explainable resource management frameworks
development

Document Summary Information

Project Identifier HORIZON-JU-SNS-2022. Project 101096954

Project name 6G-BRICKS: Building Reusable testbed Infrastructures for validating Cloud-to-device
breaKthrough technologieS

Acronym 6G-BRICKS

Start Date January 1, 2023 End Date December 31, 2025
Project URL www.6g-bricks.eu

Deliverable D4.3

Work Package WP4

Contractual due date | 31/12/2024 Actual submission date

Type Report Dissemination Level Public

Lead Beneficiary EUR

Responsible Author | Abdelkader Mekrache, Adlen Ksentini

Contributors Panagiotis Marantis (ISI/ATH), Anne-Marie Bosneag (LMI), Anastasios Bikos (IQU),
Marinela Mertiri (ICOM), Md Arifur Rahman (ISRD), Kostas Ramantas (IQU),
Konstantinos Togias (ISI)

Peer reviewer(s) Marinela Mertiri (ICOM), Michalis Rantopoulos (OTE)
- Cofundedby 6G-BRICKS project has received funding from the Smart Networks and Services Joint
e European Union

Undertaking (SNS JU) under the European Union’s Horizon Europe research and innovation

BGSNS programme under Grand Agreement No 101096954.


http://www.6g-bricks.eu/

=
D.4.3. Experimentation facility testing as a service and explainable resource management BRiCKS
frameworks development.

Revision history (including peer reviewing & quality control)

%
Version | Issue Date Changes Contributor(s)
Complete
V0.1 01/10/2024 | 2% Providing Initial Table of Content | Abdelkader Mekrache (EUR),
(ToC). Adlen Ksentini (EUR)
V0.2 30/10/2024 | 30% Initial contributions in Section 4 and | Contributors from (EUR, ISI,
Section 5. LMI, ISRD)
V0.3 24/11/2024 | 60% Contributions in Section 3 and | Contributors from (EUR, ISI,
Section 4. LMI)
V0.4 14/12/2024 | 85% Contributions in Section 3. Contributors from (IQU, ISI,
ICOM)
V0.5 18/12/2024 | 90% Editorial contributions. Abdelkader Mekrache (EUR),
Adlen Ksentini (EUR)
V0.6 23/12/2024 | 95% Peer review and QA review. Marinela ~ Mertiri  (ICOM),
Michalis Rantopoulos (OTE)
V0.7 16/01/2025 | 100% Addressed peer review and QA | Contributors from (EUR, ISI,
review comments from VO0.6. LMI, ISRD)
Disclaimer

The content of this document reflects only the author’s view. Neither the European Commission nor the SNS-JU
are responsible for any use that may be made of the information it contains.

While the information contained in the documents is believed to be accurate, the authors(s) or any other
participant in the 6G-BRICKS consortium make no warranty of any kind with regard to this material including, but
not limited to the implied warranties of merchantability and fitness for a particular purpose.

Neither the 6G-BRICKS Consortium nor any of its members, their officers, employees or agents shall be
responsible or liable in negligence or otherwise howsoever in respect of any inaccuracy or omission herein.

Without derogating from the generality of the foregoing neither the 6G-BRICKS Consortium nor any of its
members, their officers, employees or agents shall be liable for any direct or indirect or consequential loss or
damage caused by or arising from any information advice or inaccuracy or omission herein.

Copyright message

© 6G-BRICKS Consortium. This deliverable contains original unpublished work except where clearly indicated
otherwise. Acknowledgment of previously published material and of the work of others has been made through
appropriate citation, quotation or both. Reproduction is authorized provided the source is acknowledged.

© 6G-BRICKS 2023 Page | 2




=
D.4.3. Experimentation facility testing as a service and explainable resource management BRiCKS
frameworks development.

Table of Contents

I o (=T ol U V7SI U Yo' = | S 12
P [0 i o To U d o T o S PSPPSR 13
2.1. MappPiNg 6G-BRICKS OULPULS.....uuuueuueiiiiiiiiieieieieie e e e e e e e e e e e e eeeeeeeee e ee e aeaeeeaen e seseseseseaeaeaaaaaeaenennnnes 13
2.2. Deliverable Overview and REPOrt StrUCLUIE.........oocciiiiiieeeee ettt e e e e earrree e e e e e e e e s e e s nnenens 15
2.3. Advancements with respect to Deliverable DA.1L ... e e 15
2.4, Mapping 6G-BRICKS Components to the ArchiteCcture......ccccce oo 16
3. Experimentation Framework for vertical Testing as a Service and Intent-driven Network Management ... 17
3.1. (ST CR 2T [0 o] o - | PP PPP 17
3.1.1. 6G-BRICKS Portal tecChNology StACK ........uuuiiiiiiiiii it e e e e e e e e e e e aneeees 17
3.1.2. Frontend and Backend MOUIES ........c.ooeuiiiiiiiiiiiee st e e s e eee e s e aree e s e s 18
3.1.3. 6G-BRICKS POrtal FrONTENG .....ciiiiiiiiiiiieiiiee ettt stee e st e e e s s e e e s s bee e e s s sabeae e s s snraeeeesnnreeas 19
3.2 Conflict resolution components for the Intent Management ENgine ........ccccceeeeeeeeiiecccciiiieeeeeee e e, 21
3.2.1. 6G-BRICKS Intent-Based Networking architecture and Workflows .........ccccceeeeicciiiiiiieeeee s 22
3.2.2. 6G-BRICKS intent conflict resolution and consensus techniques.........ccccceeeeeeeecccciiiiiieeeeee e, 23
3.2.3. Validation of 6G-BRICKS game-theoretic conflict resolution techniques............ccccovvvveieiiiriiiiiinn, 24
3.3. Optimization for intent-driven cloud CONtiNUUM .......ooooiiiiiiiiecc e e 27
4. Explainable Al for DMO and Anomaly Detection ............uuviiiiiiiii ettt e e e 32
4.1. T} d oo [T o1 o] o H PSPPSR 32
4.2. Monitoring and Fault Management SYStEM ......cooo e e e e e e e nrenes 32
oy W o 17 =d o B LN VoY e 1 = o PSSR 32
4.2.2. System Monitoring and Data ColECLION ........uuiiiiiiii i e e e e e 33
oy T o= U o\ =Y 0 P =T 01T o | PSSR 34
4.3. Development of 6G-BRICKS Models for Anomaly Detection and XAl Integration........ccccceeeeieinnnnnns 34
4.3.1. Development and Testing of Explainability Module for Explainable Anomaly Detection................. 34
4.3.1.1. Explainability Module Design and PrOCESS .......uciiiiiiieciiiiiiiieeeee e e e eecccrreee e e e e e e e e s aaeeee e 34
4.3.1.2. Experimental SEtUP and TeStING ....ccoo i e e e e e e rre e e e e 35
4.3.1.3. EValuation and RESUIES.......cceiiiiiiiiiiie et e e e e e s e 36
4.3.2. Development and Testing of Leveraging NWDAF for Abnormal Traffic Detection.........ccccceeeeennne. 37
4.3.2.1. T} d oo [T o1 [o] o FS PP PPPP 38
4.3.2.2. NWDAF Abnormal Traffic Detector deSigN ... 38
4.3.2.3. Experiments Setup and TeSHING ....cccee et e e e e e e e e e e 39
4.3.2.4. EVAlUGLION RESUIES...iiieiiiiii ettt ee e e e sbee e e s e sbee e e s e snbeeesesnreeas 39
4.3.3. Development and Testing of the LLM-enabled Vertical Trial Fault Explanator...........ccccccvveeeeeeennnnn. 41
4.3.3.1. T} oo [T o1 [o] o FO PSP PPRP 41
4.3.3.2. LLM-enabled Trial Fault EXplanator deSigN.........ccec it 41
4.3.3.3. Experiments Setup and TESEING .....ccoe e e e e e e e e e e e 42
4.3.3.4. Evaluation Results: Dynamic scaling framework ..., 43
4.3.3.5. Evaluation Results: LLM reasoning & decision-making ........ccccccceeeveiiiiiiiiieeeieee e ececiinnneeeeean. 44
4.3.3.6. Evaluation Results: LLM’s trustwWorthingss .........ccoovecieiiiiiiiiiie et 45
4.3.4. Development and Testing of the LLM-enabled DRL explanator for transparent 6G Network Slicingd6
4.3.4.1. T} d oo [T o1 [o] o F PP PPRP 46
4.3.4.2. LLM-enabled DRL explanator for transparent network slicing design........cccccceeeeveciviviennnn.n. 47
4.3.4.3. Experiments Setup and TESEING .....ccoe et e e e e e e are e e e e 49
4.3.4.4. EVAlUGLION RESUIES...iiiiiiiie ittt e e s bee e e s e sbae e e s e sabeeesesnreeas 49
4.3.5. Development and Testing of Autoencoder with SHAP integration for Explainable Anomaly
D11 o <Tol £ o] [T PP PP PP TUPPPPTTPPPN 51

© 6G-BRICKS 2023 Page |3




=
D.4.3. Experimentation facility testing as a service and explainable resource management BRiCKS
frameworks development.

4.3.6. Development of Explainable Anomaly Prediction Framework for the RAN Domain ........ccccceec........ 55
4.3.6.1. T} d oo [T o1 [o] o FS PP OPRP 55
4.3.6.2. Design and MethodOIOY........uuuiiiiii it e e e e e e s e e ranbraaeaeeeeas 55
4.3.6.3. EValuation and RESUIES.......ccuiiiiiiiiiiie ettt e e s e ree e s e 57

5. Near-RT RIC Framework for EXperimentation XADPPS ... ueeeeeieeeeeieieciiirieeeeeeeeeeesescnrsnreeeesseseeesssssnnssssesssees 60
5.1. T} d oo [ o1 o] o H RSP PRRPT 60
5.2. KPM XAPP @t KUL EEStDEA. .. eiiieiieiieeeeeee e e e e e e e e e e e rae e e e e e e e e e eeeannrnnns 60

5.2.1. Configuration and deploymMENt ............uuiiiiiiiiiii e e e e e e e e e e e s rr e e e e e e e e s e e e ennrnnes 60

I A b - - N ] | 1= d o 3 PRSPPI 60

5.2.3. WOIKFIOW DIi@Irams. ... ..uuuiiiiiieiieieeeiececiitteee e e e e e e e eeeet b eeeeeeeeeeeeeesnsssaaaaeeaeaaasesaaasnsssssssesaaaessenanannsnnns 61

5.3. KPM XApp at the EUR tESTDEA ..o e e e e e e e e rae e e e e e e e e s e e e snnennns 62

5.3.1. Configuration and deploymMENt ............uuiiiiiiiiiii e e e e e e e e e e es e e e e e e e e e e e e e e ennranes 62

I T A D 1 - W @] | F=T o d o 3 RSP 62

5.3.3. WOIKFIOW Di@gIrams. ... ...uuiiiiiiiiiieeee e ettt et e e e e e e eeeettrreeeeeeeeeeeeesnsabaaaseeeeaaasesaaassnssssseseaaaassasananssnnns 63

S o T2 o] (U1 e o -3 PSPPI 65
N 1= =1 =Y o Vol PSPPI 66

© 6G-BRICKS 2023 Page | 4




D.4.3. Ex

”3
perimentation facility testing as a service and explainable resource management BRiCKS

frameworks development.

List of Figures

Figure 1: The 6G-BRICKS Experimenters Portal high-level architecture. ..o, 18
Figure 2: 6G-BRICKS portal profile PAge. .....eceee oottt e e et ee e e e e e e e e e s s nnbrraaeeeeaaaeseesennennns 19
Figure 3: 6G-BRICKS portal: XApps eXperiment triggeriNg ......cccccciiiiiiiiieee et e e e e e e escervrrre e e e e e e e e e e e s ennenens 20
Figure 4: 6G-BRICKS portal: eXperiment reSUItS PAge.....ccuiiiii i eciiiiiiieieee e et e e e e e e e e e eseenrrreee e e e e e e e s e e sennennns 20
Figure 5: High-level diagram structure of Intent (as defined by the Intent Common Model TM Forum TR290A) [7]
.............................................................................................................................................................................. 21
Figure 6: High-level diagram structure of Intent Management Framework for 6G-BRICKS. .........cccccceeeeiiiiccnnnne 22
Figure 7: Reward-penalty return function (convergence) from the novel 6G slice admission engine. ................ 26

Figure 8:
Figure 9:

Figure 10:
Figure 11:
Figure 12:
Figure 13:
Figure 14:

ECDF of achievable latency in delivering packets using different SAC admission control mechanisms. 26
QoS (Quality of service) of goal service group using different SAC admission control mechanisms..... 27
High-level diagram of the optimization algorithm. ... 28
GUI view for the service placement in the 15 teSt.......ceciiiiciiiee ettt et 30
The EURECOM ZSM architecture deSigN.......ccuiieeii et eeecireee e e e e e e e e e e rrae e e e e e e e e e e e e ennennns 33
Design of the EM-enabled framework. ........ ..o e 35

Visualization of the anomalies detected by the CNN-AE model for the first server of the SMD dataset.

.............................................................................................................................................................................. 37
Figure 15: Internal NWDAF @rChit@CIUIE. ..occciii ittt e e e e e e ee e e e e e e e e e s s ebnbrsaaeeeeeaaeeeesannsnnns 38
Figure 16: LSTM Autoencoder arChitECtUIE. ... ... e e e e e e e e e e e rr e e e e e e e e e e s e e s ennennns 39
Figure 17: Training and valuation loss over the number of @POChS.......cciiiiiiicccceeee e 40
Figure 18: A comparison between train volume and generated voOIUME. .........cccuvviiieeeiiiic e 40
Figure 19: Anomaly probabilities for 0Ne WEEK. .........uueee i e e e e 41
Figure 20: The anomaly detection for one week based on the Autoencoder. .......cccceeeeiiiiiiciiiiiieieeee e, 41
Figure 21: LLM-enabled trustworthy ZSM architecture design and USE CaSe. ......ccccveeeeeeeeeeiiciiiiiiiieeee e 42
Figure 22: Dynamic CPU and RAM scaling in response to microservice 10ad. ........ccccceeeeeeieiicciiiiiiieeeeee e 44
Figure 23: CPU and RAM allocation COMPAriSON. .......uuiiiiiiei ittt e e e e e e eeeccrre e e e e e e e e e e esesnrraeaeeeeaaeeseessnnsnnns 44
Figure 24: LLMs scores and E_output-D_output generation times for the dynamic scaling use case.................. 45
FIGUIE 25 LLIMIS METIICS SCOM..iiiiiiitiiieieii i iieeieeeeseeeeeeeeeeeeeeeeeeeeeereeetateterereanaaaaaaaaaeasaasaseaasaseseseeerennrermsesssensnsnnnn 46
Figure 26: The proposed composable XRL frameWOrkK. .......cooooiiiiiiiieee et ercnrrrree e e e e e e e e e e enaenens 47
Figure 27: DRL framework for Admission Control in 5G/6G NetWork sliCiNG. .....c..coovveieeieeeeieeceee e 49

Figure 28:

Sensitivity using Users’ Prompt (zero-shot) vs. Prompt from the Query bank at Different Temperatures.

© 6G-BRICKS 2023 Page |5




=
D.4.3. Experimentation facility testing as a service and explainable resource management BRiCKS
frameworks development.

Figure 30: Comprehensibility using Users’ Prompt (zero-shot) vs. Prompt from the Query bank at Different

BT 0T 1T = L A0 =N 50
Figure 31: Number of hallucinations using Users’ Prompt (zero-shot) vs. Prompt from the Query bank............ 51
Figure 32: Model arChit@CLUIE. ... ... e e e e e e e e e e e e e e e e eeeess s asnbtsaaeeeeaaaeseesannnsnnns 52
Figure 33: The MSE for normal and anomalous iNStANCES.........ccccuiiiiiiiiiie e e e e e e e e escrrrree e e e e e e e e e e s ennenens 52

Figure 34: Loss function and error distribution plots for training (normal instances) and testing (normal +

ANOMAIOUS INSTANCES). ..evvieeiiiiiiee e eecieee e e ettt e e e ettt e e e eetteeeeeeetbeeeeeeebaeeeeeaataeaeeasbaeaeeaassaeeaeaassbeeaeeasbeseeeaastaeaeeennseens 53
Figure 35: Highly correlated fEAtUIES. .....uuv ittt e e e re e e e e e e e e e e s asbrseaeeeeaaeeeeesannnnnns 54
Figure 36: The importance of the top features towards the anomaly detected in row 746 of our TELCO dataset.
.............................................................................................................................................................................. 54
Figure 37: The features with the biggest impact on the anomaly and their corresponding values. .................... 55
Figure 38: High-level diagram of the XAP framewWorK. ...t 56

Figure 39: Example of SHAP plot to provide the local explanation for a randomly selected anomaly. The features
with high negative scores affect the IF model toward predicting the samples as anomalous. ..........ccccccuvvveeeeee.. 58

Figure 40: Real and Predicted KPI values for a time-frame of 1000 samples. The grey area corresponds to an

anomaly predicted by the [F MOAEl. ... e e e e e e e e e e e e e e s e nneraraeaeeeas 59
Figure 41: The KPM collection procedures from E2 NOAE ...........uuuiiiiiiiiiiie ettt e e ree e e e e e e e e e e enenens 61
Figure 42: The xApp messaging flow for KPM xApp at KUL testbed. ......cccooiiiiiiiieeeee e 62
Figure 43: The xApp messaging flow for KPM xApp at EUR testbed........ccooiveiiiiiieeee e 63
Figure 44: Metrics collected DY the KPIM XAPP. ...ttt e e e e e e e et ee e e e e e e e e e seeasnbrsaaeeeeaaaeseesannsnnns 64

© 6G-BRICKS 2023 Page| 6




=
D.4.3. Experimentation facility testing as a service and explainable resource management BRiCKS
frameworks development.

List of Tables

Table 1: Adherence to 6G-BRICKS GA Deliverable & Tasks Descriptions........ccccccviiieeeieeeeeeccccciireeeee e e e eeecienens 13
Table 2: Parameters for the 6G Network Model and Admission Control (Intent Policy Resolution).................... 25
Table 3: Capacity of Nodes used in ECCM’s optimization algorithm tests.........ccccuveeeeiiiiiii i 28
Table 4: Resource usage without applying any stress tool for the nodes used in ECCM’s optimization algorithm
L] T PSPPSR OPPRRPROt 29
Table 5: Typical request input used in ECCM’s optimization algorithm tests. ........cccccveveiiiiiiccciiiiiee e, 29
Table 6: Typical optimization policy used in ECCM’s optimization algorithm. .........ccccceiiiiiiiiiiiii e, 30
Table 7: Placement results for the ECCM’s optimization algorithm. ..o 31
Table 8: Comparative ANalysis RESUILS. ....uuiiii ittt e e e e e rre e e e e e e e e e e s e snnrrseeeeeeaaesesessannsnnns 37
Table 9: Tabular illustration of aNOMaloUS INSTANCES. ......coocuiiiiiiieiee e s 53
Table 10: RESUIES fOr LSTIMI-ED .....eiiiiieeiiie ettt ettt sttt ettt et e sttt e st e st e s bt e e sane e e saneeesaneeesanseesaneeesnneenans 57
Table 11: Anomaly Prediction RESUILS .......eeii ittt e e e e e e e e e e st s aeeeeeaeeseeeenannsnnns 58

© 6G-BRICKS 2023 Page |7




D.4.3. Experimentation facility testing as a service and explainable resource management

frameworks development.

Glossary of terms and abbreviations used

Abbreviation / Term | Description

3GPP 3™ Generation Partnership Project
5G 5% Generation Networks

6G 6" Generation Networks

AD Anomaly Detection

ADE Anomaly Detection Engine

AE Autoencoder

Al Artificial Intelligence

API Application Programming Interface
CF mMIMO Cell-free massive Multiple-Input-Multiple-Output
CN Core Network

CNF Cloud native Network Function
CNN Convolutional Neural Network

CPU Central Processing Unit

cal Channel Quality indicator

CR Conflict Reconciliation

CCSAC Collaborative Consensus-based Soft Actor Critical
CSAC Consensus-based Soft Actor Critical
CSS3 Cascading Style Sheets

CURL Client URL

DDPG Deep Deterministic Policy Gradient
DMO Domain Management Orchestrator
DQN Deep Q-Network

DRL Deep Reinforcement Learning

E2E End to End

E2SM E2 Service Model

© 6G-BRICKS 2023

Page| 8




D.4.3. Experimentation facility testing as a service and explainable resource management

frameworks development.

ECCM Edge Cloud Continuum Manager

EM Explainability Module

ETSI European Telecommunications Standards Institute
eMBB Enhanced Mobile Broad Band

FN False Negative

FP False Positive

GAN Generative Adversarial Network

GM Generative Model

GUI Graphical User Interface

HTMLS HyperText Markup Language

IAM Identity and Access Management

IBN Intent-Based Networking

IF Isolation Forest

loT Internet of Things

JFI Jain's Fairness Index

KPI Key Performance Indicator

KPM Key Performance Measurement

LIME Local Interpretable Model-Agnostic Explanations
LLM Large Language Model

LSTM Long Short-Term Memory

MAE Mean Absolute Error

ML Machine Learning

mMTC Massive Machine Type Communication
MR Machine Reasoning

MS Monitoring System

MSE Mean Squared Error

NBS Nash Bargaining Solution

© 6G-BRICKS 2023

Page | 9




D.4.3. Experimentation facility testing as a service and explainable resource management

frameworks development.

Near-RT Near Real-Time

NER Named Entity Recognition

NFVO Network Functions Virtualization Orchestrator
NMS Network Management System

NS Network Slice

NWDAF Network Data Analytics Function
O-CU O-RAN Centralized Unit

O-DU O-RAN Distributed Unit

O-RAN Open Radio Access Network

OAl Open Air Interface

(0N Operating System

Paa$S Platform as a Service

PDCP Packet Data Convergence Protocol
PoC Proof of Concept

QoS Quality of Service

RAM Random Access Memory

RAN Radio Access Network

RDBMS Relational Database Management System
RIC RAN Intelligent Controller

RIS Reconfigurable Intelligent Surface
RL Reinforcement Learning

RLC Radio Layer Control

RR Rejection Rate

RRM Radio Resource Management
RSRP Received Signal Strength Power
RSRQ Reference Signal Received Quality

© 6G-BRICKS 2023

Page |10




=
D.4.3. Experimentation facility testing as a service and explainable resource management BR'CKS

frameworks development.

RSSI Received Signal Strength Indicator
RU Radio Unit

SAC Soft Actor-Critic

SDL Shared Data Layer

Sbu Service Data Unit

SHAP SHapley Additive exPlanation

SLA Service Level Agreement

SM Service Model

SNR Signal-to-Noise Ratio

SoTA State-of-the-Art

SSO Single Sign-On

TCP Transmission Control Protocol

TP True Positive

uc Use Case

UE User Equipment

UPF User Plane Function

URLLC Ultra-Reliable and Low Latency Communications
VAE Variational Autoencoder

WSGI Web Server Gateway Interface
XApp Extended Application

XAD eXplainable Anomaly Detection

XAl eXplainable Artificial Intelligence
XAP eXplainable Anomaly Prediction
XGBoost eXtreme Gradient Boosting

XRL eXplainable Reinforcement Learning
ZSM Zero-Touch network and Service Management

© 6G-BRICKS 2023

Page | 11




=
D.4.3. Experimentation facility testing as a service and explainable resource management BRiCKS
frameworks development.

1. Executive Summary

D4.3(“Experimentation facility testing as a service and explainable resource management frameworks
development”) is part of WP4, Experimentation Facility Management, Domain, and Security Orchestrator,
supporting tasks: T4.1, Experimentation Framework for Vertical Testing as a Service and Zero-Touch Policy
Engine; T4.2, Explainable Al for Domain Resource Management and Orchestration; and T4.3, Near-RT RIC
Framework for Radio Resource Management via Open-Radio Access Network (O-RAN) compliant extended
Applications (xApps). Building upon the foundations established in prior stages (presented in D4.1 [1]), this
deliverable presents the detailed development, implementation, and validation results of key frameworks and
tools to achieve the objectives of WP4. In respect to T4.1, the present deliverable details the development of the
experimentation framework for vertical Testing as a Service, with a focus on the 6G-BRICKS Portal and its
associated components for intent-driven network management. It highlights the advancements in onboarding
mechanisms, conflict resolution techniques, and optimization for the intent-driven edge-cloud continuum. For
T4.2, the document emphasizes the development and experimentation of Domain Manager and Orchestrator
(DMO) components, including the integration of Artificial Intelligence (Al) and explainable Al (XAl) techniques for
anomaly detection and resolution. Key innovations include Network Data Analytics Function (NWDAF) enabled
abnormal traffic detection and the use of XAl and Large Language Models (LLMs) for explainable and trustworthy
Zero-touch network and Service Management (ZSM). Finally, for T4.3, the deliverable presents the
advancements in the Near Real-Time RAN Intelligent Controller (Near-RT RIC) framework for Radio Resource
Management (RRM). It describes the design, implementation, and testing of Key Performance Measurement
(KPM) xApps for data collection, showcasing innovations to optimize performance in challenging scenarios.

The deliverable is organized into three primary technical sections:

The first technical section, i.e., Section 3, details the development of the experimentation framework for vertical
testing-as-a-service and intent-driven network management. It expands upon the initial design of the 6G-BRICKS
Portal and introduces the refined technology stack that supports the platform. The section elaborates on the
onboarding mechanisms, which simplify the process for experimenters to integrate their applications into the
platform. Additionally, it outlines the development of the Intent Management Engine, which autonomously
drives decisions based on the constraints expressed by the intents. This engine integrates state-of-the-art conflict
resolution algorithms and an admission control mechanism that improves conflict avoidance by leveraging both
short- and long-term correlations from network resource monitoring traffic metrics. Furthermore, this section
discusses the optimization algorithm developed for intent-driven edge-cloud continuum, which ensures efficient
resource allocation while considering multiple system attributes.

The second technical section, i.e., Section 4, focuses on the development and experimentation of XAl for the
DMO and anomaly detection. It delves into the development of the eXplainable Anomaly Detection (XAD)
framework, which processes network Key Performance Indicators (KPIs) measurements to detect and mitigate
anomalies. The section further elaborates on the use of reconstruction-based anomaly detection models, which
classify normal and anomalous data, and the incorporation of explainable modules that interpret reconstruction
errors and provide feature importance visualizations. These visualizations are vital for identifying the root causes
of anomalies. The section also discusses the integration of NWDAF for abnormal traffic detection, demonstrating
the capability of the system to identify and address anomalous traffic patterns. Also, it investigates the use of
advanced generative Al models, like LLMs, to detect and resolve anomalies within the networks.

The third technical section, i.e., Section 5, presents the advancements in the Near-RT RIC framework for RRM via
O-RAN-compliant xApps. It describes the design, implementation, and testing of xApps for data collection. The
section explains the messaging infrastructure that supports the exchange of control messages over the E2
interface for metrics collection. It further details the development of the RIS-related KPM xApp, which leverages
KPM for efficient data collection, ultimately enhancing RAN performance in complex scenarios.
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2. Introduction

6G-BRICKS aims to provide advanced experimental facilities for testing on the KUL and EUR testbeds, which focus
on enabling CF mMIMO and RIS technologies, respectively. These facilities are accessible through a
comprehensive experimental framework, allowing researchers to define their intents and conduct individual
tests via the ISl portal. This deliverable serves as the final report, summarizing the development progress,
experimentation results, and insights gained from the deployment of the 6G-BRICKS enablers.

Key components covered in this deliverable include the 6G-BRICKS experimental portal, where experimenters
define their intents, the DMO system, which leverages Al and XAl for anomaly detection and resolution, and the
O-RAN compliant xApps, which facilitate metrics collection and optimization from the RIS and CF mMIMO
testbeds.

This deliverable presents the final advancements and implementation of 6G-BRICKS methodologies, with details
on:

e The design and functionalities of the 6G-BRICKS experimental portal.

e The Intent Management Engine and its conflict resolution algorithms.

e Methodologies for intent conflict resolution within the experimental framework.

e Optimization algorithms for intent-driven cloud continuum.

e Enhanced implementations of the DMO to dynamically deploy closed-loop fault management
components.

e Integration of XAl within DMO for anomaly detection and resolution.

e Advanced models for anomaly detection and their integration with XAl.

o The fusion of the NWDAF with Al for abnormal traffic detection.

e Exploration of LLMs for anomaly detection and resolution within the experimental setup.

e A Near-RT RIC framework for RRM and data collection using O-RAN compliant xApps.

2.1. Mapping 6G-BRICKS Outputs

The purpose of this section is to map 6G-BRICKS Grant Agreement commitments, both within the formal
Deliverable and Task description, against the project’s respective outputs and work performed.

Table 1: Adherence to 6G-BRICKS GA Deliverable & Tasks Descriptions

6G-BRICKS GA Component Outline | Respecti

6G-BRICKS GA ve
Docume ATl
Component nt Justification
Title Chapter(
s)

DELIVERABLE

This D4.3 provides a public report on experimentation facility testing as a service and explainable resource
management frameworks development.
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frameworks development.

Task 4.1
Experimentation
Framework for
vertical Testing
as a Service and
Zero-Touch
Policy engine

Task 4.2
Explainable Al
for Domain
resource
management
and
orchestration
(DMO)

Task 4.3 Near-
RT RIC
framework for
Radio Resource
Management
via O-RAN
compliant xApps

© 6G-BRICKS 2023

1. Deliver enhancements of the
5GMediaHUB Experimentation Tools
that improve on the scalability and
extensibility of the ISI facility to
support Use Cases (UCs) and Open

Calls participants Section 3

2. Interfacing of the Experimentation
Tools with the innovative 6G-BRICKS
decentralized management plane and
a new Policy Engine

1. XAl and Machine Reasoning (MR)
modules that will run inside the XAl-
Decision Engine (DE) of

the DMO answering why intents and
policies are specified.

2. New XAl algorithms will be devised
and developed to support complex
and popular ML algorithms used in
network and service management
(Recurrent Neural Network, Long
Short-Term Memory etc.)

Section 4

3. Knowledge models will be defined,
based on intent and policies, as well as
MR algorithms that allow the analysis
of rootcause problems, derive
solutions, detect conflicts and resolve
them.!

1. Design and develop the Near-RT RIC
framework for RRM of E2 nodes along
with an xApp subscription manager.

2. Develop the RAN DB for the storage
of configurations and KPIs, and the
support of logging, tracing, and
metrics collection.

3. The RIC xApp messaging
infrastructure will be designed with

Section 5

The first part of the deliverable
presents the finalized 6G-BRICKS
Portal in subsection 3.1, including its
technology stack, frontend and
backend modules, and detailed
portal design. Subsection 3.2
provides an in-depth description of
the Intent Management Engine,
focusing on the conflict resolution
mechanisms, the 6G-BRICKS intent-
based networking architecture, and
the validation of these mechanisms
using game-theoretic approaches.
Additionally, Subsection 3.3
highlights optimization techniques
for intent-driven cloud continuum
management to enhance system
efficiency and scalability.

The second part of the deliverable
showcases the innovative aspects
of XAl for the DMO in Section 4.
Subsection 4.1 introduces the
concept, setting the stage for the
advancements in explainability and
anomaly detection. Subsection 4.2
outlines the monitoring and fault
management system, detailing the
processes for system monitoring,
data collection, and fault
management. Subsection 4.3 delves
into the development and testing of
various XAl frameworks, including
NWDAF-enabled anomaly
detection, LLM-enabled
explanations for vertical trials and
faults, and SHAP-integrated
autoencoders.

The third part of the deliverable
presents the Near-RT RIC
framework and its role in enhancing
RAN performance in Section 5.
Subsection 5.1 introduces the
section, providing an overview of
the Near-RT RIC architecture and its
experimentation scope. Subsection
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a latency tolerance of 10-500ms, for 5.2 focuses on the KPM xApp
monitoring, managing, and controlling deployment at the KUL testbed,
the underlying nodes. detailing its configuration, data
4.The experimenter xApps will collection processes, and workflow
communicate with the RAN nodes diagrams. Subsection 5.3 highlights
over the 3-Service Models (SMs) (i.e., the KPM xApp deployment at the
E2SM-KPM, E2SM-NI, and E2SM-RIC EUR testbed, describing the setup,
Control Procedure (RC)) and the SMs data collection mechanisms, and
will be further modified based on corresponding workflow diagrams.

the requirement of the xApps.!

2.2. Deliverable Overview and Report Structure

Section 3 focuses on the experimentation framework for vertical Testing as a Service and intent-driven network
management. Subsection 3.1 describes the finalized 6G-BRICKS Portal, including its technology stack, frontend
and backend modules, and detailed portal design. Subsection 3.2 delves into the conflict resolution components
of the Intent Management Engine, covering conflict resolution techniques, and their validation through game-
theoretic approaches. Subsection 3.3 presents optimization techniques for intent-driven cloud continuum
management. Section 4 highlights the DMO development. Subsection 4.1 introduces the section, while
Subsection 4.2 outlines the monitoring and fault management system. Subsection 4.3 details the development
and testing of various XAl frameworks, such as NWDAF-enabled anomaly detection, LLM-enabled vertical trial
and fault explanation, LLM-enabled DRL explanators for network slicing, and SHAP-integrated autoencoders. It
also explores the design and results of an explainable anomaly prediction framework for the RAN domain.
Section 5 presents the Near-RT RIC framework for experimentation with xApps, showcasing the development
and deployment of xApps at the KUL and EUR testbeds. Subsections 5.2 and 5.3 provide a detailed view of xApp
configurations, data collection processes, and workflow diagrams for both testbeds. Section 6 concludes the
deliverable.

2.3. Advancements with respect to Deliverable D4.1

This deliverable presents the development and results of the experimentation facility testing-as-a-service and
explainable resource management frameworks, whose initial design was introduced in D4.1. The updates in this
document compared to D4.1, for each section, are as follows:

¥ In D4.1, we outlined the portal technology tasks and provided wireframe diagrams. In this document
(Section 3.1), we present frontend screenshots from the first iteration of the portal implementation,
featuring a Keycloak-integrated user profile form, xApps, and experiment results pages. In addition, in
D4.1, we introduced the Intent-Based Networking (IBN) concept for 6G networks and discussed State-
of-the-Art (SotA) algorithms for conflict detection and resolution (TMF921 standard [2], section 3.2). This
deliverable focuses on resolving conflicts between competing slices in 6G networks (section 3.2.2) and
explores negotiation tactics beyond Deep Deterministic Policy Gradient (DDPG) and Soft Actor-Critic. We
optimized a SotA admission engine for multi-domain slicing, ensuring fair resource allocation using Jain’s
Fairness Index [3], with results presented in section 3.2.3. Furthermore, the updates of the optimization
algorithm that is used by the Edge-Cloud Continuum Manager (ECCM) are presented in Section 3.3. These
include mainly the integration aspects of the algorithm with other components of the Cognitive Compute
Continuum and, specifically, with the mt-Edge Platform. Moreover, while in D4.1 we showed an example
of the optimizer’s Application Programming Interface (API) call, in the current document we present a
complete set of experiments using a real service and real nodes. The experiments were performed at
ICOM’s cluster and show the algorithm’s outputs in different conditions.
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¥ The DMO implementation is updated in Section 4.2, introducing two main components to enable

dynamic deployments of DMO closed-loop systems hosting Al and XAl for anomaly detection and
resolution. Previous closed-loop systems were enhanced with experimentation results, and new systems
were proposed. Section 4.3 provides the final development and results of Anomaly Detection and
Explainability models, that can function directly within the DMO to resolve detected anomalies.
Specifically, Section 4.3.1 develops and tests the solution introduced in Section 4.5.2 of D4.1, with
detailed performance evaluations using multiple Deep Learning models on three datasets. Section 4.3.2
presents traffic anomaly detection results leveraging NWDAF, as designed in Section 4.5.3 of D4.1.
Section 4.3.3 evaluates the LLM-based anomaly explanation and resolution approach from Section 4.5.4
of D4.1. Section 4.3.4 introduces a new framework leveraging LLMs to explain Deep Reinforcement
Learning (DRL) decisions with experimental results. Section 4.3.5 extends the Autoencoder with SHAP
[4] integration from D4.1, adding features like explanations for highly correlated dataset features and
SHAP insights into anomalies highlighted by the original algorithm. Lastly, Section 4.3.6 presents a newly
developed explainable anomaly prediction framework that complements other approaches by
identifying domain-specific anomalies using KPIs from the RAN domain.

Subsections 5.2 and 5.3 provide the implementation details and the mechanisms of collecting data from
the E2 nodes (i.e.,, the CU and DU) in the KUL and EUR testbeds, also providing the signaling
implementation and workflow of O-RAN specified APls, e.g., namely management API, enablement API,
Al-related API, Shared Data Layer (SDL) APl and E2-related API.

2.4. Mapping 6G-BRICKS Components to the Architecture

The purpose of this section is to map the 6G-BRICKS components, as presented in the deliverable, to the
corresponding layers of the 6G-BRICKS architecture. The architecture is structured into three distinct layers:

1.

Experimentation Plane (Top Layer): This layer includes the portal and the intent-driven management
system, which are responsible for high-level functionalities such as conflict resolution and intent
optimization algorithms.

Management & Orchestration Plane (Middle Layer): This layer manages the testbeds through the DMO,
which autonomously handles tasks such as anomaly detection and resolution.

6G RAN Infrastructure Domain (Bottom Layer): This foundational layer comprises the testbeds, including
the EUR testbed featuring RIS technology and the KUL testbed featuring distributed CF-MIMO
technology.

The following sections in this deliverable align with these architectural layers:

Section 3 addresses the experimentation plane, focusing on the 6G-BRICKS portal and intent-driven
management.

Section 4 discusses the components of the management & orchestration plane, detailing the role of the
DMO in anomaly detection and resolution.

Section 5 covers the 6G RAN infrastructure domain, highlighting the RRM components at the EUR and
KUL testbeds.
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3. Experimentation Framework for vertical Testing as a Service and
Intent-driven Network Management

Intent-Based Networking is a critical 6G enabler that helps automate network components and computational
infrastructures. In this domain, 6G-BRICKS facilitates intent-based automation powered by Artificial Intelligence
(Al), which will be able to ensure a high level of security, efficiency, scalability, and sustainability; particularly in
cross-domain and interoperable deployment environments. This is facilitated by the 6G-BRICKS Experimentation
plane, which is introduced in this section and includes an experimentation Portal service and a novel intent
management engine platform. The latter offers intent Conflict Reconciliation (CR) on closed loops from the
resource layer to the business layer, possessing fully end-to-end decentralized Al and XAl features, alongside a
fast-converging dynamic Game Theory engine.

3.1. 6G-BRICKS Portal

The 6G-BRICKS Portal will support the 6G-BRICKS and third-party UCs, simplifying the onboarding of applications
coming from open calls and offering a private Docker Image service repository. Moreover, the portal allows
experimenters to onboard xApps, providing access to experimentation at the RAN domain (e.g., changing
parameters related to the RIS). The Experimenter’s portal technology stack is based on an Angular frontend and
a Python backend, leveraging the Flask micro web framework. In what follows, further details about the Portal
technology stack and baseline technologies are contributed.

3.1.1.16 G-BRICKS Portal technology stack

To realize the Experimenters Portal Graphical User Interface (GUI), we will follow an agile interaction design to
achieve practical and pragmatic design, short development cycles, and dynamic designs that are responsive to
changing needs [5]. The technology used for the development of the frontend and its integration to the backend
components is based on open-source standards and is deployed to the cloud as a Docker imagel. The portal is
built using a combination of programming languages based on the programming Framework, which can be
separated into two categories, the client-side languages, and the server-side ones.

Client-Side: The code that sits here is executed on web browsers. Due to the low processing power available on
the client side, this code is intended to retrieve the information from the backend system and formalize the data
into a user-friendly display manner. Technologies widely used in this case are primarily HTML5 (HyperText
Markup Language), CSS3 (Cascading Style Sheets) and JavaScript (Angular JS). Angular? is a powerful and widely
used open-source framework for building dynamic web applications. Developed and maintained by Google, it
allows developers to create rich, interactive client-side applications by utilizing HTML, CSS, and TypeScript—a
superset of JavaScript. Angular's architecture is designed around components and services, making it highly
modular and allowing for reusable code. Its data binding and dependency injection features significantly reduce
the amount of code developers need to write, leading to faster development cycles and robust applications.
Angular is an excellent choice for developing the 6G-BRICKS Portal GUI, as it supports agile interaction design
principles and facilitates the creation of responsive, user-friendly interfaces.

Server-Side: This code is executed on the server side for tasks such as 3™ party integrations, database
integrations, data manipulation and generally tasks that require large processing power are run in the backend.
Within the context of the project, the server-side coding is done in Python Flask®. Flask is a lightweight and
flexible web framework for Python that allows developers to build web applications quickly and easily. It is

HSY6& )+, - [OHSYE ISHL- I
")) +,--234562'7+/#4-
#())*+,--862+06/*266&)+* #7&$)+/$#1-&319/:/;-

© 6G-BRICKS 2023 Page | 17



https://www.docker.com/
https://angularjs.org/

=
D.4.3. Experimentation facility testing as a service and explainable resource management BR'CKS
frameworks development.

designed to be simple and easy to use, yet powerful enough to handle complex web applications. Flask is based
on the Web Server Gateway Interface (WSGI) specification and provides a simple API for developers to create
web applications. It supports routing, request handling, templating, and more. Flask is also highly extensible,
with a large number of third-party extensions available to add functionality such as database integration,
authentication, and more. Flask is often used for building small to medium-sized web applications or APIs. Its
simplicity and flexibility make it a popular choice for prototyping, Proof of Concept (PoC) development, and small-
scale production deployments.

3.1.2.! Frontend and Backend Modules

Figure 1 shows the high-level architecture of the Experimenters Portal frontend and backend, and their
constituent components.

3+HH#1006)*+ 43", @ﬂﬂ

-$./0+12 !"#;ffz.'.("$ I"H$'

89:6 8BS S HS

Figure 1: The 6G-BRICKS Experimenters Portal high-level architecture.

The 6G-BRICKS portal will deliver a fully customised frontend, based on Angular. In a nutshell, the portal frontend
components act as an entry point to external experimenters, facilitating the execution of tests, as well as the
user registration and login workflows. For the latter, the Frontend module leverages an off-the-shelf Single Sign
On (SSO) module, which implements the Identity and Access Management (IAM). IAM systems enable the
management of user identities, authentication, and authorization, providing a secure mechanism to verify users
and control their access to various parts of the application based on their roles and privileges. 6G-BRICKS
leverages Keycloak® as an open-source IAM solution aimed at modern applications and services. It offers
comprehensive support for OAuth2 and OpenID Connect protocols, making it a robust choice for secure
authentication and authorization. Keycloak simplifies the implementation of SSO across multiple applications,
providing a seamless user experience and robust security features. With its user-friendly management interface
and flexible API, Keycloak allows for easy integration with a wide range of applications, making it an ideal choice
for managing identities in the 6G-BRICKS Portal. The offered SSO capabilities significantly decrease inconvenience
for the platform developers and users, allowing seamless navigation between 6G-BRICKS services without the
requirement of dealing with multiple account systems and authorization requirements.

Moreover, the Portal delivers a set of Backend modules, that closely cooperate with the Frontend modules,
delivering server-side functionality. More specifically:

e Database: This is based on MySQL®, which is an open-source Relational Database Management System
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W)+, .. 1<+=6/$H1 |

© 6G-BRICKS 2023 Page |18




=
D.4.3. Experimentation facility testing as a service and explainable resource management BR'CKS
frameworks development.

(RDBMS) widely used for web applications. It is a popular choice for managing and storing data in many
types of applications, from small-scale websites to large-scale enterprise systems. MySQL is known for
its performance, scalability, and reliability, and it is used by many of the world's largest and most popular
websites and applications.

e Private Docker repository: A JFrog® private Helm repository is used to store chart packages, providing
methods for uploading, retrieving, updating and deleting Chart packages via Client URL (CURL)
commands. It offers privacy, access control, high availability and massively scalable storage providing
advanced, enterprise-ready repository management for charts. An OpenAPI server is used as a proxy for
facilitating the interaction of the platform front-end components (Portal) with the Private Helm Repo
and supporting these basic functions.

3.1.3.! 6G-BRICKS Portal Frontend

The G-BRICKS Experimenters’ Portal frontend is illustrated below, as a set of screenshots outlining the various
frontend elements, how they relate to each other and how they are structured. In terms of structure, the 6G-
BRICKS portal is based on a vertical Menu bar, which provides access to the main functionalities available to
experimenters. These functionalities are outlined in the following Figures, including the profile page (Figure 2),
experiment triggering via xApps portal (Figure 3) and experimentation results page (Figure 4).

John Doe ~
My Profile
Logout

Personal Info

myuser@myuser.com
myuserFirstName1
myuserLastName

Phone number 1234567
City mycity
Address myaddress1

state mystate

Zip cod .
Gl myzipcode

m Cancel

localhost:4200/profile

Figure 2: 6G-BRICKS portal profile page.
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xApps

Dashboard New Running

Dashboard .
2 signo
Dashboard

Profile -

v 3 2 S 0 1
Creation Stop Resume Deletion

Booking Events

Figure 3: 6G-BRICKS portal: xApps experiment triggering

6G 2 e -
BRICKS -

88 Experiments

send_receive's Results

db

CS1 Results. Power Results.

Figure 4: 6G-BRICKS portal: experiment results page
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3.2. Conflict resolution components for the Intent Management Engine

Autonomous and customer-driven network management is a significant unresolved issue as 5G and 6G advance.
Separating the needs of the customer from the intricate network- and resource-centric operations is crucial for
enabling autonomy on a wide scale. One way to abstract service expectations and conceal implementation
specifics from clients is through intents. As per the current definitions established by the TM Forum, 3™
Generation Partnership Project (3GPP) SA5, and European Telecommunications Standards Institute (ETSI) ZSM
standards organizations, intent is "the formal specification of all expectations, including requirements, goals, and
constraints given to a technical system" [6]. An intent is a collection of specific expectations, such as a service or
product offered to clients with functional and non-functional needs. The requirements may be high-level
business-oriented or low-level technology-oriented, quantitative (KPls), or qualitative (legal compliance, security,
or system behavior). To handle the significant complexity brought on by ensuring End-to-End (E2E) network
slicing services for many verticals, the intent is divided into three categories, which differ from those previously
defined: business intent, service intent, and resource intent.

Intent

1log:oneOf
log:anyOf
log:allof
1og:nonedf

o

1og:oneOf target
log:anyOf Expectation Target
log:allOf

log:noneOf

log:oneOf
log:anyOf
log:allOf
log:noneDf

Condition

1og:onedf
log:anyOf
log:allOf
log:noneOf

<rdf:Property>

rdfs:Resource

Figure 5: High-level diagram structure of Intent (as defined by the Intent Common Model TM Forum TR290A)

[7]

Briefly, depicted in Figure 5, an Intent is determined by a set of customer expectations. Specifically, expectation
classes represent types of requirements, Targets classify what needs to fulfill the requirement, for instance which
service node, resource, or instance, and finally, Conditions specify explicit requirements by defining when the
system is considered idle (compliant) or degraded. Finally, Logical operators combine atomic and partial
requirement conditions.

Intent concentrates on the objective without defining how it should be accomplished, in contrast to policy, which
is a collection of guidelines (such as in the form of an "event-condition-action" statement) that outline how a
goal is accomplished and are frequently translated into executable configurations for network components. As a
result, intent is less specific and independent of the technologies or network components that underlie it. It
serves as a channel for communicating and representing the various parties' service expectations, allowing for
greater autonomy and abstraction in network administration [6].
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3.2.1.! 6G-BRICKS Intent-Based Networking architecture and workflows

In the D4.1 [1], we demonstrated various critical (sub)components for the intent management engine. In this
deliverable, we enrich the design with new conflict resolution components and implementations, as illustrated
in Figure 6. In addition to implementing intent negotiation and reporting routines, the 6G-BRICKS intent engine
(6G-ACCORD), which was instantiated from the TMF921 IDAN project reference implementation [2], takes intent
definitions and implements sophisticated reconciliation procedures and intent handling policies. The intent
engine uses a flexible declarative language to define application networking and computing requirements,
replacing Service Level Agreements (SLAs) with the formal intent specification included in the TMF921 standard.
Customers can also communicate their needs in natural human language on 6G networks since service requests
don't need network-specific terminology. Providing performance assurances such as low latency, high
dependability, security, privacy, and trustworthiness is then automated as part of service provisioning. 6G-
BRICKS further enhanced the service provisioning workflow with techniques that detect and reconcile any intent
conflicting declarations before (or after) 6G services instantiation. The techniques considered are further
outlined in the following section.

IBN

Feedback

Domain Intelligence

. Problem [ confiict Resoluti ation/ Recondiliat o
Intent Processor Decision ) ‘ mes"ﬁ:r
/ Intent Optimization Engine & Decision Maker ; I
Decentralized Al Query engine ‘
ThreaI A
status
Reward/Pen
Applie d Nelg:)arghlnfo
intent
ent & State Data/lMode T
P State Observer Graph Builder
i | Instructions Data/Model Bala/Meyiol
| | — lstats _________________________________________________________

Storage Controller

Figure 6: High-level diagram structure of Intent Management Framework for 6G-BRICKS.
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3.2.2.! 6G-BRICKS intent conflict resolution and consensus techniques

Game-theory, most recently, meets the 5G/6G cellular network traffic engineering domain, since Network
operators frequently encounter situations where they must balance conflicting demands, requiring them to
carefully allocate their resources to meet several goals at once. Inside the scope of 6G-BRICKS, our 6G-ACCORD
intent management (conflict resolution) engine targets the most sophisticated and advanced mathematical
algorithms we could leverage from the domain of Dynamic Game-theory.

A key idea in cooperative game theory and economics, the cooperative bargaining issue, B, entails two or more
parties negotiating to accept their divergent opinions by choosing a point of disagreement or coming to a
mutually beneficial agreement on an alternative. The issue is stated as:

V)

where d is the disagreement point, or the result that the parties will get if they are unable to come to an
agreement, and S is the nonempty convex and closed set of all potential agreements, also known as the feasible
utility set. Every element in S denotes a potential agreement that the participants could come to, and the
disagreement point serves as the benchmark by which they assess the advantages of a potential agreement.

Given a cardinality set of players + " ,*%% %0and a disagreement (conflicting) point & 1)2', where &"
)38 %84% 9%y 4 symbolizes each player's utility in the event of a dispute. Them define a doable set $)5 )2"
reflecting every potential result of the negotiations, where for all 6) 1 $%g 7 &gfor 8" *%% %.

A.! The Nash Bargaining Solution (NBS)

Next, we showcase the main mathematical solutions & technologies we shall encompass to achieve intent
conflict reconciliation inside the 6G-BRICKS intent management engine. NBS seeks to reach a consensus 67°& 1
$ so it considers the parties' utilities at the point of conflict and optimizes the product of their utilities. The
players' utilities (8" *%% %) are represented by 65 where 65)1 9, and the array of the participants' lowest
acceptable utilities is the dispute point, d, (i.e. :6* %g! % 9% ;). The following is a formal definition of the
NBS [8]:

6%&' n <=>’-§@B!$I—“ #6$C &$| #_u
where the utility gains product (as contrasted to the disagreement point) is maximized for all players by selecting
the solution, 6% .

6% " 1675 96,05 % 96 ; #D'
Where 6?&' " E$#F%&' ". At a given control parameter value p, Egf' )defines the utility of the i-th player, xi. The
NBS is a solution concept that maximizes the product of parties' utility gains over the dispute point, assisting in
the discovery of a stable and equitable solution to such issues. The WNBS is an NBS extension that considers

each player's relative importance (priority) during the negotiating process [9]. We can represent the disparity in
the players' (8" *%% %) negotiating power by adding weight, wi.

6%&' n <:>’§@B!$+_"#6$C &$l ! #Gu
Where Hg-- | §" *and| ¢7 ). Considering the participants' utilities at the point of disagreement, the WNBS
seeks to discover an agreement XWNBS ! S that maximizes the weighted product of the players' utilities. The

balance between the participants' utilities in the bargaining solution, which represents their respective
bargaining strength (i.e., their relative priorities), can be controlled by varying the weights, wi.

B. Kalai-Smorodinsky Bargaining Solution (KSBS)

In cooperative game theory, the Nash bargaining solution is generalized by the KSBS solution notion. It

© 6G-BRICKS 2023 Page | 23




=
D.4.3. Experimentation facility testing as a service and explainable resource management BRiCKS
frameworks development.

guarantees that each player's utility function and disagreement points, which reflect their maximum and
minimum payoffs, respectively, are proportionate to the negotiation outcome. By distributing rewards among
players in a way that is proportionate to their points of disagreement, KSBS seeks to promote equal outcomes.

The KSBS proportionality conditions for an n-player negotiating scenario are as follows [10]:

) #8%S$ ) #E%S
. 11} \

O #K)

)& .

Where the results that maximize the corresponding utility functions for each player are xL1, ..., xLn. The solution
that meets the KSBS is xKSBS. Each player's relative benefits in the negotiating solution are guaranteed to be
proportionate to their greatest achievable gains above their points of disagreement thanks to the proportionality
constraints. As a result, the players' individual preferences and negotiating power are respected and advantages
are distributed fairly.

C.! Shannon Entropy Bargaining Solution (SEBS)

Maximizing the Shannon entropy, sometimes referred to as the Theil index, which measures the diversity or
unpredictability in the allocation, is an alternate method for determining a fair utility distribution in the context
of bargaining dilemmas. Based on ideas from information theory, specifically entropy, the Theil index is a gauge
of inequality. Although it can be used to other kinds of allocation problems, such utility allocation in bargaining
games, it is frequently utilized in the context of income distribution. The Theil index, which can be formulated as
the optimization problem as follows [11], can be utilized in this situation to determine a just distribution of utility
among the parties involved.

6% " <=>2@AM #N'
'@
Subject to Hg o#65C & " O  #P'

where hS is the utility allocation's Shannon entropy (Theil index), and c is a constant value. It is determined by:
M " )C Hg o, Fg QRE; #T'

and pi, which is player i's utility gain percentage, is provided by:

n Q!"!l 1
Fs )21()0)!--!1 #U

Where Hg o, Fg" * % symbolizes the group of players, and xi shows the utility of player i. Additionally, di stands
for player i's dispute point, or minimum utility. The solution that meets SEBS requirements is xSEBS.

3.2.3.! Validation of 6G-BRICKS game-theoretic conflict resolution techniques

This section contributes validations of the mathematical game-theoretic domains of Matching (Dynamic) Game
Theory and Collaborative Game Theory, as mentioned in the previous Section 3.2.2. Our approach is to apply our
conflict resolution algorithms in an admission control problem, aiming to maximize admission control efficiency
and prevent intent conflicts by utilizing the short- and long-term correlation of the resource monitoring traffic
metrics.

A.! Feature engineering datasets

Our simulation uses the Milano Dataset [12], a multi-source real dataset of urban life in Milan and the Province
of Trentino. Information about incoming and outgoing calls, internet activity, humidity, temperature, wind
speed, and SMS sent and received are all included in the data. Grid connectivity is represented using a binary
adjacency matrix.
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B.! Experimentation Setup & Hyperparameters

The parameters utilized for the new conflict resolution (optimization) algorithm, the Q-Function(s), and the
related reward function parameters are compiled in Table 2.

Table 2: Parameters for the 6G Network Model and Admission Control (Intent Policy Resolution).
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It is worth stating that when dynamic slice traffic profiles with peaks are present, the Admission Control problem
poses a trade-off between resource efficiency and maximizing the admission of User Service Requests (USRs) or
reducing Rejection Rates (RRs). Fast convergence is a feature of the baseline admission control framework (SAC),
which was examined in [13], and is meant to be able to lower reject rates, delay rates, and network packet
failures. With the game-theoretic engine which implements the Shannon Entropy Bargaining optimization model,
the 6G-BRICKS Consensus-based Soft Actor Critical (CSAC) algorithm may converge more quickly than the general
SAC version. The convergence capabilities of the CSAC may be further improved by this model's possible use of
Deep Q-Learning, DDPG, and sub-linear convergence techniques. This potential will be demonstrated by
additional experiments. The large sample complexity and hyperparameter brittleness of model-free deep
Reinforcement Learning (RL) methods are well known issues. The maximum entropy RL framework serves as the
foundation for the off-policy actor-critic algorithm known as Soft Actor-Critic (SAC). It acts randomly and seeks
to maximize entropy and expected return. SAC has been expanded to include a limited formulation to enhance
training and stability. From a technical perspective, Soft Policy Iteration should give way to Soft Actor-Critic in
maximum entropy RL. Completely automated entropy adjustment for maximum entropy RL is the aim for an
effective admission policy control and intent conflict resolution [14] - [15].

To maximize efficiency, the new admission control algorithm in 6G autonomous networks is designed using both
short-term and long-term correlation of resource monitoring traffic indicators. Based on a modified game
environment from OpenAl Gym [16] and a customized reward function computed, the newer engine converges
rapidly (see Figure 7), preventing competing slice goals and optimizing network traffic progression efficiency.
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Figure 7: Reward-penalty return function (convergence)
from the novel 6G slice admission engine.!

C.! Evaluation Results

First, the evaluation study compares the Baseline SAC admission control algorithm (B-SAC) [13] and the 6G-
BRICKS admission algorithm, termed Collaborative (end-to-end decentralized) Consensus-based SAC (CCSAC), in
terms of packet resource delivery optimization and customer satisfaction. The CCSAC algorithm achieves shorter
latency in Ultra-Reliable and Low Latency Communications (URLLC) packet delivery, using the maximum entropy
RL model for the lowest latency. The findings (see Figure 8) show that the higher the ECDF line, the more efficient
the admission control process, indicating that the CCSAC algorithm is more effective.

Baseline SAC [B-SAC]

Lower confidence bound [B-SAC]
Upper confidence bound [B-SAC] | -
Proposed [CCSAC]

0.1

0 5 10 15 20 25 30 35 40 45 50
Latency in packet delivery (ms)
Figure 8: ECDF of achievable latency in delivering
packets using different SAC admission control
mechanisms.!

Second, the fairness index is used to assess the equitable distribution of resources among users and applications.
Two types, Gini and Jain's, are identified for fairness assessment. Jain's Fairness Index (JFI) [3] is a popular choice
due to its versatility in performance and measurement indexes. The fairness index value is 1 if every user receives
the same amount. We can depict the JFl equation hereby, and the corresponding validations (Figure 9):
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Figure 9: QoS (Quality of service) of goal service group using
different SAC admission control mechanisms.!

3.3. Optimization for intent-driven cloud continuum

In D4.1 we have described an optimization algorithm that handles intent-driven requests for the Edge Cloud
Continuum Manager (ECCM). The ECCM is responsible for the management of multiple edge clouds, i.e. multiple
n-Edge Platforms. Its core component is the Application Orchestrator, which interacts with a System Catalogue,
containing Service Functions and Platforms as a Service (PaaS). The optimization algorithm is part of this
Application Orchestrator and it is used to determine the best node or cluster for deploying a service. The
algorithm considers hard requirements (e.g., minimum compute resources) and soft requirements (e.g.,
latency/bandwidth maximization and reduced energy usage). Different optimization strategies address various
goals, such as minimizing delays or balancing workloads. Figure 10 shows the flow diagram of the algorithm.

The core algorithm is as described, with more details, in D4.1. However, new integration aspects have been
added to the ECCM and the Application Orchestrator, in order to enhance its automation. Specifically, in addition
to identifying the optimal placement for service functions, the Application Orchestrator also automatically
deploys each service function to its designated node, by calling the respective n-Edge API calls. Furthermore, the
ECCM receives nodes usage predictions from each cluster, giving a comprehensive view of both the current status
and future forecasts for node usage. By leveraging these predictions, the system can anticipate potential issues,
such as excessive Central Processing Unit (CPU) usage on specific nodes, and proactively initiate adaptations, like
migrating services away from overburdened nodes. Meanwhile, real-time information on the current state of
nodes is used to make optimal decisions about where and how to adapt services. Ultimately, the Application
Orchestrator carries out these adaptations (e.g., service migrations) automatically, without requiring any user
intervention. All these integrations enable the Cognitive Compute Continuum to dynamically adjust deployed
services to ensure continuity and efficient resource utilization.

Following, we provide some indicative results of the placement algorithm. Specifically, we explore how the
algorithm performs in various infrastructure conditions in a given service request. The selected service is an
Internet of Things (loT) service (named iotmonitoring) used for monitoring and visualizing data collected from
loT devices and it is comprised of the next Service Functions:

e influxdb: Stores temperature metrics generated by a sensor.
e maqtt: Acts as the intermediary for data transfer between loT sensor and the monitoring service.
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e messenger: Sends a real-time alert (in this case an email) when the temperature exceeds a limit.
e grafana: Provides a web-based dashboard for visualizing and analyzing loT data in real-time.

Output that the requested
service cannot be placed
atthe moment

-
Create a list ofthe
New Request No available nodes that
satisfy the hard requirements
: Listsize>=0
Paas Service Request
contains more than 1 service
Choose an ideal optimization Assign each node a score
strategy based on the user's based on the optimization »| Outputthe node that was
request and the network status strategy criteria assigned the highest score
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clusters that can satisfy strategy based on the user's PaasS servicet on the cluster using the chosen
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Is there at lepst 1 cluster
that can host the Paa$S Service
N
Output the cluster that was °
Sum the scores of every placement assigned the highest score
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score of the cluster placements of each subservice

Output that the requested
service cannot be placed
at the moment

Figure 10: High-level diagram of the optimization algorithm.

By definition, influxdb and grafana Service Functions have storage requirements (for their Persistent Volumes),
as following:

o influxdb: 2 GiB
e grafana: 1 GiB

In the tested, real infrastructure we have 3 nodes, 2 edge servers (where one acts as a simulated robot) and an
actual robot (locobot). Table 3 shows the allocatable resources of each node.

Table 3: Capacity of Nodes used in ECCM’s optimization algorithm tests.
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Initially, no services are executed by ECCM and the resource usage is low, as shown in Table 4. Then, for the
purpose of testing, we used the stress tool to increase the CPU usage in the nodes and investigate how the
algorithm performs in different node conditions.

Table 4: Resource usage without applying any stress tool for the nodes used in ECCM’s optimization algorithm tests.
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The typical input request given to the optimizer contains the parameters shown in Table 5:

Where:

Table 5: Typical request input used in ECCM’s optimization algorithm tests.
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e service_name: is the name of the requested service (iotmonitoring)
e optimization_policy: defines the required resources in respect to memory and cpu and their optimization
and autoscaling policies. There are two strategies defined, one for performance maximization
(maximize_performance) and one for cost minimization (minimize_cost). In our tests, we check both
options and their definitions are shown in Table 6. The limit is the amount of resources that should be
reserved for the service deployment, the request is the actual amount of resources needed for the
service deployment and the utilization indicates the condition that will trigger the autoscaling of the
service. The values defined in the table are derived empirically.
e autoscaling_metric: defines the metric (cou or memory) for which the autoscaling policy will be applied.
Since in the tests presented in this document, we are not showing the autoscaling functionality, we keep
using only the CPU as the autoscaling metric.

e instance_name: is the name of the deployed instance
e count_min: is the minimum number of replicas for the service. This is always 1 in our tests.

e count_max: is the maximum number of replicas for the service. This value varies during the experiments.
e location: is the desired service zone.
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Table 6: Typical optimization policy used in ECCM’s optimization algorithm.
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With the nodes condition shown in Table 3 and Table 4 and the input defined above, the algorithm places
influxdb, messenger and mqtt services on the robot (locobot) and the grafana service on the Simulated Robot
(see Figure 11 and Table 7, Test 1). This is because the algorithm examines the Service Functions sequentially.
So, for the first 3 (i.e. influxdb, messenger and mqtt), which have the same optimization policies as the ones
defined in Table 6, the decision is to place them on the robot. This is because on the one hand, these three
Service Functions have low resource requirements and thus all nodes can host them and, on the other hand,
when the optimization policy is to minimize the cost, the algorithm gives higher scores to the nodes with the
lower resource usage (the robot in this case). After placing these 3 Service Functions in the robot, its usage is
increased and it is no longer the optimal node. Then, from the rest two nodes (Edge Server and Simulated Robot)
the one with the highest score is the Simulated Robot because the total resource usage is lower there (12.58%
vs 21.98% in the Edge Server).

Paas Instance: iotmonitoring-test-one

PaaS Name: iotmonitoring

Autoscaling Type: minimize _cost

Port 1: Application port:
influxdb 1 locobot 8086, Exposed port:,

iotmonitoring-test-one- Peania_Athens_19002_Rob

influxdb ot
Protocol: TCP

Port 1: Application port:
1883, Exposed port:,

iotmonitoring-test-one- Peania_Athens_19002_Rob Protocol: TCP
mqtt - 1 locobot . vt .
mqtt ot Port 2: Application port:
9001, Exposed port: ,
Protocol: TCP
. Port 1: Application port:
iotmonitoring-test-one- Peania_Athens_19002_Rob pplication p
messenger locobot 3504, Exposed port: ,

messenger ot

Protocol: TCP

b

Port 1: Application port:
grafana 1 Peania_room_alienware |SimulatedRobot] 3000, Exposed port:,
Protocol: TCP

iotmonitoring-test-one-
grafana

Close ‘

Figure 11: GUI view for the service placement in the 1" test
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Table 7: Placement results for the ECCM’s optimization algorithm.

; 2$6%, $#%6!" 486
>27$<1,___--f%f 2$4.%@A%BY<"#$4%-4  ?$4.%DAY%BYEFEIE%. F$%2-768.$1  2$4.%DA%28'$%&4%72$4.9
<H- <A % 9"G" %-4%4.1584# "7< H'&1%JY6%
F3865;0L K#L#) K#L#) K#L#)
18++8&34& K#L#) K#L#) K#L#)
1=)) ! K#L#) K#L#) K#L#)
428232 2F1562)&0!K#LIH) >048&17&' @& K#L#)

In the second test, we stressed the SimulatedRobot node by running 30 memory threads of 1 GB Random Access
Memory (RAM) each for 10 minutes. So, the nodes usage was 97.17% of CPU and 51.8% of memory capacity. In
this case, the grafana service was assigned to the Edge Server, as shown in Table 7, Test 2. In the final test, we
kept the same conditions but reduced the maximum number of instances to 5 (from 10). Therefore, the algorithm
placed all Service Functions in the robot as fewer resources have to be allocated in this case (Table 7, Test 3).
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4. Explainable Al for DMO and Anomaly Detection
4.1. Introduction

This section extends Section 4 of D4.1 by: (i) discussing the implementation details of the monitoring and fault
management systems, which are responsible for dynamically deploying the closed-loop components. The
Monitoring Manager is responsible for deploying KPI collection services, referred to as the service collector in
Figure 12 while the Fault Manager is a new component that enables the deployment of closed-loop anomaly
detection and resolution services, i.e., the Analytics Engine for detecting and explaining anomalies using Al and
XAl methods, and the Decision Engine that hosts MR approaches to resolve anomalies; and (ii) providing
additional details and evaluation results on the closed-loop anomaly detection and resolution algorithms and Al
models presented in Sub-section 4.5 of D4.1.

These models, further analyzed in Section 4.3 can detect, explain, and resolve anomalies in the orchestration
domains managed by the DMO (e.g. RAN, Core, Edge). We provide a multitude of available AD solutions, as each
model can function within one or more specific domains, depending on the type of service and scenario.
Specifically, each solution can resolve or explain different types of issues within the DMO. The Explainability
Module, first introduced in Section 4.5.2 of D4.1 and further tested in Section 4.3.1, can explain performance
anomalies. Section 4.3.2 addresses traffic anomaly detection leveraging NWDAF, as designed in Section 4.5.3 of
D4.1. The framework of Section 4.3.3 detects, explains and resolves instances of SLA violation. Section 4.3.4
introduces a new framework leveraging LLMs to explain Deep Reinforcement Learning (DRL) decisions for
network slicing. Section 4.3.5 extends the Autoencoder with SHAP [4] integration from D4.1, adding elements
like explanations for highly correlated dataset features. Lastly, Section 4.3.6 presents a newly developed
framework that complements other approaches by identifying and explaining domain-specific anomalies using
KPIs from the RAN domain.

4.2. Monitoring and Fault management system
4.2.1.! High-level design

The EUR zero-touch architecture is built on a closed control loop that follows the MAPE principles: Monitor,
Analyze, Plan, and Execute. This control loop can be activated for an entire service or for a specific part of a
service, referred to as a subservice. A subservice represents a group of interconnected network functions and is
typically categorized by its functionality (e.g., RAN, Core, Edge). A 6G-BRICKS service can thus be broken down
into multiple subservices. The architecture is illustrated in Figure 12.
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Figure 12: The EURECOM ZSM architecture design.

Once a service is provisioned, the control loop can be enabled via the 6G-BRICKS portal by configuring monitoring
collectors, the analytics engine, and the decision engine. This involves setting up where and how metrics will be
collected, selecting the model or algorithm for analysis, and configuring the decision-making process.

Once these configurations are completed, the Resource Orchestrator, i.e., Network Functions Virtualization
Orchestrator (NFVO), handles deploying the closed-loop components tailored to the specific service. Each 6G-
BRICKS service will have its own closed control loop, made up of agents configured through the portal.

4.2.2.! System Monitoring and Data Collection

EUR’s monitoring system operates through a scalable and efficient process that uses collector agents for each
subservice and a service collector for overall service metrics. When monitoring is enabled for a subservice, a new
subservice collector is deployed alongside the service within the infrastructure. This collector is configured to
interact with the appropriate metrics collection technology based on the specific technological domain. For
example, a collector in a Kubernetes cluster can be set up to pull metrics from Prometheus’ and logs from
Fluentd®. The subservice collector gathers metrics exclusively for the subservice it targets.

The collected raw metrics are then sent to a Metrics Queue, implemented using Kafka®, a high-performance
messaging queue. Each subservice collector inserts its metrics into the queue, using a specific topic identified by
its subserviceld. The service collector retrieves metrics from all relevant subservices, aggregates and cleans the
data, and stores it in a KPI database. This database is built on InfluxDB, an efficient time-series database used to
present the data in dashboards like Grafana.
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In addition to storing metrics, the service collector sends the data to an external broker, implemented with
RabbitMQ°. This broker is publicly accessible, allowing external tenants to retrieve raw metrics directly, rather
than using the dashboards.

4.2.3.! Fault Management

The fault management components, consisting of the Analytics Engine and Decision Engine, are deployed
individually for each service. The Analytics Engine can be configured via the portal, allowing tenants or users to
select the machine learning model that will be used for predictions. It utilizes metrics collected by both the
service and subservice collectors to predict the service state. These predictions can help identify anomalies in
service KPls, and the engine can also provide explanations for its results.

The output from the Analytics Engine is then used by the Decision Engine, which applies machine reasoning
techniques to determine how to address the detected anomaly. The Decision Engine communicates directly with
the NFVO to update the service configuration and resolve the issue.

4.3. Development of 6G-BRICKS Models for Anomaly Detection and XAl Integration

4.3.1.! Development and Testing of Explainability Module for Explainable Anomaly Detection

This section focuses on the development and testing of the Explainability Module (EM) first introduced in section
4.5.2 of D4.1. There, we thoroughly analyzed the Generative Model (GM), which is the main Anomaly Detection
(AD) algorithm integrated with the Explainability Module. We also mentioned that our Module can be used to
explain the output of any reconstruction-based AD model and provide insight into the most important features
causing the anomaly. In this development deliverable, we present the final design of this eXplainable AD (XAD)
approach and analyze the process that runs inside the EM to produce the explanations. Additionally, we provide
various testing results, showcasing the effectiveness of this approach in detecting and explaining anomalies using
mobile networking KPI data. Our work on the development of the EM is presented in [17] and analyzed in detail
in this section.

4.3.1.1.!Explainability Module Design and Process

In Figure 13, we provide a diagram of the proposed framework, showcasing the relation and connection between
the different elements. The trained Reconstruction-based AD model receives the input network KPI data and
detects the anomalous samples.

Reconstruction-based models exhibit an inherent degree of interpretability, as they are capable of computing
the reconstruction error for each individual feature at every time step for a given input sample. The proposed
EM leverages these feature-wise reconstruction errors (marked as Errors List for each sample in Figure 13) to
provide feature-importance-based local explanations for each detected anomaly. Specifically, the Module
identifies and reports the top features with the highest reconstruction errors for each anomalous instance,
highlighting the variables that show the greatest deviation from their expected (normal) values.

While the AD model typically classifies the network state as either normal or anomalous, the explainability
module enhances this by offering insights into the underlying cause of the anomaly. For instance, if features such
as CPU usage and memory usage are flagged by the module as having high reconstruction errors, a network
operator can infer that insufficient computational resources may be contributing to the issue, allowing them to
take appropriate corrective action.
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Figure 13: Design of the EM-enabled framework.

To extract the top features, all features are first sorted by their errors. Then, the parameter reconstruction error
percentage threshold X5 is set to define the percentage of the total error that the errors of the top Y features
add up to. The list of top Y features is the provided explanation, where Y is the minimum number of the sorted

features that satisfies:
|
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where 6gand g are the input and reconstructed output respectively and / is the number of total KPI features of

each sample.

To objectively evaluate the quality of the explanations, we introduce a modified F1-score metric, denoted as
"* e Which is based on interpretation labels. These interpretation labels serve as the ground truth for
identifying anomalous features in each abnormal instance. We define the following terms: a) X 7)g (true
positives) are the features that our module identifies within the top Y features, which also appear in the
interpretation labels; b) *_7yg (false positives) are the features reported within the top Y that do not appear in
the interpretation labels; and c) "+ 7)g (false negatives) are the features included in the interpretation labels but
not reported in the top Y features. The explainability score **7)g is computed as:
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We evaluate " *7)g iteratively by adjusting the X parameter and calculating ** 7)g for each iteration. The value
of X5 that maximizes "*7)g is selected as the optimal value. It is important to note that if interpretation labels
are not available for any testing dataset, we can select an appropriate value for X (e.g. X% " Wl or X% " WU
and still perform the analysis to provide the top anomalous features.

4.3.1.2.!Experimental Setup and Testing

Initial testing has been performed on three different open-source datasets that contain different types of
anomalies from the telecommunications and networking domains. Such anomalies may include high resource
consumption, insufficient CPU or memory availability, abnormal traffic volumes, and malicious attacks intended
to disrupt network functionality. The selected datasets are:

e Server Machine Dataset (SMD): The SMD [18] is widely used for benchmarking the performance of AD
algorithms and consists of metrics monitoring the function of server machines. While the metrics are
unnamed, they include memory and CPU usage, network traffic and other system parameters.

e Telco Dataset: The Telco dataset [19] consists of 12 metrics collected over a period of seven months from a
mobile Internet Service Provider (ISP). While the specific metrics are not explicitly detailed, they encompass
typical measurements observed in mobile ISPs, such as traffic volume and call count.
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e NCSRD-DS-5GDDoS Dataset: The 5GDDoS dataset [20] was collected from a 5G testbed comprising two cells
and nine User Equipment (UE) devices connected to a shared core network. It includes Distributed Denial of
Service (DDoS) attacks initiated by eight UEs, while one benign UE continuously streams normal video traffic.
The DDoS attacks are treated as anomalous events for detection, and a portion of the normal operation data
is used for training the models.

Anomaly labels, utilized for evaluating performance in the AD task, are available for all datasets. Interpretation
labels, which are employed to evaluate the quality of the explanations, are available for the first two datasets.

Apart from the GM, we also implement a Convolutional Neural Network (CNN) — AE reconstruction-based model
where the encoder and decoder are composed of convolutional layers. This will show the versatility of the EM
to work with any reconstruction AD approach, so that we can utilize and explain the best-performing models for
any scenario.

For completeness of evaluation and testing, we also devise a separate approach as a baseline for comparison
with the EM results. The baseline approach integrates the SHAP [4] explainability algorithm with the Isolation
Forest (IF) algorithm [21], an AD model that functions by identifying and isolating outliers within a dataset. Using
the importance scores provided by SHAP, the most significant features contributing to the classification of an
instance as anomalous can be identified. Consequently, the SHAP output is directly comparable to the output of
our EM, and the "* g metric can be computed using the same methodology. Evaluating both approaches
enhances the comparative analysis, providing results on both AD performance and the quality of the generated
explanations.

The experimental setup for all tested models is as follows: The architecture of the CNN-AE model includes an
input layer, five convolutional hidden layers with 64-32-16-32-64 neurons, and an output layer. Dropout rates
are set to 0.2 for the SMD dataset and 0.4 for the other two datasets. The rectified linear unit (ReLU) is used as
the activation function, and the Adam optimizer is selected with a learning rate of 0.001. Early stopping is
employed to prevent overfitting. For the GM, a hierarchical structure of (1,4) is chosen for the SMD dataset, (1,2)
for the Telco dataset, and (1,6) for the 5GDDoS dataset. Early stopping is also applied to the GM model. For the
IF, the contamination parameter is set according to the percentage of anomalous samples for each dataset.

4.3.1.3.!Evaluation and Results

The metric used to assess AD performance is the Fl-score, while the proposed "*7)g metric is employed to
evaluate explainability for the datasets that include interpretation labels. For reconstruction-based models, the
reconstruction error threshold used to classify predictions as anomalous or normal is determined through a grid
search process. Figure 14 illustrates an example of the visualizer output of the CNN-AE model for the first server
of the SMD dataset. Our framework visualizes the reconstruction errors for all input samples, with anomalies
detected by the model highlighted in red. The anomaly labels are also depicted with the detected anomalies,
making it easier to perceive which ground-truth anomalies have been correctly identified. In the anomaly labels
plot, normal samples have a value of 0 while anomalous samples have a value of 1.
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Figure 14: Visualization of the anomalies detected by the CNN-AE model for the first server of the SMD dataset.!

The evaluation metrics for the tested datasets and models are presented in Table 8. The "*7)g metric is
computed for the correctly detected anomalies and for the datasets containing interpretation labels. The top Y
features with the highest importance are identified and saved in CSV files as explanations, enabling further
analysis. The reconstruction error percentage values that yield the most accurate explanations are: a) 0.88 and
0.87 for the SMD dataset, and b) 0.84 and 0.88 for the Telco dataset, for the GM and CNN-AE models,

respectively.
Table 8: Comparative Analysis Results.

Dataset SMD Telco 5G-DDoS
Metrics Fl-score N e Fl-score N e Fl-score
Model
GM 0.92 0.67 0.65 0.60 0.84
CNN-AE 0.94 0.65 0.57 0.51 0.79
IF + SHAP 0.84 0.42 0.43 0.39 0.72

The results show that both reconstruction-based models outperform the IF and SHAP method. However, it is
evident that no single model consistently excels in both the AD and explainability tasks. For instance, CNN-AE
demonstrates superior AD performance on the SMD dataset but slightly falls behind the GM model in terms of
explainability. Our framework provides the flexibility to test various reconstruction models and choose the one
best suited for a specific network AD scenario and dataset, while balancing the importance of accurate anomaly
detection and high-quality explanations. An important outcome of the analysis is that, even with very high AD
scores, such as those for the SMD dataset, the corresponding explainability scores are not as high. This highlights
the challenge of accurately identifying the specific features that affect an anomaly.

4.3.2.! Development and Testing of Leveraging NWDAF for Abnormal Traffic Detection

This section focuses on the development and testing of the Abnormal Traffic detection module first introduced
in D4.1. In this module, the DMO will gather information from the NWDAF for Core Network (CN) data. In
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adherence to 3GPP standards, NWDAF stands out for its ability to provide the probability of abnormal traffic
using an Autoencoder. The DMO will subscribe to the event that delivers User Equipment (UE) abnormal traffic
probability from NWDAF, periodically receiving updates that will be forwarded directly to the root cause analysis
in the fault management component. Below, we provide an overview of NWDAF, followed by the functional
properties of the AE-based abnormal traffic detection engine in NWDAF.

4.3.2.1.!Introduction

NWDAF is a key component of the 5G CN architecture, standardized by 3GPP. Its role is to generate analytics and
insights from network data to accommodate end-users and improve network performance. NWDAF allows the
collection, processing, and analysis of network data to enable various applications, such as User Equipment (UE)
mobility analytics and abnormal UE behavior.

As mentioned earlier, one of the uses defined by 3GPP is the detection of abnormal traffic for a set of UEs.
Therefore, NWDAF clients can subscribe to this event and receive notifications containing probabilities of UE
abnormal traffic. At EURECOM, the architecture of NWDAF is illustrated in Figure 15. It comprises three layers:
(i) Exposure, (ii) Analytics, and (iii) Monitoring. The Exposure layer serves as the system's entry point, where
clients can submit requests following 3GPP specifications. This layer requires computed data, such as abnormal
traffic probabilities, and it requests this information from the Analytics layer. The Analytics layer performs
computing tasks to derive the requested information, fetching data from the database in the Monitoring layer.
The Monitoring layer collects data from the infrastructure and stores it in a database.

Exposure layer Analytics layer Monitoring layer

| [ Push ML models
|~ W it it ettt ettt ettt

Admin

Database

(1 4
- (..
NWDAF
Client Subscription SBI
NWDAF
Subscriptions
! l
Ty v M) v
[ UEs --[ gNB ] [ XApps ] VIM [ AMF ] [ SMF ] LI NFs
Radio Access Network Edge Network Core Network

Figure 15: Internal NWDAF architecture.
4.3.2.2.NWDAF Abnormal Traffic Detector design

The NWDAF clients can subscribe to the "abnormal_behavior" event to receive periodic updates on the
probability of abnormal traffic. The latter is computed by the Anomaly Detection Engine leveraging an LSTM-
based AE. The Long Short-Term Memory (LSTM)-based AE learns the traffic pattern using the history of the UE
data measured from the User Plane Function (UPF) in both uplink and downlink directions. The traffic pattern
contains information such as the data size in bytes at a given timestamp during a week. Figure 16 depicts a basic
illustration of the LSTM AE model architecture.
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Figure 16: LSTM Autoencoder architecture.

The Auto-encoder architecture's motivation is that it reduces the variance between input and output by training
on only normal traffic without considering abnormal traffic. Whereas, the motivation behind combining LSTM
and the Auto-encoder architecture is due to the nature of the input, which is correlated with time, e.g., traffic
during the night is different from traffic during the day. Besides, the LSTM is well known for dealing with the
vanishing gradient problem, which makes the training more stable. In the following equation, b represents the
Mean Absolute Error (MAE) between the input and output of the Auto-encoder.

. Hg-63C 6gf , Hg, . f\f

b" cde 7 7

#D'

Let g denote the average MAE over the training data and ggthe MAE of the inference data. The next equation
calculates the traffic anomaly probability F) using the difference between g and gg.

F" 2hi # k fg®C gfop' #G

Where j is a weight to control the impact of the distances scale, i.e., when j is small enough, the distances will
have less impact on the probability.

4.3.2.3.[Experiments Setup and Testing

Our experimental setup includes two machines, each equipped with 36 Intel(R) Xeon(R) Gold 6154 CPUs running
at 3.00GHz. One of these machines is used to run the gNB based on Open Air Interface (OAl) and is connected to
a USRP B210, while the second machine hosts the 5G Core Network based on OAl and the NWDAF. In addition,
we have a laptop with Ubuntu Operating System (OS) connected to a Quectel RM500Q-GL module, which is
considered as a 5G UE. To train our LSTM Auto-encoder, we leveraged the Milano dataset [22]. This dataset was
collected by Telecom Italia for a year. It contains various information regarding user connectivity events. Our
experiment focused on the volume of data exchanged with users. We filtered the dataset and organized the
records into the following structure: (weekday, hour, minute, and internet data). We included the weekday as
traffic varies from day to day, and the hour as traffic during nighttime differs from that during the day. The
internet data metric, introduced by Telecom ltalia, is proportional to the traffic volume and is used to conceal
the true values. To test the LSTM Auto-encoder, we generate the anomalies by introducing long traffic flows that
do not follow the Milano dataset pattern. The LSTM Auto-encoder includes two hidden layers for both the
encoder and the decoder. We employ a learning rate of 0.001, batch size of 128, tanh activation function, and
train the model using Adam optimizer for 20 epochs. The input sequence size is set to 12. An expert opinion was
considered to set the weight | to 0.6, as it produces reasonable anomaly probabilities and a realistic number of
anomalies.

4.3.2.4.Evaluation Results

Figure 17 shows the training and validation loss over the number of epochs. We observe that the loss trend is
similar for training and validation sets and converges after approximately ten epochs. On the other hand, Figure
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18 illustrates the Milano internet data for one week and the generated data using LSTM Auto-encoder. Figure 18
shows that our LSTM Auto-encoder is able to learn the Milano dataset data, which is characterized by high data
volume during the day hours and low data volume during the night hours. In addition, the Milano training data
with injected anomalies and anomaly probabilities are plotted in Figure 19. This figure demonstrates that the
LSTM Auto-encoder reconstructs input data but deviates when anomalies occur. Further, the distance between
input and generated data correlates with the anomaly probability. The probabilities increase as the generated
data diverges from the input data. The anomaly probability threshold is set to 0.5 to determine whether the
traffic is an anomaly. Consequently, sequences that deviate from normal behavior are highlighted in Figure 20.
For instance, Internet data values that are unusually high or unusually low are flagged as potential problems. As
previously stated, the sequence size is 12-time steps. As a result, points preceding and following the anomalies
are highlighted, as they are in the sequence containing the anomaly.
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Figure 17: Training and valuation loss over the number of epochs.
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Figure 19: Anomaly probabilities for one week.
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Figure 20: The anomaly detection for one week based on the Autoencoder.

4.3.3.! Development and Testing of the LLM-enabled Vertical Trial Fault Explanator

This section focuses on the development and testing of the LLM-enabled Trial Fault Explanator module first
introduced in D4.1. In this module, we explore the use of LLMs for explaining and resolving anomalies within the
trials, enabling the DMQ’s closed loop control without human intervention.

4.3.3.1.! Introduction

The demanding 6G applications, such as autonomous vehicles and eXtended Reality (XR), have complicated
Network Management Systems (NMSs) and highlighted the need for ZSM to automate network operations
without human intervention.

ZSM-enabled NMSs aim to autonomously manage issues like SLA violations, such as latency or throughput
problems in cloud applications, by identifying root causes and adjusting resources accordingly. This process
involves three steps: detecting anomalies, identifying their root causes, and resolving them. While advanced Al
methods are employed for detection, understanding the root causes is essential for effective resolution, which
can be difficult with opaque Al models. To enhance explainability, XAl solutions provide insights into the factors
behind predictions. For example, if CPU limitations are identified as the cause of latency issues, the system can
adjust resources accordingly. However, XAl's numerical explanations may be challenging for users to interpret,
affecting trust in ZSM systems.

Generative Al and LLMs offer a promising solution by generating human-readable explanations, potentially
improving user trust. Our research extends previous work by proposing a trustworthy ZSM-enabled NMS using a
new anomaly detection and resolution pipeline: Al|XAl|LLM. We demonstrate this with a case where the NMS
dynamically scales cloud resources for a microservice application based on SLA latency requirements. We utilize
XGBoost!! for predicting SLA violations, SHAP for providing root cause explanations, and Llama2!? for generating
user-friendly narratives. In scenarios with ZSM enabled, Llama2 autonomously resolves anomalies; otherwise, it
suggests user actions.

4.3.3.2.!LLM-enabled Trial Fault Explanator design
As illustrated in Figure 21, the NMS design consists of three stages:

e Monitoring System (MS): Collects KPIs from the 6G infrastructure, such as network latency and resource
usage, essential for identifying anomalies.
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Anomaly Detection Engines (ADEs): Use Al to detect anomalies and XAl to provide numerical
explanations, focusing on specific issues like QoS or security threats.

Analytics Engine (AE): Processes ADE outputs, using an LLM to reason about predictions and provide
comprehensive explanations for root causes and suggested actions. If ZSM is enabled, the LLM can
execute these actions autonomously.

High-level architecture Dynamic scaling use case
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User-friendly explanations + recommendations

i '
| '
AI model 1 7:Mediction XAI model 1 I Explanation :

Explanations + recommendations

Monitoring

L

Monitoring System (MS)

Monitor

E_output

ZsMm

System enabled ?

. Prediction ' il g é‘
° a5l
Llama
AL model 2 moogroron orediction > XAI model 2 Explanatmn LLM »—F XGBoost | 2
1 Prediction f :
cpu_limit,| cpu_usage

7 ' @ ram_limit,| ram_usage
| — '
AI model n —p—roro—> XAL model n —goTanation ;

Ms

Monitor I

VNIV Prediction

Anomaly Detection Engines (ADEs) Analytics Engine (AE)

Update configurations if ZSM is enabled Update Configurations

6G Infrastructure « 6G Infrastructure

Figure 21: LLM-enabled trustworthy ZSM architecture design and use case.

The use case focuses on dynamically adjusting CPU and RAM resources for a microservice application to prevent
SLA latency violations. We use XGBoost as the Al model, SHAP for XAl, and Llama2 as the LLM, with scaling up
managed through the pipeline in Figure 21 and scaling down via a simple heuristic.

XGBoost as Al: XGBoost receives cloud monitoring KPIs, such as CPU and RAM information, to predict
SLA latency violations. The model is trained on a dataset from Mekki et al. [23], labeling entries based on
whether SLA latency was violated. The threshold for this classification is determined by measuring
optimal response times with sufficient resources.

SHAP as XAl: The ADE's XAl module utilizes SHAP to calculate feature importance scores impacting
XGBoost's output. Negative scores indicate a feature drives the model towards an SLA violation, while
positive scores indicate compliance. For example, a CPU usage score of -2.56 suggests it contributes to
an SLA violation.

Llama2 as LLM: Llama2 serves as the AE, employing in-context learning. It uses prompts to interpret SHAP
values and provide human-readable explanations and mitigation recommendations. The model applies
deductive reasoning to deduce root causes based on SHAP values and suggest resource adjustments. If
ZSM is enabled, Llama2 performs Named Entity Recognition (NER) to extract values in a JSON format for
infrastructure integration, split into two tasks to reduce generation errors.

4.3.3.3.! Experiments Setup and Testing

Our experimental setup includes two machines hosting the Kubernetes-based cluster and the Llama2 LLM,
respectively. The first machine, equipped with an Intel(R) Xeon(R) Silver 4314 CPU (2.40GHz), runs Ubuntu OS
22.04.3 LTS and Kubernetes to manage a single-node cluster hosting the MS and ADE components. The second
machine, with an Intel(R) Xeon(R) Gold 6240R CPU (2.40GHz) and an NVIDIA A100 GPU (40GB vRAM), also runs

Ubuntu OS 22.04.3 LTS and NVIDIA CUDA driver version 545.23.06.
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facilitated by textgen-webui®®. The LangChain* framework handles LLM prompt preparation, with parameters
set to a maximum of 2000 tokens, a temperature of 0.1, and a repetition penalty of 1.15.

4.3.3.4.!Evaluation Results: Dynamic scaling framework

Scenario: We configured the microservice application with 0.25 CPU cores and 256 MB of RAM. Performance
was evaluated using ApacheBench?®® to generate high volumes of concurrent HTTP requests. Stress tests included
executing a predefined pattern of requests five times, varying concurrent clients (c) and total requests (n): 15
rounds with 50 c and 200 n, 10 rounds with 100 c and 400 n, 15 rounds with 300 c and 500 n, and 20 rounds with
50 c and 50 n. During testing, we monitored CPU and RAM using Prometheus, along with the LLM's E_output and
D_output. We compared our approach, denoted "xai-llm," with two others: the state-of-the-art XAl-based scaling
method (denoted "xai-heur") [23] and a basic heuristic approach without XAl (denoted "no-xai") [23]. The main
difference is that our approach allows flexible resource allocation, while the heuristic methods use fixed values
and update all resources upon detecting a violation.

Results: As shown in Figure 22, CPU and RAM allocation dynamically adapt to application load. For example, RAM
increases during heavier loads, and CPU follows suit. The XGBoost|SHAP | LLama2 pipeline effectively manages
this dynamic scaling. LLama2 generates explainable, human-like E_output before updating resources. Two
examples are provided at times t1 and t2: one for updating RAM and another for updating both CPU and RAM,
enhancing user trust in the system's decisions. The new configuration is extracted from this text to generate
D_output in JSON format for resource updates. Some minor CPU allocation errors were noted (e.g., at t3),
prompting further evaluation of LLama2's role in the pipeline. In Figure 23, we compared our approach ("xai-
IIm") with "xai-heur" [23] and "no-xai" [23] by calculating mean CPU and RAM allocations for each (n, c) pair.
While all three methods yielded similar latencies, resource allocations differed. The "no-xai" method typically
allocated more CPU and RAM due to the absence of the XAl module, leading to less efficient resource usage. Our
approach favored RAM during dense requests, likely because the LLM understands the importance of sufficient
RAM for system stability. For CPU allocation, our method generally used less, except during dense requests,
where it allocated more than "xai-heur." Averaging allocations across all (n, c) values, "xai-llm" ranked first in
CPU allocation, followed by "xai-heur" and "no-xai." Conversely, "xai-heur" ranked first in RAM allocation,
followed by "xai-llm" and "no-xai." Overall, these results demonstrate that the LLM can effectively serve as a
decision-maker, competing with state-of-the-art scaling methods while providing user explanations.
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E_output D_output

The root cause of the SLA latency violation is due to insufficient RAM allocation. To prevent future SLA violations, it

"ram_limit":7e@
is recommended to increase the allocated RAM, resulting in a new RAM limit of 7eeM { - ¥

ty

The root cause of the SLA latency violation lies in both RAM and CPU. To prevent future SLA violations, it is recommended
to to increase the allocated resources for both RAM and CPU. This would result in updating the previous limits as follows:
CPU limit from ©.8 to 1.25, and RAM limit from 256M to 384M.

{"cpu_limit":1.25,
“ram_limit":384}
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Figure 22: Dynamic CPU and RAM scaling in response to microservice load.
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Figure 23: CPU and RAM allocation comparison.
4.3.3.5.! Evaluation Results: LLM reasoning & decision-making

Scenario: In this scenario, we focused on cases where anomalies were predicted by XGBoost. We generated 100
random allocations for CPU and RAM, with CPU values ranging from 0.25 to 2 cores and RAM values from 128
MB to 2 GB. We also randomly assigned SHAP values between -5 and 5 to each feature. The performance of
various open-source LLMs and OpenAl's GPT-4'% was evaluated based on their ability to generate E_output and
D_output. Each LLM was executed on all generated samples, and a Score was calculated for each: +1 if the
generated JSON contained the correct new configuration, which required: (i) a correct JSON structure, (ii)
inclusion of a feature in the JSON if its SHAP value was negative, and (iii) ensuring that the JSON value exceeded
the randomly assigned value. A Score of +0 was assigned if these conditions were not met. We categorized errors
made by the LLMs as follows: (i) JSON errors, indicating failure to generate a correct JSON structure; (ii) Amount
errors, where the new CPU or RAM limit was lower than the initial values; and (iii) Features miss, where a feature

14 RRCHIR'&@FA&.
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with a negative SHAP value was missing from D_output. We also monitored execution times for the LLMs,
specifically Explanation time and Update time for generating E_output and D_output, respectively.

Results: Figure 24 presents the scores and mean generation times for various LLMs on the tasks, highlighting
both E_output and D_output. OpenAl's GPT-4 achieved the highest score (91/100). Among open-source LLMs,
Llama2 70B scored 89/100, with 1 JSON error, 4 Amount errors, and 6 Features miss, making it the top-
performing open-source LLM for these tasks. Its execution times were 5.9 seconds for E_output and 2.6 seconds
for D_output, resulting in a total end-to-end time of 8.5 seconds, longer than most LLMs due to its size.
Codellama 13B was the second-best, scoring 73/100 with an end-to-end time of 5 seconds. Vicuna 30B scored
57/100 but had an end-to-end time of 17 seconds. Phi2, despite having only 2 billion parameters, scored 41/100.
Google's Gemma 7B scored 0/100, with 100 JSON errors. Overall, Llama2 70B ranked highest among open-source
models, but its size and end-to-end time are significant considerations. If these factors are critical for other
decision-making systems, CodelLlama 13B offers a good balance.
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Figure 24: LLMs scores and E_output-D_output generation times for the dynamic scaling use case.

4.3.3.6.!Evaluation Results: LLM’s trustworthiness

Scenario: In this scenario, we evaluated the semantic quality of the E_output generated by each LLM to assess
text comprehensibility and the trust users are likely to place in them. We employed several established metrics:
(i) BLEU, which measures n-gram precision between generated and reference texts, with higher scores indicating
better fluency and adequacy; (ii) METEOR, which evaluates quality based on exact word matches and semantic
similarity using stemming and synonymy, providing a comprehensive view of fluency and semantic fidelity; (iii)
ROUGE-L, focusing on the longest common subsequence of words between generated and reference texts,
reflecting content overlap and sequence similarity; and (iv) BERTScore, which assesses token-level semantic
similarity using contextualized embeddings from BERT. Reference texts for these metrics were generated by 10
experts, representing the ideal E_output. High scores indicate that an LLM produced well-explained and coherent
text according to expert expectations.

Results: Figure 25 illustrates the metrics applied to each LLM, sorted from highest to lowest scores. Among the
evaluated models, Llama2 with 70B parameters achieved the highest scores, indicating that it consistently
produces text semantically aligned with domain experts' expectations. Thus, we conclude that the E_output from
Llama2 is trustworthy, supporting reliable ZSM. Surprisingly, Phi2 ranks second, suggesting it also generates high-
quality text closely aligned with expert expectations. While the BERTScore for most LLMs is around 0.7, indicating
a high degree of semantic similarity with expert texts, variations in wording choices are evident, as shown by
BLEU, METEOR, and ROUGE-L metrics. Overall, nearly all LLMs generate text that closely matches in meaning
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(high BERTScore), although differences in wording are apparent. Notably, Llama2 70B stands out as the model
that produces text most closely aligned with user expectations.
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Figure 25: LLMs metrics score.

4.3.4.! Development and Testing of the LLM-enabled DRL explanator for transparent 6G
Network Slicing

In this sub-section, we will explore the use of LLMs to explain DRL decisions. The DRL will act as the decision-
maker in the DMOQ's ZSM architecture. However, to ensure transparency for the vertical, it is crucial to provide
explanations for the decision-making process. Therefore, both the DRL and LLM components will be integral to
the decision-making part of the ZSM architecture. This framework is a new contribution to DMO’s closed-loop
anomaly detection and resolution components. Therefore, in this sub-section, we introduce both the design and
results.

4.3.4.1.! Introduction

The emergence of 6G networks represents a key advancement in telecommunications, driven by the increasing
demand for faster and more reliable communication. 6G will deliver unprecedented speeds, ultra-low latency,
and support applications like augmented reality, virtual reality, and the Internet of Things. One major challenge
is network slicing, which divides a physical network into virtual networks to meet different service needs. This
has led to extensive research into the use of Artificial Intelligence (Al) and Machine Learning (ML) to automate
and optimize network management in 5G and 6G systems.

Current research on Reinforcement Learning (RL) for network tasks like network slicing and load balancing
focuses on Deep RL (DRL) algorithms [24]. These algorithms use deep neural networks to make decisions and can
handle various input types, adapting effectively to new situations without the need for constant monitoring [25].
However, DRL's decision-making is hidden within the neural network's parameters, making it difficult to
understand, often appearing as a "black box" to developers and users. This has created a need for methods to
clarify and interpret how these systems make their decisions [26].

Initial efforts to develop eXplainable RL (XRL) models have made progress in generating explanations [24].
However, explaining DRL decision-making using natural language remains a challenge. Current methods like
SHAP and Local Interpretable Model-Agnostic Explanations (LIME) often require technical expertise that many
stakeholders within companies lack. As a result, human intervention is frequently needed to interpret DRL
decisions, particularly in strategic contexts. LLMs can help by offering personalized explanations via intelligent
chatbots, catering to diverse user backgrounds. This approach aims to improve transparency, streamline
automation, and reduce the need for ongoing human involvement.

The proposed framework combines three advanced Al techniques: LLMs, Prompt Engineering, and eXplainable
Reinforcement Learning (XRL). These work together to deliver clear explanations of Deep RL (DRL) decisions,
particularly for optimizing admission control in network slicing to maximize 5G/6G service provider profits. The
LLM serves as an Al chatbot, offering natural-language explanations for DRL decisions in a conversational style.
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However, a key challenge is the risk of LLMs generating inaccurate or nonsensical responses, known as
hallucinations, which can undermine trust in the system.

To address this, the framework includes a prompt engineering module that prepares targeted questions before
user inquiries, improving the fidelity and stability of the chatbot's responses. Additionally, the LLM's hyper-
parameters are optimized to ensure the quality and accuracy of explanations. This approach provides users with
reliable, understandable explanations, enhancing transparency and trust in the DRL decision-making process.

4.3.4.2.!LLM-enabled DRL explanator for transparent network slicing design

As prerequisites for the successful implementation of this framework, two fundamental elements are
paramount. Firstly, the dataset collection phase stands as an essential foundation. Secondly, an equally critical
requirement is a clear and comprehensive description of the network slicing environment carefully prepared by
domain experts. This description serves as a “context meta-data” that guides the Prompt Generator and
eventually the LLM.

Deep Reinforcment Learning Admission Collection
Control Black-box model Runtime Dataset

1- Query 2- XRL REQ.(T)
—> Query Interpreter ————> XRL Module

End User

(AT experts NSP
leaders etc.) 4- Processed ‘
Query
! 3- XRL REP.
(ISON)
i Prompt Generator Textual description of
7- Explanations based | k. A

on the user e
R infrastructure “Context"

5- Prompr Xé- Response

Large Language Model (LLM) - GPT 3.5 Turbe o;@”

Figure 26: The proposed composable XRL framework.

As illustrated in Figure 26, the workflow of the proposed framework can be summarized as follows:

¥ Dataset Collection and Pre-processing: We train the DRL black-box model, specifically using the Deep
Q-Networks (DQN) algorithm, to manage admission control for network slice providers. During
training, we collect a dataset that captures diverse and representative scenarios the DRL agent will
encounter. This dataset includes key factors such as operational time, cost of running slices, and the
number of Virtual Network Functions (VNFs), which are crucial for ensuring the model’s robustness.
It also incorporates a variety of policy outcomes, both successful and unsuccessful, to cover a full
range of scenarios. Once training is complete, the dataset is used in the eXplainable RL model, where
reward decomposition helps break down the impact of different variables, such as state, action,
reward, cost, and VNFs, on the agent’s decision-making. A well-curated dataset is critical to this
process, enabling clear insights into the agent’s behavior and supporting better adjustments and
optimizations.*

¥ Query Interpreter: The "Query Interpreter” is crucial in the first phase of the framework, where it
extracts key details from the user's query, such as their profile and the type of explanation they need.
Users are encouraged to follow a template, specifying their profile (e.g., "Al expert" or "NS leader")
and the preferred explanation type. For technical users, they can request either a "local explanation”
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(focused on a single decision in one timestep) or a "global explanation" (covering decisions over
several timesteps). After the user submits this information, the Query Interpreter processes the
guery and sends it to the Prompt Generator and the XRL module, including the relevant timestep (T)
information.x

¥ XRL Module: After receiving the XRL Request, the Explainable RL model uses the collected dataset to
analyze the specified timestep. The model applies a method called "Reward Decomposition," initially
designed to improve learning effectiveness and later used by Juozapaitis et al. to enhance
explainability [27]. This method breaks down the overall reward signal into its components, providing
insights into which actions or states contribute to the agent's performance. In our case, we use the
Q-value decomposition method to explain the decision-making process of the DQN black-box model.
By dissecting the reward signal into individual components, the Q-value decomposition method
clarifies how specific state-action pairs affect the agent’s decisions and overall performance. This
process, using the runtime dataset collected during DQN training, helps make the DQN model more
transparent and understandable, improving its application in managing admission control for
network slices (NSs). In our framework, the outcome of the XRL module is a JSON file that contains
information on the contribution of various factors, such as income cost, operational time, CPU-
related computational costs, and bandwidth-related costs, to the overall reward received by the DRL
agent.»

¥ Prompt Generator: The Prompt Generator assumes a crucial role in this framework by processing
three vital pieces of information: *

ol The Prompt Generator receives the descriptive context of the network slicing environment,
which serves as the foundation for subsequent interactions with the LLM.’

ol It takes in the processed user query, incorporating the user’s input into the prompt
generation process.’

o! Itreceives the XRLreply, comprising explanations of NS leader decisions in a JSON file format
tailored to the specified timestep, as previously discussed. With all this information at its
disposal, the Prompt Generator goes on to craft a well-structured prompt designed to elicit
the desired information from the LLM. This prompt serves as the bridge between the user’s
guery, the network context, and the LLM’s capabilities. Once the prompt is generated, it is
transmitted to the LLM, where this module awaits the LLM’s response.’

In the context of 6G, network slice providers are tasked with handling NS requests designed to support various
use cases, including the next-generation Enhanced Mobile Broadband (eMBB), Massive Machine Type
Communication (mMTC), and Ultra-Reliable Low Latency Communication (URLLC) [28]. Each instance comes with
its unique QoS requirements. To efficiently manage these requests, NS providers must establish an Admission
Control mechanism to determine whether to accept an NS request, factoring in the ability to meet QoS demands
and the availability of physical resources, as illustrated in Figure 27. The DQN serves as a DRL algorithm utilizing
a neural network to estimate the Q-value associated with each action in a specific state. The agent selects the
action with the highest estimated Q-value, receives a reward R; for the action taken, and observes the ensuing
state | .. «. The objective is to admit NS requests that yield the highest profit. Time is discretized, and the
algorithm takes a set of NS requests within a designated time window as input. The algorithm’s output comprises
the accepted NS requests that maximize profitability and minimize the running cost.
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Figure 27: DRL framework for Admission Control in 5G/6G network slicing.

4.3.4.3.Experiments Setup and Testing

The framework's effectiveness is evaluated using metrics inspired by state-of-the-art explainable Al practices
[29]. These metrics include:

¥ Sensitivity: This measures how changes in input features impact the explanations. It assesses whether
the XAl system adjusts the importance of features based on input variations, with higher correlation
indicating better sensitivity.’

¥ Stability: This metric evaluates the consistency of explanations across different instances or slight
changes in input data. A stable system should provide similar explanations for similar inputs, tested by
introducing minor variations and checking for consistent outputs.’

v Comprehensibility: This measures the clarity of explanations, influenced by the intended audience (e.g.,
Al experts or leaders) and the conciseness of the information provided. It also considers the
customization of explanations based on user profiles, offering technical details or general insights.’

In our experimental setup, we implemented a proof-of-concept realization of our Composable XRL framework
using Python and the LangChain framework, integrating the OpenAl API key to leverage the powerful GPT 3.5
Turbo (175B) as our LLM, which has 175 billion parameters and generates coherent responses up to 4,096 tokens
[30]. LangChain facilitates efficient LLM development [31]. We assessed performance by examining the impact
of prompt engineering, the ability to generate tailored explanations for different user profiles, and various
hyperparameter settings (temperature values of 0, 0.2, 0.6, and 1) while maintaining a maximum token limit of
350.

4.3.4.4.!Evaluation Results

When comparing the metrics of Stability, Sensitivity, and Comprehensibility between User Prompts (zero-shot
prompting) and prompts from the Query bank, a clear trend is observed. User prompts initially show moderate
Sensitivity, peaking at 92 for Temperature 0.2, while query bank prompts consistently achieve higher Sensitivity,
reaching 94. Query prompts also demonstrate better Stability, starting at 88 for Temperature 0 and remaining
above 90. In terms of Comprehensibility, query prompts outperform user prompts across various temperatures.
This highlights the effectiveness of Prompt Engineering in delivering precise explanations, surpassing user
prompts under different conditions. Additionally, specifying the user type, whether a network slice leader or
engineer, significantly impacts personalized explanations. Tailoring responses based on user profiles enhances
relevance and clarity, allowing leaders to receive strategic insights while engineers access technical details. This
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customization improves overall comprehensibility, ensuring that LLM responses align with the specific needs of
different roles, thus optimizing the utility of explanations in decision-making for next-generation network slicing.

The temperature hyperparameter controls the randomness of text generation in LLMs, with higher values
fostering creativity but increasing the risk of inaccuracies, while a temperature of 0 ensures deterministic
outputs. Figure 28, Figure 29, and Figure 30 show that higher temperatures improve Sensitivity and Stability in
regular prompting, as the model explores a wider range of responses, enhancing explanations for network slicing
tasks. However, for Prompt Engineering, performance remains consistently high across temperature variations,
indicating that tailored prompts effectively utilize the model's capabilities. This understanding highlights the
interplay between model architecture, training, and input queries in shaping LLM behavior for decision-making
in network slicing and profit optimization.

W Users' Prompt ™ Query template bank
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Figure 28: Sensitivity using Users’ Prompt (zero-shot) vs. Prompt from the Query bank at Different Temperatures.
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The data on hallucinations reveals a significant difference between user interactions that employ a predefined
template and those that do not provide sufficient context. Technical experts from EUR’s testbed were crucial in
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this assessment [31]. As shown in Figure 31, using template queries resulted in only 15 hallucinations out of 200,
attributed to the structured nature of the templates, which guided the model toward accurate responses. In
contrast, independent user interactions without templates led to 30 hallucinations, reflecting the model's
tendency to misalign with user intent when lacking specific cues. Additionally, higher temperature values
correlated with increased hallucinations, indicating greater creativity at the expense of accuracy. Overall, the
findings suggest that structured queries effectively reduce hallucinations, while the LLM remains capable of
meeting stakeholder needs, minimizing the necessity for specialized human intervention. More information can
be found in the paper associated [32].

e ——

Number of Hallucinations

Figure 31: Number of hallucinations using Users’ Prompt (zero-shot) "#$%&'()*$+&'($*,-$./-&0$1234#

4.3.5.! Development and Testing of Autoencoder with SHAP integration for Explainable
Anomaly Detection

Identifying anomalies in the telco dataset will be used as input towards automatic decisions in the system.
However, this can only be optimized when coupled with explainability features, where the operator / designer
of the system can take informed decisions based on the results of the explainability module. Therefore, we have
designed a model that integrates an autoencoder-based model with SHAP-based explanations for each of the
anomalous instances.

Our anomaly detection model was designed as a three stacked perceptron model, with 120 trainable parameters.
The model is trained in minibatches with 30 epochs with gradient descent, being tested on the TELCO dataset
[19]. As previously explained, while this dataset does not reveal, for anonymisation purposes, the exact meaning
of the parameters observed from the telecom network, it includes typical measurements observed in mobile
ISPs, such as traffic volume and call count.

The model optimizes the Mean Squared Error (MSE) loss using Adam optimizer followed by non-linear activation
RelU function (used in training with dense layer), defined as: V#6' " Y<6#\W6'. The main advantage of using
the ReLU function over other activation functions is that it does not activate all the neurons at the same time.
The architecture of the model is illustrated in Figure 32.
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Model: “encoded"

Layer (type) Output Shape Param #
input_7 (InputLayer) [(None, 12)] 0
dense_31 (Dense) (None, 6) 78
dense_33 (Dense) (None, 3) 21
dense_34 (Dense) (None, 3) 12

Total params: 111 (444.00 Byte)
Trainable params: 111 (444.00 Byte)
Non-trainable params: @ (0.00 Byte)

Model: “decoded"

Layer (type) Output Shape Param #
input_8 (InputLayer) [(None, 3)] 0
dense_36 (Dense) (None, 3) 12
dense_38 (Dense) (None, 6) 24
dense_39 (Dense) (None, 12) 84

Total params: 120 (480.00 Byte)
Trainable params: 120 (480.00 Byte)
Non-trainable params: @ (0.00 Byte)

Figure 32: Model architecture.

To avoid model overfitting, we have used callback with an early stopping mechanism of validation loss. This
technique stops training at the point when performance on a validation data set stops improving. The trained
model is then used to reconstruct the input data. We then detect anomalies in multivariate network data, with
anomalous instances being harder to reconstruct accurately, leading to higher reconstruction errors compared
to the reconstruction errors for the normal cell traces. The reconstruction errors measure the distance between
the original input and its autoencoder reconstruction. The reconstruction errors calculated are then used to
detect the anomalies in the test set cell trace file. In our experiments, the MSE for normal and anomalous
instances are 0.0046 and 0.0086, as shown in Figure 33.

729/729 [==============================] - 1s 2ms/step
828/828 [==============================] - 1s 2ms/step
Reconstruction Error (MSE) Train Samples: 0.004620079858098292
Reconstruction Error (MSE) Test Samples: 0.008614983326786412

Figure 33: The MSE for normal and anomalous instances.

Figure 34 shows the MSE in graph form, with the higher scores corresponding to the anomalous cell traces, that
were not reconstructed well by the trained model.
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Figure 34: Loss function and error distribution plots for training (normal instances) and testing (normal + anomalous
instances).

The anomalous instances can be directly inspected for further processing, as shown in Table 9.

Table 9: Tabular illustration of anomalous instances.
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Extra analysis can be performed at this point, for example feature correlations in the anomalous set, which gives
extra information in terms of the characteristics of data set and its usability for the test case in use. In our case,
several pairs of features were found to be highly correlated, as shown in Figure 35.

Group of Associated Features.......
1. ['Ts2', 'TS1']

2 . ['Ts8", 'TS7']

Figure 35: Highly correlated features.

The last step in our analysis is the integration with the SHAP component, which will explain which features add
the most weight towards the anomaly found. We extract and visually depict the instances and the top
contributing features with the highest reconstruction errors. We provide a framework to explain anomalies
identified by an autoencoder, without knowing the underlying architecture of the autoencoder model. The Force
plot method of SHAP is a visual intuitive method which provides a better method to understand the anomalies
and the factors that influence the most, making complex black-box models more interpretable. Deliverable D4.1
contains detailed information on the exact algorithm we devised for explaining the anomalies. In essence, the
algorithm takes as input the model, an instance of anomalous input and a set of background instances. For a
particular feature, it calculates a set of SHAP values that measure the importance of each of the features in
predicting the anomalous instance, where we use the reconstructed input feature from the trained model. The
local interpretability can be represented graphically by using force plots which enables us to pinpoint the SHAP
value of features with respect to each other. For example, Figure 36 shows the importance of the top features
towards the anomaly detected in row 746 of our TELCO dataset. We notice that features TS2, TS7 and TS1, TS12,
TS5 were the major influencing factors towards pushing the anomaly value in the higher range. We also note
that features TS2 and TS1 were known to be highly correlated from our analysis of feature correlation.

TS1 TS2 TS3 TS4 TS5 TS6 TS7 TS8 TS9 TS10 TS11 TS12

746 2317584 1.825833 1.199903 0.959362 0.880727 1.069116 1.661619 1.492445 1.533586 0.545695 2.90416 3.08061

out[219]: higher = lower

base value f(x

05892 0.64 06892
TS4=09594 ' TS6 =1.069 TS8=1.492 TS5=0.8807 TS12=3.081 TS1=2318'TS7=1662 TS2=1.826

Figure 36: The importance of the top features towards the anomaly detected in row 746 of our TELCO dataset.

Additionally, we generate explanations for each anomalous row. The features with the greatest impact on the
anomaly and their corresponding values are delivered as output from our component, and they can be displayed
and / or inspected to support further automation in the system, as shown in Figure 37.
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‘featureNames': ['TS1°,
TS,

"explanations': [{'cutValue': @.6351696848869324,
‘simIndex": 49.9,
'features': {@: {'effect': 0.051602894790742954,
‘value': 2.317583584620294},
1: {"effect’: 0.88239975641016384, 'value': 1.825832546315},
2: {*effect’: 0.8951834939805971425, ‘valuve': 1.1999230793118028},
: {"effect’: 0.012410715846107367, 'value': ©.959361681828958},

e S e _ Local Explanation for every
Anomalous Row

+ {"effect’: 0.85793280381560459, 'value': 1.6616193930867886},

¢ {"effect’: 0.82495055569428903, 'value': 1.4924452028202868},

+ {"effect’: 0.898624278612922531, 'value': 1.533585504548B47},

9: {'effect’: 0.805605622563817115, ‘value': ©.5456953205741828},

10: {'effect': 0.80496073330705582, ‘value': 2.9841595844277875},

11: {‘effect': 0,04229998660759382, ‘value': 3.080610052808809411},
‘outValue': 9,6351696848869324,

‘simIndex*: 51.9,

'features': {8: {'effect': 0.04480391818417476, ‘"value': 2.441595331084486},
1: {‘effect’: 0.97428862309712742, ‘value': 1.847845059144957},

2: {"effect’: 0.885648114339926208, 'value': 1.1999038703118028},

3: {*effect’: 0.810523868441527473, ‘value': 1.0398343008917692},

4: {"effect’: 0.03287038014161486, 'value': 1.0045077721879003},

5: {‘effect’: 9.814825092396245909, ‘value': 1.1679734294828918},

6: {'effect’: 0.26391098731629888, 'value': 2.0310054217699127},
7
8
9

DO vaw

+ {"effect’: 0.820021749603915534, ‘value': 1.531449190633845},
: {'effect’: -0,0024038335021834, 'value': 9.4470027825124057},
i {"effect’: 0.817874586896463707, 'value': 1.0744983230148446},

Figure 37: The features with the biggest impact on the anomaly and their corresponding values.

The results from our testing show that the AE-based model we devised works well for discovering the anomalies
in the system, with the explainability feature being able to provide insight into the particular features that mostly
influence the anomalies. This information is useful in running systems when corrective actions must be devised
to bring the functioning back into a non-anomalous state.

4.3.6.! Development of Explainable Anomaly Prediction Framework for the RAN Domain

This section focuses on the development and testing of an eXplainable Anomaly Prediction (XAP) framework
focused on the RAN domain. This solution complements other XAD approaches showcased in Section 4 as the
framework can function within the DMO to uncover domain-specific anomalies using KPIs collected from the
RAN domain. As this is a newly developed framework, this section will analyze the design, methodology and
employed algorithms, along with testing and results. Our work on the XAP framework is also presented and
analyzed in [33].

4.3.6.1.lIntroduction

The O-RAN AD use case [34] highlights the significance of gathering KPI data from UE devices within the mobile
network and conducting in-depth analyses to identify potential service degradations. Machine learning models
trained on the collected data can classify the anomaly type and initiate network reconfiguration requests to
mitigate the detected issue. A primary challenge of AD within the RAN domain is forecasting anomalies before
they occur, enabling automated interventions to prevent or reduce service degradation. Based on this challenge,
we devised an innovative XAP framework, which anticipates potential anomalies by leveraging predicted values
of selected KPIs gathered from UEs. The identified anomalies are subsequently interpreted through the SHAP
algorithm [4].

4.3.6.2.Design and Methodology

The objective of the XAP framework, as previously described, is to identify network service degradation. To this
end, collected RAN metrics are leveraged by the framework’s elements. Figure 38 provides an overview of the
framework, including the data preparation phase, the LSTM Encoder Decoder (LSTM-ED), the IF anomaly
detector and the SHAP explainer. This section offers an in-depth analysis of all elements.
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Figure 38: High-level diagram of the XAP framework

In the O-RAN architecture, data collection and preprocessing tasks and deployment of ML models are managed
by the Non-Real Time RAN Intelligent Controller (Non-RT RIC) and the Near-Real Time RAN Intelligent Controller
(Near-RT RIC) [35]. Although our framework is also adaptable to this architecture, to provide initial evaluation
results for this deliverable, we utilize the offline dataset in [36]. This dataset consists of radio metrics reported
by a moving UE engaged in streaming and downloading. Time series data are captured at a 1-second granularity,
with the majority collected during 5G connectivity, fewer samples during 4G, and very few instances of degraded
connections down to 3G or lower. From the collected KPlIs, we select eight metrics to be forecasted by the LSTM-
ED model: three mobility-related metrics (Latitude, Longitude, and Speed) and five channel quality indicators,
which include Reference Signal Received Power (RSRP), Reference Signal Received Quality (RSRQ), Channel
Quality indicator (CQl), Signal-to-Noise Ratio (SNR), and Received Signal Strength Indicator (RSSI). In the data
preparation phase, we preprocess the dataset for input into the forecasting model. The data are normalized to
a [0,1] range and split into temporal sequences, where each sequence consists of the number of past time steps
(denoted as P) that the model uses to predict a future sequence consisting of F next time steps.

For the RAN KPI forecasting task, we implement a sequence-to-sequence stacked LSTM-ED, which consists of an
encoder with two stacked LSTM layers and a symmetric decoder. The model's inputs are sequences of
dimensions (P, features), where the features represent the eight metrics to be forecasted. Correspondingly, each
output sequence has dimensions (F, features). During training, the full input shape is (sequences, P, features)
where sequences represent the total number of sequences derived from the input dataset. We utilize the Keras
API [37] for constructing and training the LSTM-ED model and use the Adam optimizer [38] and Mean Squared
Error (MSE) as the loss function. The activation function for all LSTM layers is set to hyperbolic tangent (tanh).
The LSTM-ED comprises the following layers in order: 1) Encoder LSTM Layer 1, 2) Encoder LSTM Layer 2, 3)
Repeat Vector, 4) Decoder LSTM Layer 1, 5) Decoder LSTM Layer 2, 6) Time Distributed Layer, 7) Dense Layer.

Isolation Forest is an unsupervised, decision-tree-based algorithm [21] commonly used for outlier detection. In
this framework, IF is employed to detect abnormal KPI values within forecasted RAN time series data, enabling
the identification of potential service quality degradation or unusual UE behavior in advance. A key advantage of
IF lies in its capacity to handle multidimensional inputs efficiently, making it well-suited for deployment in O-
RAN, where machine learning models at the Near-RT RIC must meet near-real-time processing requirements.

In this framework, the IF anomaly detector accepts an input with dimensions (timesteps, features), classifying
each time step sample as either normal or anomalous. For instance, in a near-real-time scenario, IF can identify
future anomalies within the sequence (F, features) predicted by the LSTM-ED, as illustrated in Figure 38.

A limitation of the AD process is its lack of explainability and transparency, as it does not reveal which specific
features contribute to a detected anomaly. To address this, we employ the SHAP algorithm [4] to interpret the
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output of the IF model. Using SHAP we calculate and visualize feature importance scores, illustrating the
influence of each feature on the prediction for a given input instance. Through SHAP’s explainer module, we can
identify and rank the features that drive an instance to be classified as anomalous. These explanations are crucial
for enabling operators to understand and trust model decisions in RAN optimization, fostering user trust, and
supporting fairness. Furthermore, SHAP’s output can facilitate the association of detected anomalies with
automated mitigation strategies.

4.3.6.3.!Evaluation and Results

This section describes the evaluation process for the forecasting, AD and explainability tasks along with the
experimental results. To evaluate the performance of the LSTM-ED model, we split the dataset into training and
testing sets using an 80/20 train/test ratio. Each set is further divided into past and future sequences for training
and testing, as already explained. The best-performing model consists of 100 units per LSTM layer. The model is
trained over 50 epochs with a batch size of 32. The learning rate is initially set to 0.001 and decays after each
epoch. We use 60 previous time steps (P=60) to forecast future sequences, conducting experiments with
prediction horizons of F=10 and F=30. Model performance on the test dataset is evaluated using the Mean
Absolute Error (MAE) metric, which is calculated as the average absolute difference between the predicted
values and the ground truth across n test samples, as follows:

*
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Table 10 presents the results for both F=10 and F=30 and includes the minimum and maximum values of each
feature within the dataset. The MAE is calculated separately for each feature and is expressed in the respective
feature's unit of measurement. Also, we represent the MAE as a percentage relative to the difference between
minimum and maximum values of each feature to better present the error magnitude. As anticipated, prediction
accuracy is higher for F=10, with a slight decline in performance as the prediction sequence length increases.

Table 10: Results for LSTM-ED
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We use the Scikit-learn Python library [39] implementation of IF with 200 estimators and the default
contamination rate. The IF model is trained and tested on the same data as the LSTM-ED model but without
converting the data into sequences. To assess the effectiveness in predicting anomalies, we also evaluate it using
the dataset of forecasted samples. Thus, IF undergoes dual testing: once on the actual test samples and once on
the LSTM-ED-predicted samples. To quantify performance, we calculate Precision, Recall, and F1-Score metrics
based on anomalies detected in both actual and predicted samples. True Positives (TP) represent anomalies
detected in both actual and predicted datasets, False Positives (FP) indicate anomalies detected only in the
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predicted dataset, and False Negatives (FN) are anomalies present in the ground-truth dataset but not identified
in the predicted data:
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The evaluation is conducted for F=10 and F=30, with results summarized in Table 11. The model achieves an F1-
Score of 0.8807 when predicting anomalies over the next 10-time steps. As the prediction horizon extends, the
F1-Score decreases to just below 0.80.

Table 11: Anomaly Prediction Results

Metric F=10 F=30

Precision | 0.9457 0.8829

Recall 0.8241 0.7280

F1-Score | 0.8807 0.7981

The TreeExplainer module from the SHAP Python library is used to interpret anomalies detected by the IF model.
Figure 39 displays the SHAP plot for a randomly selected anomaly lasting approximately 60-time steps, identified
by IF in both the ground-truth and predicted datasets. The plot is generated based on the detection on the
predicted dataset. Features with negative Shapley Values contribute to the IF model’s classification of the sample
as anomalous, with RSRQ, SNR, RSRP, and CQl showing the highest negative Shapley Values.
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Figure 39: Example of SHAP plot to provide the local explanation for a randomly selected anomaly. The features with
high negative scores affect the IF model toward predicting the samples as anomalous.

Figure 40 shows the real and predicted values of these KPIs over 1000 time steps. The predicted values exhibit a
high degree of proximity to the actual values, demonstrating the accuracy of LSTM-ED forecasting. The
anomalous region, explained by SHAP and highlighted in grey, reveals low values of these KPIs, typically
associated with degraded network quality. These results support the IF model’s anomaly detection and validate
SHAP's identification of the key features contributing to the anomaly.
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Figure 40: Real and Predicted KPI values for a time-frame of 1000 samples. The grey area corresponds to an anomaly
predicted by the IF model.
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5. Near-RT RIC Framework for Experimentation xApps
5.1. Introduction

The E2 Service Model (E25SM) defines how specific functions located in the O-RAN Node can be controlled by the
Near-RT RIC over E2. The E2 interface should support service models, Key Performance Metrics (KPM) RAN
Control (RC). The O-RAN paradigm transforms the RAN towards virtualized, fully interoperable and intelligent
architecture. It also brings flexibility and intelligent control opportunities which are necessary for CF mMIMO
and RIS.

In 6G-BRICKS D4.1, we provide translation of Cell-free mMIMO into O-RAN architecture by extending the E2
interface to support xApps experimentations. We further offer experimenter xApps and RIS control xApps to the
experimenters to configure the RAN elements (CU and DU) via the Near-RT RIC framework.

5.2. KPM xApp at KUL testbed

5.2.1.! Configuration and deployment

The basic Near-RT RIC deployment is described as a Cloud native Network Function (CNF) deployment on a
Docker container with Docker Compose. In case of a single machine deployment, the user has one yaml file for
entity management, thus network configuration is extremely easy. The deployment consists of the following
steps:

e Pulling Near-RT RIC docker images from DockerHub
e Configuration of the Near-RT RIC deployment using docker-compose.yaml file.
e The *.yaml file contains the names of the Near-RT RIC containers and the structure of their interaction.

The in-build KPM xApp subscribes for the KPMs to all cells. The subscription concerns the KPMs measured per
cell and 1 second reporting period. The KPMs reported every 1 second are stored in the Valkey database and
displayed in the numerical format in the Near-RT RIC GUI and graphical format in the Grafana based KPM xApp
GUL.

5.2.2.! Data Collection

Figure 41 shows the signaling flow of the KPM xApp. The process consists of the following parts:

1. E2 setup registration when the KPMs supported by the E2 nodes are stored at the Near-RT RIC database
at the SDL API. The SDL API provides the xApp with information about the E2 nodes. The Near-RT RIC
collects information about the E2 nodes during the E2 Setup procedure.

The list of the supported KPMs is sent to the xApp during the Subscriber Information procedure.
The xApp reads the list of the available KPMs and sends the list to the GUI.
The user can select some KPMs and subscribe for them.

The subscription for the KPM is sent to the E2 node.

o v kM W N

The E2 node sends the RIC Indication with the KPM values.
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Figure 41: The KPM collection procedures from E2 node

5.2.3.! Workflow Diagrams

TCP socket m

An xApp may be developed using any programming language (e.g., Python, C, Java, etc.). Next, the xApp
developer must use Docker to build the docker image from the xApp code. Finally, the docker image is run in the
docker container. The docker image may be run in a container in two ways:

e Using the Near-RT RIC GUI by clicking at the “Add xApp” button available in the xApp view and next
selecting the docker image of an xApp. In this case all the configuration parameters must be input in the
docker image itself.

e Using the docker-compose at the Near-RT RIC start in which case the configuration parameters can be
input in the docker-compose.yaml file.

The xApp communicates with the Near-RT RIC using the xApp API which consists of several parts, namely
Management API, Enablement API, Al-related API, SDL APl and E2-related API as specified in O-RAN specification
[40] and which is shown in Figure 42. The xApp needs to support one Transmission Control Protocol (TCP)
connection for each of the APIs where the xApp plays the role of the TCP client. Additionally, to receive push
messages from the Near-RT RIC, specifically from SDL APl and E2-related API, the xApp must support an
additional TCP port where the xApp plays the role of the TCP server and the Near-RT RIC plays the role of the TCP

client.
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Figure 42: The xApp messaging flow for KPM xApp at KUL testbed.

5.3. KPM xApp at the EUR testbed

5.3.1.! Configuration and deployment

The Data Collection (DC) xApp is configured to report KPM data every second. Specifically, it sends data every
1000 milliseconds (1 second), ensuring a consistent flow of information for monitoring. We need to set the
following information in order to setup the RabbitMQ Broker:

e RabbitMQ Address

e Port

e Standby RabbitMQ Address
e Standby Port

e Username

e Password

e Topic

The DC-xApp connects to a RabbitMQ broker using the provided address and port. A standby broker
configuration is also set for redundancy. The app authenticates with the broker using the specified credentials
and publishes messages to the "RAN" topic.

5.3.2.! Data Collection

The DC-xApp is responsible for collecting and processing KPMs from a 5G RAN environment. It utilizes the
OpenAirinterface (OAl) architecture to gather real-time data, providing key insights into network performance.

Leveraging the KPM v2 Service Model (SM), the DC-xApp sends a subscription request to the OAI RAN to trigger
data collection for specific events. It gathers various critical RAN metrics, including:

e Physical Resource Block (PRB) Usage: For both downlink and uplink.
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e Packet Data Convergence Protocol (PDCP) Service Data Unit (SDU) Volume: Data sent and received
through PDCP.

e Radio Layer Control (RLC) SDU Delay: Delays in RLC for downlink transmissions.

e UE Throughput: For both downlink and uplink, representing the overall performance at the user
equipment (UE) level.

To ensure efficient data handling, the xApp uses Protocol Buffers (protobuf) for data serialization, making

transmission and storage more effective.

5.3.3.! Workflow Diagrams

Figure 43 depicts the interaction between the E2 Node (RAN Function), NearRT RIC, Data Collection xApp, and
the RabbitMQ Broker. It begins with the E2 Setup Request and Response between the RAN Function and NearRT
RIC, enabling initialization and acceptance of the RAN function. The NearRT RIC sends a KPM Subscription
Request to collect performance metrics (KPM Reports), which are then sent as KPM INDICATION messages to the
Data Collection xApp. The xApp serializes the data and forwards it as a RabbitMQ Message to the RabbitMQ
Broker. Finally, the workflow concludes with KPM Subscription Delete Requests and corresponding responses to
terminate the subscription process.

KPM Subscription Req

E42 Setup Request

E42 Setup Response

KPM Subscription Req

A

<

RabbitMQ Broker

E2 Node
RAN FUNCTION NearRT RIC Data collection
XApp
Initialize
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Accept Ran function
E2 Setup Response
Initialize

KPM Report Stats

KPM INDICATION

A 4

KPM INDICATION

A 4

<

data Serialize

RabbitMQ Message

\ 4

| KPM Subscription Delete Req

_ KPM Subscription Delete Req

A KPM Subscription Delete Res

KPM Subscription Delete Res
»

Figure 43: The xApp messaging flow for KPM xApp at EUR testbed.

Figure 44 show performance metrics from the OpenAirinterface (gNodeB) via FlexRIC (RAN Intelligent
Controller). The KPM xApp collects KPM metrics with a 10 ms granularity. These metrics include uplink/downlink

© 6G-BRICKS 2023

Page | 63




D.4.3. Experimentation facility testing as a service and explainable resource management

frameworks development.

throughput, RLC DL delays (indicating latency spikes due to congestion), PRB usage (with steady downlink and
minor uplink variability), and PDCP traffic (indicating minimal packet-level traffic).
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Figure 44: Metrics collected by the KPM xApp.
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6. Conclusions

This deliverable provides a comprehensive overview of the advancements made in the 6G-BRICKS
experimentation framework and the integration of XAl for DMO. Building upon the foundations laid in D4.1, this
document is divided into three main technical sections, each addressing key components and their development.

The first section elaborates on the design of the 6G-BRICKS Experimenters’ Portal, including the GUI wireframes
and the implementation of the Intent Management Engine. This section also introduces novel conflict resolution
strategies, including an admission control mechanism that utilizes resource monitoring traffic metrics to enhance
efficiency and avoid conflicts within the DMO. These enhancements go beyond the initial portal design and
conflict resolution approaches presented in D4.1.

The second section focuses on the integration of XAl within the DMO and anomaly detection processes. It
discusses the development of anomaly detection models, including the integration of SHAP with autoencoders,
to provide explainability and facilitate decision-making in the context of fault management and anomaly
detection in the 6G-BRICKS network. This builds upon the XAl framework for anomaly detection introduced in
D4.1.

The third section presents the Near-RT RIC framework for RRM, highlighting the role of xApps and their
interaction with CF mMIMO and RIS. The section details the messaging structure for the xApps, along with their
experimental deployment and integration into the 6G-BRICKS testbeds, extending the work done in D4.1 on
Near-RT RIC integration.

In conclusion, this deliverable demonstrates significant progress in the development and testing of the 6G-
BRICKS framework, integrating cutting-edge techniques for vertical testing, intent-driven network management,
and advanced anomaly detection, all underpinned by XAl methodologies. It highlights the continued evolution
from the initial design and prototyping in D4.1 to the more refined implementations and results presented here.
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