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1 Executive Summary

Deliverable D2.3 is part of WP2 (“Architecture design & Requirements analysis”) and reports on the results
produced in tasks T2.2 (“Requirements analysis for the 6G RAN”) and T2.3 (“Requirements analysis for the
Infrastructure and Management Plane”). Specifically, T2.2 focuses on analyzing the functional and non-functional
requirements of 6GBRICKS RAN components, such as Distributed Cell-Free technologies. Specifications of Radio
Unit (RU) platforms, Open Radio Access Network (O-RAN) stacks, and associated Centralized Unit (CU),
Distributed Unit (DU), and RAN Intelligent Controller (RIC) elements are also provided. On the other hand, T2.3
specifies the requirements and specifications for elements within the Network and Computational Infrastructure,
excluding RAN elements. These involve the Cognitive Compute Continuum platform, the disaggregated X-HAUL
solution, the Domain Manager Orchestrator (DMO) framework, the intent and policy management mechanisms
and the security framework. Therefore, the main objective of this deliverable, which summarizes the work of the
two tasks, is to describe an initial set of requirements and specifications for the 6G-BRICKS project framework.
As mentioned, the work focuses on different types of requirements: those describing the functions or tasks to
be performed by the system (functional requirements), and those related to quality attributes, constraints and
characteristics of the system (non-functional requirements). Moreover, the specifications and the Application
Programming Interfaces (APIs) for each of the system’s subcomponents are analyzed.

Initially, the deliverable describes the functional and non-functional requirements of the overall system. Then,
the rest of the structure is aligned with the project’s concept of individual “bricks”. Since these “bricks” are
divided into two types, the Radio Access Network (RAN) components and the orchestration components, they
are analyzed in two sections (4 and 5). The first type of “bricks”, i.e. the RAN components, contains elements
related to Cell Free massive MIMO (CF mMIMO) vision - i.e. O-RAN Radio Unit (O-RU), DU and the RIC - as well
as the O-RAN compliant Reconfigurable Intelligent Surface (RIS) reflector. Specifically, the functional
requirements of the CF mMIMO components focus mainly on aspects related to integration with other
components (e.g. open interfaces, interoperability and synchronization). On the other hand, the non-functional
requirements of the Open-RU Platform analyze its technical details and specifications, such as information about
frequency and signal transformation, while for the DU and RIC the focus is on the hardware requirements.
Similarly, the non-functional requirements for the O-RAN compliant RIS refer to the operations of RIS, its
integration with RIC and the API requirements of Service Management and Orchestrator (SMO), while the non-
functional ones refer to hardware requirements of SMO, RIS Controller and RIS antenna.

Regarding the components related to management and orchestration, these include the Experimentation Plane,
the DMO, the Cognitive Compute Continuum, the X-Haul platform and the Security Orchestration platform.
Generally, the functional requirements for these components describe the new functionalities that they should
support. For example, the operations for the experimentation plane, the DMO and the Cognitive Compute
Continuum are mainly related to interactive visual representations, automation and the use of Al and ML models
(e.g. for anomaly detection and fault management). For the X-Haul and Security Orchestration platforms, the
functional requirements are quite different, as they focus on the modifications and configurations of their various
sub-components. On the other hand, for the software components of the orchestration plane, the non-functional
requirements describe their evaluation aspects, while for the X-Haul, which is mainly a hardware component,
they refer to the physical constraints and capabilities of the device (e.g. compute and network requirements as
well as integration aspects). The software components for which non-functional requirements are defined are
the DMO (e.g. latency and accuracy), the Cognitive Compute Continuum (e.g. timings for the various service Life-
Cycle Management (LCM) operations) and the Security Orchestration platform (e.g. portability). Finally, for all
the software components, the new APls, which are relevant to the project, are mentioned.

The requirements analysis was based on the Use Case requirements described in D2.1 (“Description and
definition of targeted PoCs”) and on 6G-BRICKS architecture and components, analyzed in D2.2 (“Initial 6G-
BRICKS overall architecture design”). All in all, the present deliverable covers the functions offered by each RAN
and orchestration component of 6GBRICKS to other components or experimenters, documenting also the system
requirements. The presented requirements, specifications and APIs, as well as the overall architecture, will act



as a blueprint for the components’ development. However, as the project progresses, these requirements may
need to be updated. These updates will be reported in deliverable D2.4 (“Final 6G-BRICKS overall architecture
design”), at the second year of the project.



2 Introduction

This report aims to document the first set of requirements and specifications for the 6G-BRICKS Experimentation
facility, in the form of functional and non-functional requirements for each component. Moreover, the API
requirements are documented, which will support the interaction of individual components with the users
and/or other components. This deliverable will serve as input to WP3 and WP4, which will detail the low-level
implementation and validation of each component, and to WP5 which addresses testbed development and
integration.

With this document, the reader can recognize:

e the overall requirements of the experimental facility;

e the requirements (functional and/or non-functional) for both RAN and Orchestration modules of the 6G-
BRICKS architecture;

e the API requirements for the orchestration components.

2.1 Mapping 6G-BRICKS Outputs

Purpose of this section is to map 6G-BRICKS Grant Agreement commitments, both within the formal Deliverable
and Task description, against the project’s respective outputs and work performed.

Table 1: Adherence to GA Deliverable & Tasks Descriptions

6G-BRICKS GA 6G-BRICKS GA .
. Respective Document e
Component Component Outline Justification
. Chapter(s)
Title
DELIVERABLE
D2.3 — Requirements and Specifications Analysis
TASKS
e Study the functional
requirements of
breakthrough RAN
components that will
be implemented in Relevant requirements and
Task T2.2 -  6G-BRICKS. vant requ .
. o specifications of all underlying
Requirements e For the Distributed Chapter 4: RU elements, USRPs, and O-RAN

analysis for the
6G RAN

Cell-Free
technologies, this
includes functional
requirements of
multi-band channel
estimation,
clustering,
synchronization and

Requirements for RAN
components and

stacks and respective CU, DU and
RIC elements are reported in this
deliverable



Task 2.3:
Requirements
analysis for the
Infrastructure
and
Management
Plane

distributed
processing methods

For the RIS technologies
and integration with OAI-
gNB, this includes the
functional blocks needed
to ensure the
integration: RIS
controller, RCP protocols
elements, and alignment
with the O-RAN
architecture.

Functional and non-
functional
requirements and
specifications for
each of the elements
of the Network and
Computational
Infrastructure and
Management planes
Moreover, this task
will select an
appropriate set of
candidate families of
ML techniques,
focusing on XAl and
MR.

Chapter 5:
Orchestration
requirements and
specifications

2.2 Deliverable Overview and Report Structure

For the Infrastructure plane,
the functional requirements
towards a device-to-cloud
continuum are defined.
Moreover, the specifications
of the Paa$ platform and the
disaggregated X-HAUL
solution are identified.

The functional requirements
of the Management plane,
focusing on the requirements
and specifications of the
DMO framework for the
Network and Compute
domains are detailed, along
with Al/ML algorithms
leveraged for explainability
and anomaly detection.

The information in this deliverable, in combination with the deliverable D2.2, is sufficient to start implementing
the facilities, experimental modules and the integrations between them. However, as the project progresses and
until the entire facility is ready, things are expected to change to meet the new requirements. These will be
included in the last architecture deliverable, i.e. D2.4. The rest of the document is composed of the following

Sections:

e Section 3 — Overall Requirements: Describes the strategy that was followed to extract the requirements

as well as the general requirements of the 6G-BRICKS platform

e Section 4 — Requirements for the RAN Components: Lists the requirements for the RAN-related modules,
including both Cell-Free Massive MIMO (Multiple-Input and Multiple-Output) and O-RAN components



Section 5 — Orchestration Requirements and Specifications: Describes all applicable types of
requirements (functional, non-functional and APIs) and specifications for the orchestration components,
i.e. Experimentation Plane, Domain Management Orchestrator (DMO), Cognitive Compute Continuum,
X-HAUL platform and Security Orchestration

Section 6 — Conclusions: Summary of the results and conclusions



3 Overall Requirements
3.1 Requirements Elicitation process

For a complex system, such is the one provided by 6G-BRICKS, operational descriptions can be too tedious for
rapid prototyping and analysis of system's behavior. In these cases, it is more convenient to express the system
at a higher level, which is in a functional way. This approach leads to an analysis that emphasizes the general
behavioral properties of the system rather than its specifications details. Furthermore, it is of practical
importance if the desired description can be derived or synthesized in a systematic way from the user's
requirements for the system's operations.

For the purposes of 6G-BRICKS, we adopt a requirements extraction process that focuses first on describing the
system requirements and then on synthesizing formal specifications from them. These specifications can be
taken as models of the system requirements. More generally, the main goal is to be able to derive an applicable
or functional system description (e.g. in the form of APIs) from a given high-level description of the system's
operations. In this project, we are implementing a facility that is comprised of many individual components,
acting as technological “bricks”. Therefore, it is of high interest to derive requirements and specifications for
each of the components independently. Requirements can be categorized into functional, which describe what
a system "must do" (behavioral characteristics), detailing the functionality it is supposed to achieve, and non-
functional, which impose constraints on design or implementation by focusing on non-functional criteria (quality
attributes) such as performance, security, scalability, reliability, maintainability and standards compliance. We
are analyzing the functional requirements (from the desired operations) of the various components and from
these, we extract the non-functional requirements and specifications (i.e. the component’s evaluation aspects)
and the APIs that should be supported. However, these types of requirements and specifications are not
applicable for all RAN components, as will be shown in Section 4.

3.2 Related Work

This section focuses on the study of relevant research initiatives and existing innovations that will help to develop
the functional architecture for 6G-BRICKS. Specifically, 6G-BRICKS leverages on testbeds and innovations
provided by past research projects, aiming to improve the existing technology and overcome current limitations.
Thus, the necessary extensions for each of the initiatives under study, mentioned in the next paragraphs, will
also drive the functional requirements of the 6G-BRICKS facility.

At the current time, telco operators focus their efforts on the commercial roll-out of the 5G Networks. New
capabilities and applications for customers are supported through features such as network slicing,
disaggregation, and cloud-native design. However, emerging applications such as Extended Reality (XR) exceed
the current and future capabilities of 5G networks, both in terms of Key Performance Indicators (KPIs) that must
be supported and in terms of their network requirements. Furthermore, recent research studies show that 6G
Networks will be the key enabler which will satisfy the increasingly demanding network requirements. Towards
this end, the European Commission initiated a batch of pioneer research projects for 6G Technologies, in the
framework of Horizon 2020 calls - ICT-20 5G Long Term Evolution and ICT-52 Smart Connectivity beyond 5G [1].

Main participants from 6 of these projects (MonB5G, MARSAL, MonB5G, RISE-6G, REINDEER, HEXA-X) joined their
forces in the 6G-BRICKS research facility, leveraging on the experimentation tools developed in the scope
5GMediaHUB program. On top of that, 6G-BRICKS builds upon the outputs and findings of similar EU and R&l
activities to develop its technology. The list of projects mentioned in this Section, indicate 6G-BRICKs relation
with most directly relevant R&I activities and transferable assets.

MARSAL

As it is illustrated in Figure 1, MARSAL proposes a novel converged optical-wireless configuration based on the
Cell-Free (CF) concept that targets flexible connectivity of a massive number of Radio Units (RUs). Additionally,
it aims to unlock the potential of user-centric CF deployments in 6G Networks, while aligning with the O-RAN



initiative. Furthermore, it consists of an innovative optical transport domain that deploys a distributed edge
infrastructure with Data Centers (DCs) featuring Regional and Radio Edge nodes.

XGS PON

xc-;s PON \mﬁ

Regional Ed 01
egional Edge ‘ i'ﬁfi' = Radio Edge

Figure 1: MARSAL Network Architecture [2]

Towards the 6G-BRICKS scope of the implementation of scalable CF, MARSAL’s data-driven user-centric clustering
algorithms will be leveraged. Clustering extension to a multi-band scenario where output from one band will
influence the clustering at another band. Existing distributed algorithms will be extended to support multi-band
processing.

5G EVE

The architectural overview of the Greek 5G EVE site facility is illustrated in Figure 2. Three use-cases are executed
over this site leveraging OTE’s facilities with a combination of NOKIA’s and ERICSSON’s platforms. More
specifically, the three use cases demonstrated refer to Mobile Cloud Robotics, Smart City (Connected Ambulance)
and Utilities (Smart grid monitoring) Applications. Towards this scope, 5G network capabilities such as Ultra-
Reliable Low-Latency Communications (URLLC), capacity, reliability and virtualization are verified.
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Figure 2: High level use-case oriented architectural overview of the Greek 5G EVE site facility [3]



5G EVE was the first to demonstrate 5G facilities to trial 5G vertical use cases. However, the radio connectivity
was limited to the below 6 GHz band, whereas in 6G-BRICKS the 5G-EVE Sophia-Antipolis site will be leveraged
to support mmWave and integrate RIS elements.

HEXA-X

Hexa-X's 6G Architecture is a highly complex system requiring the integration of various technologies and
disciplines. However, it provides a reference framework for the development of next generation wireless
communications. The three discrete layers depicted in the Figure 3 are regarded as technical enablers; (i)
Application Layer , which interacts directly with end-users and applications, facilitating the exchange of data (ii)
Network Service Layer, which is responsible to provide various services to the users (iii) Infrastructure and Service
Layer, providing the enablers that support the ultra-high, reliable and secure communication services.

Hexa-X defines a complete 6G architecture vision, researching into technological developments for connected
intelligence, networks of networks, sustainability, global service coverage and trustworthiness. 6G-BRICKS builds
upon Hexa-X's principles for deriving its architecture.
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Figure 3: Hexa-X End-to-End Architecture [4]

5G-MEDIAHUB

5GMediaHUB supports multi-tenancy through its experimentation facility. Additionally, it offers a secure and
trusted service execution environment based on open standard cloud-based architecture and APls. Three
distinct layers are identified in Figure 4; (i) the Experimentation Tools layer, (ii) the Network Applications & Slice
layer, (ii) the underlying 5G Infrastructure layer enabling the end-to-end testing of applications.

5G-Mediahub's experimentation tools serve as a baseline for 6G-BRICKS. Moreover, it is being extended with
additional features like an improved Testing as a Service (TaaS) module, to support the testing of applications
that provide various control and optimization functions in a near-real-time manner within the O-RAN framework
(xAPPs), and Business Support System (BSS), to support open calls.
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Figure 4: 5GMEDIAHUB logical architecture [5]

UE layer

MONB5G

Figure 5 below illustrates the MonB5G framework which is composed of three layers:

e Business Layer. The Business owners of the framework operate through this layer. More particularly,
this layer hosts all the operational business entities, providing features such as slice management to

tenants

e Management and Orchestration Layer. The core functions of the framework reside here, providing the
management, orchestration and Life-Cycle Management (LCM) of the slices. Additionally, this layer

exposes the management interfaces for various business entities.

e Infrastructure Layer. This layer provides all the functions providing communication with the

Management and Orchestration Layer, enabling optimization of infrastructural resources.
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The liaison between the MONB5G and 6G-BRICKS is the potential exploitation of the Analytics and Decision
Engines (AE/DE) developed under MonB5G framework which will form the baseline for the Explainable Al -
Decision Engines (XAl-DE) of 6G-BRICKs' DMO framework.

RISE-6G

The RISE-6G vision capitalizes on the potential of the emerging RIS technology. RISE-6G proposes a novel wireless
connectivity paradigm empowered by nearly passive and very low power RISs, which jointly optimize the radio
wave propagation environment with the existing network hardware infrastructure, enabling highly concentrated
in time and space service delivery to intended end users (performance-boosted areas), while removing energy
from indoor/outdoor regions where non-intended users are present.

In this context, CEA developed several RIS, Transmissive RIS (T-RIS) and Reflective RIS (R-RIS). This work is the
basis of CEA contribution in 6G-BRICKS. In particular, a 1-bit T-RIS and a 1-bit R-RIS were designed during the
Rise-6G project. In 6G-BRICKS the R-RIS has been characterized in an anechoic chamber and a new T-RIS
architecture based on two interconnected focal sources has been proposed. Both prototypes are controlled by
using the same p-controller and steering logic. The two prototypes have been interfaced with the OAl and the
codebooks have been generated.

CEA also contributed to RISE-6G on RIS-aided localization. One of the main scenarios investigated in RISE-6G was
that of one single reflective RIS, one BS and one UE, in a downlink configuration. Regarding single-epoch UE
position estimation in non-line-of-sight conditions, initial concepts and preliminary simulation results were
originally introduced in RISE-6G. In the context of 6G-BRICKS further algorithmic developments/refinements, as
well as new performance evaluations, have been carried out, regarding e.g., the sensitivity of the algorithm with
respect to uncontrolled multipath, velocity, or SNR, the convergence speed of intermediary algorithmic steps,
computational complexity, etc... Finally, leveraging the outputs of the previous single-epoch position estimators
over time (under UE mobility), CEA has also proposed an overall system vision combining Kalman filtering and a
constrained randomized RIS beam scanning policy based on predicted UE positions.



3.3 Overall requirements for the 6G-BRICKS architecture

In Section 3.2 we are mentioning the innovations and improvements that the 6G-BRICKS project aims to provide,
compared to related projects. Based on this analysis, we defined a list of requirements that we believe are
representative of what the project’s “bricks” should consider. The following principles and their requirements
constitute the basis of the initial architecture of the 6G-BRICKS project:

1.

Disaggregated Management Plane: Several methods for decentralized orchestration and analytics are
considered in order to handle the management complexity of bringing together 6G RAN and Cloud-Edge-
Continuum deployments in 6G networks. The core requirements for this principle are the next ones:
a. There is a need for different managers or orchestrators for the various technological domains
(Domain Management and Orchestrator - DMO).
b. DMOs should offer policy integration and automation for all technological domains.
c. The Disaggregation Management Plane should facilitate the coupling between the management
layers of 6G sites.
Al Explainability: This principle leverages on Explainable Al (XAl) models and Machine Learning (ML)
predictions in order to provide the experimenters and the domain administrator with explanations of
the model produced output. The core requirements for this principle are the next ones:
a. Availability of data for the Al/XAl models.
b. The XAl-based approaches used should be able to provide explanatory information about the
anomalies in network performance metrics, detected through Al-based approaches.
c. The XAl should be able to suggest corrective actions for the identified issues.
Intent-driven Human-in-the-loop experimentation: This is enabled by the Experimentation Plane which
offers mature frontends and experimentation engines. The goal of this principle is to facilitate the
automated integration and deployment of vertical applications, while providing explanations and
answers on how to achieve a more desirable outcome. The core requirements for this principle are the
next ones:
a. The Experimentation Plane should allow the onboarding of any application and xApp.
b. A Zero Trust Security Framework (ZTSF) should be exploited to secure applications APIs.
c. An intent engine should be used to translate the requirements, goals, and constraints of a
request into appropriate decisions and actions.
Cognitive Compute Continuum: This principle enables the edge to cloud resource orchestration,
interconnecting computing and storage resources located anywhere in the network. For this, cognitive
services are adopted for performing complex placement and scaling operations. The core requirements
for this principle are the next ones:
a. The Cognitive Compute Continuum should automate the management of the Edge-Cloud.
b. It should provide interoperability with the underlying management and orchestration
technologies.
c. It should adopt smart methods for optimizing the use of infrastructure resources (Edge-Cloud)
and service management.
6G RAN technologies: The offered 6G-BRICKS facility aims to support the increased Radio Access
Network (RAN) requirements of emerging applications, which exceed the current and future capabilities
of 5G networks. For this, Reconfigurable Intelligent Surface (RIS) integrated to cellular technologies and
cellular-free networking solutions are offered. The core requirements for the RAN support are the next
ones:
a. 6G-BRICKS RAN should be aligned with the Open RAN initiative to provide an open and
programmable Open RAN Radio Unit (RU) for 6G networks.
b. The offered RAN technologies could be used as experimentation tools, extending the
experimentation capabilities for the users.




6. Reusable Self-contained enablers with Open APIs (“Bricks”): All enablers are delivered in the form of
reusable components with open APIs, called "bricks". The requirements related to this principle are the
next ones:

a. The interfaces of the developed components should ensure their openness and reusability.
b. The components should support on-device experimentation through xApps.

The above-mentioned requirements are analyzed into more specific ones in the next sections.



4 Requirements for the RAN Components
4.1 Cell-Free Massive MIMO (CF mMIMO)
4.1.0 Open-RU Requirements

6G-BRICKS will investigate and implement an Open-RU utilizing a Universal Software Radio Peripheral (USRP)
software-defined radio platform by National Instruments (NI) in a CFmMIMO infrastructure. The RU consists of
all analog Radio Frequency (RF) processing as well as analog-digital conversion and includes the basic building
blocks of current multi-carrier modulation formats in form of an Inverse Fast Fourier Transform / Fast Fourier
Transform (IFFT/FFT). While the RU implementation shall be as close as possible to the O-RAN standardized
architecture, 6G-BRICKS will focus on key building blocks necessary to enable the CFmMIMO vision and research.
Openness and adaptability towards specific use cases and scenarios is a key requirement, as well as compatibility
and interoperability with diverse implementations within the Open-RAN ecosystem. The architecture of RU and
DU is visualized in Figure 6, which shows that the DU is responsible for PHY-High functional blocks, while RU
handles the PHY-Low functional blocks. For more details, the user may refer to 6G-BRICKS deliverable D2.2.
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Figure 6: Architecture of RU and DU with standard building blocks according to the O-RAN standard.

In the following, Table 2 lists the functional requirements of such Open-RU platform. Table 3 highlights some
major system parameters, while Table 4 provides an overview of the physical and software interfaces.

Table 2: Functional Requirements of the Open-RU Platform
Functional Requirements of the Open-RU Platform

FR-ID FR-Description

FR-ORU-1 Provide basic analog signal processing components as specified by the O-RAN standard
(ADC/DAC, RF processing, antenna).

FR-ORU-2 Provide at least mandatory digital signal processing blocks according to O-RAN standard
(FFT / IFFT processing, cyclic prefix handling).

FR-ORU-3 Provide open interfaces to enable customization and deployment of additional
functionality.

FR-ORU-4 Provide open interfaces for the configuration of major system parameters to support
different scenarios and use cases.



FR-ORU-5

FR-ORU-6

FR-ORU-7

FR-ORU-8

FR-ORU-9

NFR-ID

NFR-ORU-1

NFR-ORU-2

NFR-ORU-3

NFR-ORU-4

NFR-ORU-5

NFR-ORU-6

NFR-ORU-7

NFR-ORU-8

NFR-ORU-9

Allow for the general interoperability with O-RAN aligned DUs.

Enable synchronization between RU and DU.

Enable the synchronization of multiple RUs to support the cell-free use case.
Provide multiple transmit and receive chains to support MIMO use cases.

Support real-time operation to enable real-time scenarios and use cases.

Table 3: Non-functional Requirements of the Open-RU Platform

Non-functional Requirements of the Open-RU Platform
NFR-Description

Frequency range:

e 1MHzto7.2GHz
e Extendable to higher frequency ranges with external components

Frequency band:

e 5G NRFR1(N78, N79)
e Any < 100 MHz band in that frequency range

Number of transmit / receive chains: 2 Tx, 2 Rx
Duplex mode: TDD

IFFT Size: up to 4069

Subcarrier spacing: 30 kHz

Bandwidth: up to 100 MHz

Output power per antenna: 22 dBm

O-RAN split:

e 7.2 CatA
e Optional: Beamforming, precoding

Table 4: Interfaces of the Open-RU Platform

Interfaces of the Open-RU Platform

Physical Interfaces



Tx / Rx antenna ports

1GbE (RJ45), control and configuration link

10 GbE (SFP+), fronthaul link

10 MHz reference clock input

PPS input

GPS antenna port

SW Interfaces / APIs

USRP Hardware Driver (UHD), open-source software API

RF Network on Chip (RFNoC) FPGA development framework

4.1.1 DU Requirements

In 6G-BRICKS, we are leaping forward to provide cell-free mMIMO solutions at the DU level and providing Open
API for the scheduler that will allow experimenters to investigate an impact of scheduling strategies on the data
transfer performance. Through the Open API, several datasets from the DU can be made available for the
experiments. In the following, Table 5 and Table 6 lists the functional and non-functional requirements of the

DU.

FR-ID

FR-DU-1

FR-DU-2

FR-DU-3

FR-DU-4

NFR-ID

NFR-DU-1

Table 5: Functional requirements of the DU

Functional Requirements of the DU
FR-Description

Provide an Open API for the scheduler, for the experimenters to extract the scheduling
strategies of the underlying RAN.

Enable the Open API to provide configuration of major system parameters to support
different scenarios and use cases.

Allow for the general interoperability with O-RAN aligned RUs.

Support real-time operation to enable real-time scenarios and use cases.

Table 6: Non-Functional Requirements of the DU

Non-Functional Requirements of the DU
NFR-Description

Hardware requirements where the DU will be hosted



NFR-DU-2 Supporting the bandwidth of 20 MHz

NFR-DU-3 Deploying the O-DU required the processor of PC minimum 9" Generation Intel x64 Core
i7 9700K, Server: minimum xeon gen2 (O-DU only)

NFR-DU-4 Deploying the O-CU required the processor of PC minimum 9% Generation Intel x64 Core
i7 9700K, Server: minimum xeon gen2 (O-CU only)

NFR-DU-5 Deploying the O-CU/O-DU required the processor of PC minimum 9™ Generation Intel x64
Core i7 9700K, Server: minimum xeon gen2 (O-CU/O-DU only)

NFR-DU-6 Required hardware resources of virtual CPU (vCPU) (8), memory (8Gb), storage (100GB+
logs) to deploy O-DU only

NFR-DU-7 Required hardware resources of vCPU (6), memory (8Gb), storage (100GB+ logs) to deploy
O-DU only

NFR-DU-8 Required hardware resources of vCPU (14), memory (16Gb), storage (100GB+ logs) to
deploy O-DU/OCU

4.1.2 RIC Requirements

Tables Table 7 and Table 8 show the preliminary list of functional and non-functional requirements for the RAN
Intelligent Controller (RIC) which will be used for cell-free experimentation.

Table 7: Functional Requirements of RIC

Functional Requirements of the RIC Platform

FR-ID FR-Description
FR-RIC-1 Provide experimental xApp deployment in the Near-RT RIC platform
FR-RIC-2 Provide Open API for xApp to test the 3™ party solutions with E2 nodes

Table 8: Non-Functional Requirements of RIC
Non-Functional Requirements of the RIC Platform

NFR-ID NFR-Description

NFR-RIC-1 Required hardware resources of vCPU (8), memory (8Gb), storage (100GB+ logs) to deploy
the Near-RT RIC in the testing platform



4.2 O-RAN compliant RIS

The Reconfigurable Intelligent Surface (RIS) is related to a new type of system node with surfaces that can have
reflection, refraction and absorption properties through many small antennas or meta-materials that can be
adapted to a specific radio channel environment. RIS surfaces are programmable and can be used to control the
propagation of electromagnetic waves by changing the electrical and magnetic properties of the surface.
Therefore, an end-to-end RIS-based solution is proposed and developed for 6G. The idea is to integrate a RIS
reflector with an open-source O-RAN stack, supported by the EUR Open Air Interface (OAl) platform, operating
in the millimeter-wave band. Additionally, the RIS platform will be open for experimentation, allowing the
experimentation with the RIS-related components (such as the RIS controller and the RIS element) as well as with
end-to-end services.

4.2.1 RIS-OAl requirements

Tables Table 9 and Table 10 list the functional and non-functional requirements for the integrated platform of
the RIS and OAl components.

Table 9: Functional Requirements for the RIS-OAl integrated Platform

Functional Requirements of the RIS-OAl integrated Platform
FR-ID FR-Description

FR-RIS-1 The RIS Service Model (SM) should allow two types of operations:

e Read Operations: The SM should allow the RIS to inform the RIC about its
parameters (e.g., the number of RIS elements and supported frequency).

e Write Operations: the SM should allow the RIC to send control messages to the
RIS in order to control the phase shift of each RIS element. The control
information can be high-level (i.e., beam angles) or low-level (i.e., phase
distribution).

FR-RIS-2 The RIS local and remote controller have to use the RIS SM operations.

FR-RIS-3 The RIS local controller should send the RIS parameters to the RIC.

FR-RIS-4 The RIS remote controller should receive the RIS parameters from the RIC.

FR-RIS-5 The RIS remote controller should be able to send E2 control messages to the RIS local

controller via the RIC.

FR-RIS-6 The RIS local controller should receive the E2 control messages, decode them, and
retrieve the RIS control information. In the case of high-level information, the RIS local
controller must derive the phase distribution from the beam angles values.

FR-RIS-7 The RIS local controller should be connected to the RIS via Serial port.

Table 10: Non-Functional Requirements for the RIS-OAl integrated Platform

Non-Functional Requirements of OAI-RIS platform



FR-ID FR-Description

NFR-RIS-1 The RIS local controller (E2 proxy) should run in machine with at least 4 CPUs/8 GB RAM
with USB3 port, to be connected to the RIS hardware

The following tables (Table 11 and Table 12) present the functional and non-functional requirements of the
Service Management and Orchestrator (SMO).

Table 11: Functional Requirements of the SMO
Functional Requirements of the SMO

NFR-ID NFR-Description

FR-SMO-1 SMO should expose an APl to manage the life cycle of xApps: on-board, instantiate, stop
and delete xApps

RF-SMO-2 The SMO API should take as input a Network Service Descriptor (NSD) that describes the
xApp docker image (mainly the source code location or image registry location).

RF-SMO-3 The SMO API should take as input a use case scenario (mainly number of User Equipment
(UEs) and traffic pattern of each UE).

Table 12: Non-Functional Requirements of the SMO
Non-Functional Requirements of the SMO

NFR-ID NFR-Description

NFR-SMO-1  Requires a Kubernetes cluster with at least one node (4 CPUs/8 GB RAM) to run xApps

Table 13 lists the Non-Functional Requirements of the RIS antenna (Functional Requirements are presented in
Table 9).

Table 13: Non-Functional Requirements of the RIS antenna
Non-Functional Requirements of the RIS antenna

NFR-ID NFR-Description

NFR-RIS-1 Requires a frequency band compatible with Eurecom frequency licence : 27.502480 GHz
- 27.602480 GHz



NFR-RIS-2 Requires a gain such as the range of the RIS be about 10m (factory use case)



5 Orchestration Requirements and Specifications

The 6G-BRICKS orchestration solution is based on the TMForum Intent Driven Autonomous Networks (IDAN)
architecture [7][8], which builds on a three-layer design featuring intelligence at the Business Layer, Service
intelligence, and Infrastructure intelligence. 6G-BRICKS further introduces the concept of an XAl-driven DMO to
help experimenters understand failure modes for experiment onboarding and execution, supporting an
innovative workflow termed as Intent-driven, Human-in-the-loop experimentation. Moreover, 6G-BRICKS
decentralizes automation and in particular analytics collection, which is fully centralized in the 5G Service Based
Architecture (SBA) via the Network Data Analytics Function (NWDAF). The 6G-BRICKS solution instead collects
service requirements from the Experimentation Plane, via the intent mechanism, and decentralizes analytics
collection and explanation via a set of DMOs. DMOs are deployed at each testbed, which represents a Cloud-
Edge-Continuum (CEC) domain, abstracted by the Cognitive Compute Continuum. Finally, the facility's security is
enacted by a Security Orchestrator (SO), the Software-Defined Perimeter (SDP) Controller and the managed Zero
Trust Security Mechanisms (ZTSM), respectively managed by each of them. In what follows, the internal designs
and external interfaces of all aforementioned components, i.e., the Experimentation Plane, DMO, Cognitive
Compute Continuum, and Security Orchestrator, are further detailed.

5.1 Experimentation Plane

The 6G-BRICKS Experimentation Plane, deployed at the ISl testbed, acts as the entry point for users to the Facility.
This includes the Experimenters Portal, which provides experimenters and vertical application owners access to
the various functionalities of the Experimentation Facility. The 6G-BRICKS Portal will specifically support third-
party Use Cases (UCs), simplifying the onboarding of applications coming from open calls and offering a private
Docker Image service repository. Moreover, the portal allows experimenters to onboard xApps, providing access
to experimentation at the RAN domain (e.g., changing parameters related to the RIS). Finally, an Intent
Management Engine is part of the Experimentation Plane, simplifying service onboarding and Service Level
Agreement (SLA) definitions. The purpose of intent is to define and communicate knowledge about
requirements, goals and constraints to a system in a way that allows automated processes to reason about it and
derive suitable decisions and actions. The 6G-BRICKS Experimentation Plane contributes a prototype intent
engine implementation, derived from TMF921 specifications [9].

5.1.1 Functional requirements

Table 14 lists the functional requirements of the Portal.

Table 14: Functional requirements of the Experimentation Plane

Functional Requirements of the Experimentation Plane

FR-ID FR-Description Related
Component(s) of
the
Experimentation
Plane

FR-EXP-1 Simplify experimentation via xApps, via graphical user Portal
interface elements that simplify their onboarding

FR-EXP-2 Offer Single Sign On (SSO) for Identity and Access Management Portal
(IAM)



FR-EXP-3 The system could allow users to view the history of all Portal
instances of an experiment.

FR-EXP-4 Support human-in-the-loop experimentation workflows, with  Portal
XAl leveraged to provide human-readable explanations

FR-EXP-5 Offer a higher level of abstraction for the definition of service IME
requirements through TMF921 intents

FR-EXP-6 Offer Policy resolution (reconciliation) algorithms to facilitate IME
automation

FR-EXP-7 Support conflict resolution, aiming to detect and resolve intent  IME
conflicts

5.1.2 APl Requirements

The Experimentation Plane APIs related to the Portal are listed in Table 15 and the APIs related to the Intent
Engine are listed in Table 16.

Table 15: Portal Interfaces

API of the Portal

API call Description

IAM Interface an IAM module, providing Single-Sign-ON functionality

Data collection APIs Collect data coming from internal testbed APIs

Intent Engine Interface with the Intent Management Engine, to simplify intent
definition

XAl Interface with the XAl module, aiming to provide human-

readable feedback to experimenters

Table 16: Intent Engine Interfaces

API of the Intent Engine

API call Description

Setting the Intent Allows intent owners to create a new intent, setting expectations
and constraints related to a given service

Retrieve intent Allows to read existing intent objects and information regarding
specific expectations



Reporting on Intent Allows Intent reports to be sent by the intent handler to the
intent owner according to reporting criteria specified in
reporting expectation by the intent owner

Negotiating an Intent Intent negotiation interface, which allows communication
between the intent owner and handler regarding the feasibility
of requirements or preference of solution and action outcomes

5.2 Domain Manager Orchestrator (DMO)

One of the major limitations of the 5G SBA lies in its data analytics functions for 5G Core operation, responsible
for network automation and orchestration. These functions inform management functions at the Operation-
Administration-Maintenance (OAM) layer, creating a tightly coupled system where Network Service
Orchestration (NSO) and Resource Orchestration (RO) are intrinsically linked. Similarly, the Network Function
Virtualization (NFV) architecture assumes the NFV Orchestrator (NFVO) handles both service and underlying NFV
Infrastructure (NFVI) orchestration. However, this centralized approach becomes infeasible in 6G, where a
multitude of services from diverse tenants require management and orchestration across the CEC, also known
as the Network of Networks vision. 6G-BRICKS proposes a novel decentralized Management Plane through a
unified framework of Domain Managers and Orchestrators (DMOs). These DMOs leverage Explainable Al (XAl)
mechanisms for policy translation and unification. Building upon the NFVO concept, the 6G-BRICKS DMOs offer
policy unification and automation for all orchestration domains (e.g., Edge, Core, Network, Internet of Things
(loT)), while enabling loose coupling between the 6G sites' management plane and the centralized Business Plane
for enhanced scalability. Figure 7 illustrates the internal structure of the DMO. This latter gathers data from
various orchestration domains and employs Al/XAl-based approaches for comprehensive fault management.
Optimized configurations are then relayed to the Runtime Management component, responsible for interacting
with the orchestration domains and updating the configurations.

Administrator I:i Experimentors :‘ :& '.z

I

Vertical Portal

I

Domain Manager and Orchestrator (DMO)

J—I 1
»  Monitoring | >II Fault Manag it l—-l Runtime M it i
KPIs Collection I Orchestration

I KPM xApps Radio Access Network | SMO/RIC

CN Manager

=z
=
o
H
g
£}
i ; -
S
°
=

i NFVO Collectors Edge Network NFVO

Figure 7: DMO internal design




5.2.1 Functional requirements

Table 17 lists the functional requirements of the DMO.

FR-ID

FR-DMO-1

FR-DMO-2

FR-DMO-3

FR-DMO-4

FR-DMO-5

FR-DMO-6

FR-DMO-7

Table 17: Functional requirements of the DMO

Functional Requirements of the DMO

FR-Description

Provide experimenters with interactive visual representations
of network KPls.

Collect KPIs from domain-specific technological components
and integrate them into a unified data repository.

Utilize Al-based approaches to detect anomalies in network
performance metrics.

Provide explanatory insights into detected anomalies using
XAl-based approaches for both experimenters and runtime
management components.

Enable the dynamic deployment and orchestration of core
network, radio access network components, and Multi-Access
Edge Computing (MEC) applications within the NFVI.

Actuate corrective actions to address the issues identified by
the fault management component using MR techniques.

Receive requests from the vertical portal in a well-defined
format.

5.2.2 Non-functional requirements and specifications

Table 18 lists the non-functional requirements of the DMO.

NFR-ID

NFR-DMO-1

Table 18: Non-Functional requirements of the DMO

Non-Functional Requirements of the DMO

Related
Component(s) of
the DMO

Monitoring

Monitoring

Fault management

Fault management

Runtime
Management

Runtime
Management

Monitoring,
Runtime
Management

NFR-Description Key Component(s)

Real-time representation of KPIs Monitoring



NFR-DMO-2  Low issue resolution latency Monitoring, Fault

management, Runtime
management
NFR-DMO-3  High accuracy in Al-based anomaly predictions Fault Management
NFR-DMO-4  High accuracy in root cause analysis Fault Management

5.2.3 API requirements

Next-generation networks are designed to be self-sufficient, with the ability to manage, heal, and operate
resources automatically. However, they still rely on human direction through intent, which specifies the desired
goals and outcomes for the network. Standardization bodies like TMForum are defining a common language or
APls, like TMF921A [9], for communicating these intents effectively. This ensures networks and applications
across different vendors understand the desired behavior clearly. The 6G-BRICKS DMOs will operate on an intent-
driven model, meaning they will receive vertical requests from the vertical portal using standardized intents in
accordance with TMForum APIs. Additionally, the DMOs will implement intent reports to communicate the
ongoing activities in the orchestration layer back to the vertical, providing insights into the state of the network
orchestration. The next table shows the new API calls that should be supported by the DMO. This is an initial list
of the required APIs and may be extended or modified as the implementation proceeds.

Table 19: API of the DMO

API of the DMO

API call Description
Get network KPls This API call retrieves network KPIs from the infrastructure.
Fault APIs This API call activates and deploys Al models responsible for

detecting anomalies in given services.

Explanation subscription This API call subscribes to explanations of Al model predictions
API to understand their outputs. This includes deploying the XAl
module to explain the Al outputs.

ZSM enablement API This API call enables ZSM, which means trusting the DMO to take
corrective actions autonomously without human intervention.

Service deployment APl This API call allows the DMO to deploy and activate a service
within the available infrastructure.

5.3 Cognitive Compute Continuum

The cognitive compute continuum is comprised of two basic components, the Edge-Cloud Continuum Manager
(ECCM) and the m-Edge platform. Each edge-cloud is orchestrated by a m-Edge platform, while the ECCM is
responsible for higher level decisions and for several edge-clouds, i.e., several m-Edge platforms. For an analysis



of the internal architecture and components of these platforms, the reader is instructed to refer to deliverable
D2.2 [10].

Generally, the m-Edge Platform is a cloud-native edge management platform, whose main goals are to
incorporate automation, maintainability and interoperability across the full Life-Cycle Management (LCM) of
services running on Edge Cloud, while managing and utilizing edge resources properly. By combining the
Platform-as-a-Service (PaaS) and Function-as-a-Service (FaaS) service models for autonomous management
capabilities, the platform significantly reduces the management overhead required by local cloud management
entities or central orchestrators (e.g., Network Function Virtualization (NFV) Management and Orchestration
(MANO)), for the operation and interoperability of Edge Clouds. For persistent services at the Edge, such as the
ones used to support common application functions like authorization and storage, the PaaS model is adopted.
These services are configurable, reusable and integrable, while their provisioning (providing also monitoring
capabilities) can be defined in a declarative way by end-users and then automatically be translated by n-Edge
into low-level LCM primitives, including runtime evolution (auto-scaling and auto-healing). On the contrary, for
lightweight functions, the FaaS model is used instead. These functions are launched as instances to perform a
single task (e.g., ML inference) and are decommissioned when the task is completed. All application logic is
modelled using these highly scalable Faa$ services, which comprise workflows with other FaaS and PaaS services
to implement edge application processes.

The several m-Edge platforms are orchestrated by the Edge-Cloud Continuum Manager, which handles the overall
orchestration and monitoring of networks, infrastructure and applications in all clusters. The Edge-Cloud
Continuum Manager orchestrates the entire facility, while it actually selects the best node to deploy each service
based on the service’s requirements and the available resources per node.

5.3.1 Functional Requirements

The next tables present the functional requirements of the n-Edge Platform (Table 20) and the ECCM (Table 21).
These tables contain only the requirements that are not yet covered by the Cognitive Compute Continuum
modules and are imposed by the project’s need. These requirements will, then, drive the platforms’ extensions
and API creations.

Table 20: Functional requirements of the t-Edge Platform

Functional Requirements of the n-Edge Platform

FR-ID FR-Description Related Component(s) of
the m-Edge Platform

FR- Provide mechanisms to manage and monitor the m-Edge GUI, Monitoring Service
PiEdge-1 Platform and the services across the nodes

FR- Enable the automatic deployment of Machine Learning MLOps
PiEdge-2 (ML) models

FR- Enable the automatic scaling of a cluster (e.g., through Container Cluster Manager
PiEdge-3  elasticity rules)

FR- The m-Edge Platform should enable the automated Container Cluster Manager
PiEdge-4 deployment and provisioning of nodes that support (Docker Swarm plugin)
Docker swarm at the Edge-Cloud



FR-
PiEdge-5

FR-ID

FR-ECCM-1

FR-ECCM-2

FR-ECCM-3

FR-ECCM-4

FR-ECCM-5

FR-ECCM-6

FR-ECCM-7

5.3.2

The non-functional requirements of the Cognitive Compute Continuum indicate how well the framework satisfies

The m-Edge Platform should manage and monitor loT
devices

loT Platform

Table 21: Functional requirements of the Edge-Cloud Continuum Manager (ECCM)

FR-Description

Provide mechanisms to centrally manage the various
n-Edge Platforms

Optimize service placement according to given
criteria

Optimize resource usage for the available

infrastructure

Use ML predictions about the nodes conditions when
making an optimal decision

Select the best node for instantiating a service

The ECCM is responsible for establishing inter-domain
links

The ECCM should maintain a catalogue of clusters and
services

Non-Functional requirements and Specifications

its functional requirements and are summarized in Table 22.

Functional Requirements of the Edge-Cloud Continuum Manager (ECCM)

Related Component(s) of
ECCM

GUI, Monitoring Service

Application  Orchestrator,
Infrastructure Orchestrator

Application  Orchestrator,
Infrastructure Orchestrator

Application  Orchestrator,
Infrastructure Orchestrator

Application Orchestrator

Network Orchestrator

System Catalogue

Table 22: Non-functional requirements for the Cognitive Compute Continuum

Non-Functional Requirements of the Cognitive Compute Continuum Abstraction framework

NFR-ID

NFR-CCC-1

NFR-CCC-2

NFR-CCC-3

NFR-Description

Service deployment time should be less than 1
minute
Service scaling time should be less than 1 minute

The accuracy for the generated predictions should
be greater than 90%

Related Component(s)

ECCM, ni-Edge

ECCM, ni-Edge

ECCM



NFR-CCC-4 The optimization algorithm should allow for easy ECCM
configuration of input parameters and constraints

NFR-CCC-5 Once the optimization algorithm acquires the ECCM
necessary information, it must produce optimized
service placement results within 1 second for typical
workloads

NFR-CCC-6 The optimization algorithm must ensure that the ECCM
service placement meets the specified input
requirements with at least 90% effectiveness,
indicating that the placement decisions closely align
with the defined optimization objectives and
constraints

NFR-CCC-7 Provide a user interface for easily managing and mn-Edge, ECCM
monitoring the Cognitive Compute Continuum

NFR-CCC-8 Provide an interface where other components (e.g. ECCM
Intent Engine, DMO) can interact with the Cognitive
Compute Continuum

NFR-CCC-9 The ECCM should communicate with all available m- ECCM
Edge Platforms

NFR-CCC-10  The Cognitive Compute Continuum should establish n-Edge, ECCM
communication links across edge nodes

NFR-CCC-11 The n-Edge Platform needs to be able to get mn-Edge
information about UEs (e.g., location) and network
status

5.3.3 API Requirements

The next table shows the new API calls that should be supported by the n-Edge Platform. These calls will be
provided by the APl Gateway. This is an initial list of the required APls and may be extended or modified as the
implementation proceeds.

Table 23: API of the mt-Edge Platform

API of the n-Edge Platform

API call Description
User registration This call is for registering a new user
Get user distance Return the distance of a specific UE from a geographical location

or another UE. The distance unit and accuracy are included in the
response body



Get user location

Get info about location
zones

Get info about the access
points of a zone

Add loT device

Get predictions for a
node

The calls mentioned in the above table are also required by the Edge-Cloud Continuum Manager for the cases of
manual management. But the most important API calls of ECCM, which enable system automation by exploiting
the platform’s intelligence, are listed in the next table. Note that a “service” can be comprised of one or more

service functions.

Return the location of a specific UE or group of UEs. The location
information includes zone ID (logical location) and geographical
coordinates (geolocation).

Return information about the available and authorized zones. A
zone contains a set of access points, which is formed based on
location, ownership and the type of area they are deployed in.

Return the locations of the access points included in the zone
Add an loT device in the cluster. The n-Edge can handle the inserted loT
devices, retrieving data from them and sending commands to them.

Return the predictions about the future status (e.g. predicted
values for defined metrics) for a specific node

Table 24: API of the Edge-Cloud Continuum Manager (ECCM)

API of the Edge-Cloud Continuum Manager (ECCM)

API call

Deploy a service in
specific edge-cloud

Deploy a service

Monitor a deployed
service

Create an edge-cloud

Update an edge-cloud
Get all edge-clouds

Get a specific edge-cloud

Description

Enable the user/higher level domains to select in which edge-
cloud to instantiate the service

Request to deploy a service (from the System Catalogue) to any
node. The orchestrating components decide where to instantiate
each of the service functions of the service

Return the monitoring URL (e.g., Grafana view) of an instantiated
service. The user can use this to check in real time the status of
the instance(s)

When creating a new edge-cloud, its m-Edge Platform should be
configured and linked with the ECCM

Update the details of a specific edge-cloud
Return the edge-clouds that are managed by ECCM

Return info about the requested edge-cloud



Search for edge-clouds Find edge-clouds given some search criteria, like name,
availability zone and provider

Delete an edge-cloud Request to remove an edge-cloud and all the nodes belonging to
it

Add node to a specific Requestto add a node into the given edge-cloud

edge-cloud
Get a specific node Return info about the requested node
Remove node Request to remove a node from the given edge-cloud

5.4 X-Haul platform

X-Haul networks refer to the transport network that connects the Radio Access Network (RAN) and the Core
Network (CN) in a 5G/O-RAN architecture. Different segments of X-Haul have been named as Fronthaul, Midhaul
and Backhaul, where Fronthaul is the network between Remote Radio Unit (RRU) and Distributed Unit (DU) (CPRI
and eCPRl interfaces), Midhaul is the network between DU and Centralized Unit (CU) (F interface) and Backhaul
is the network between CU and 5G CN (NG interface) and between CUs.

The X-Haul solution comprises of the following items: 1) the outdoor radio 2) the white-box switch/router and
3) the Network Operating System (NOS). The next tables present the functional, non-functional and interface
requirements of the elements of the X-Haul platform:

Table 25: Functional requirements of X-Haul

X-HAUL Functional Requirements

FR-ID FR-Description Related Module(s)/
Component(s)
FR-XHAUL-1 The hardware platform will incorporate an ASIC. Router hardware

FR-XHAUL-2 The whitebox ASIC shall support all the state-of-the- Router hardware
art networking features and packet types.

FR-XHAUL-3 The hardware platform CPU shall be based on an Router hardware
x86 architecture, 64bits.

FR-XHAUL-4 The network operating systems should be provided Router firmware
in the form of binary installers compatible with the
Open Network Install Environment (ONIE)
specification, as defined by the Open Compute
Project (OCP).



FR-XHAUL-5

FR-XHAUL-6

FR-XHAUL-7

FR-XHAUL-8

FR-XHAUL-9

FR-XHAUL-10

FR-ID

NFR-XHAUL-1

NFR-XHAUL-2

NFR-XHAUL-3

NFR-XHAUL-4

The NOS will be available from different networking
vendors.

The NOS shall support a plethora of layer2/3
protocols, services and QoS techniques,
performance monitoring and telemetry protocols.

The NOS shall incorporate container engines, for the
support of the lifecycle management of cloud-native
applications.

The Disaggregated Cell Site Gateway (DCSG) router
shall support a plethora of outdoor units,
(Microwave and mmWave radios).

The entire traffic that enters the outdoor units’
Ethernet port shall go through the radio and vice
versa, without any additional actions.

The outdoor radio unit shall support Ethernet
Bandwidth notification to inform the DCSG NOS
about the actual capacity of the radio link or Flow
Control Pause Frames to notify the NOS that it
needs to stop sending traffic in case of congestion.

Router NOS

Router NOS

Router NOS

Router — Outdoor Radios

Router — Outdoor Radios

Router — Outdoor Radios

Table 26: Non-Functional requirements of X-Haul

X-HAUL Non-Functional Requirements

FR-Description

The whitebox ASIC will support high switching
capacity, at least 64 Gbps.

The whitebox platfrom will support interoperability
with other systems by providing at least 4 GbE RJ-
45, 4 GbE SPF and 4 10GbE SPF+ interfaces.

The whitebox platform will accommodate a CPU
with at least 4 logical cores, 8 GBytes of Random-
Access Memory (RAM) and 32 Gbytes of Solid-State
Drive (SSD) storage.

The whitebox platform will accommodate 2 power
supply units for increased availability.

Related
Component(s)

Module(s)/

Router hardware

Router hardware

Router hardware

Router Hardware



NFR-XHAUL-5

NFR-XHAUL-6

NFR-XHAUL-7

NFR-XHAUL-8

HW-I-XHAUL-1

HW-I-XHAUL-2

SW-I-XHAUL-1

SW-I-XHAUL-2

SW-I-XHAUL-3

The NOS shall support application portability with Router NOS
the use of containerization engines i.e. Docker.

The outdoor radio unit shall support wireless Outdoor Radios
capacity at least 10 Gbps.

The outdoor radio unit shall support link latency Outdoor Radios
below 100 ps.

The outdoor radio unit shall support interoperability Router — Outdoor Radios
with other systems by providing GbE RJ-45, GbE

Small Form-factor Pluggable (SFP) and 10 GbE SPF+

interfaces

Table 27: Interface requirements of X-Haul

Interface requirements

Hardware

The whitebox ASIC shall support Ethernet-based interfaces.

The hardware platform shall support 3rd-party pluggable optics (SFP/SFP+).
Software

NOS must interface seamlessly with the ONIE-enabled hardware platform.

NOS shall provide interfaces for lifecycle management of the network services and
applications.

The DCSG router and the outdoor radios will be reachable via different IP addresses.

5.5 Security Orchestration

6G-BRICKS provides automated secure access for experimenters to reach the APIs served from the testbed
infrastructures (e.g. m-Edge APIs). To do so, 6G-BRICKS provides a Security by Design (SbD) approach relying on
the Zero Trust (ZT) paradigm, by partially implementing the ZT Architecture (ZTA).

ZTA enacts that there should be no trust in any connecting client to an infrastructure by default, disregarding its
provenance (e.g. a location from the inside). This translates into a default denied access, implemented by
network segmentation procedures with the aim of containing the security surface, should an external or internal
attacker reach any segment of the internal network, and minimising the potential for lateral movement and
network mapping. In this sense, connecting clients are evaluated in terms of their security stance (considering a
varying number of attributes) prior to granting them access.



6G-BRICKS implements this approach through the dynamic establishment of isolated connections per
experimenter and protected service in the data plane. This is achieved by the interaction of multiple components
within the ZTSF, as deployed in in two planes:

e Security Control Plane
o The Security Interpretation Engine (SIE), which acts as a north-bound interface that receives,
interprets and translates the security high-level requirements into ZTSF internal policies.
o The Security Decision Engine (SDE), performing refinement, enrichment and decision-making
regarding the application of the policies in the lower, domain-specific layers.
o The SO, receiving suggested actions from the SDE and transmitting specific deployment and
configuration requests towards the ZT establishment; which are communicated to both the SDP
Controller and the VPNaasS.
o The SDP Controller, receiving specific configuration requests to dynamically configure the per-
experimenter access to the protected backend service (application) in the testbed.
e Security Data Plane (ZTSM)
o The VPNaa$, establishing on-demand secure tunnels for each experimenter to isolate their
connection towards the SDP Gateway in the infrastructure.
o The SDP Gateway, configuring the access control to deliver fine-grained access to the endpoints
of the protected backend service in the testbed.

5.5.1 Functional Requirements

First, functional requirements for the ZTSF are given in Table 28.

Table 28: Functional requirements for ZTSF

Functional Requirements of the ZTSF

FR-ID FR-Description Related
Module(s)/
Component(s)

FR-ZTSF-1 Security intents shall be aligned with the project overall intent SIE
specification.

FR-ZTSF-2  Security intents shall be internally translated to policies that SIE
provide enough level of detail and are better adapted to the
lower, domain-specific operational layers.

FR-ZTSF-3  Suitable ZTSM and configurations shall be proposed based on the SIE, SDE
requirements given by the security policies.

FR-ZTSF-4 Deployment and configuration instructions generated in the SDE, SO, SDP

control plane shall reach the ZTSM in the security data plane. Controller, ZTSM
FR-ZTSF-5 The deployment and configuration of ZTSM shall support the SO, SDP
operation with different and concurrent tenants. Controller, ZTSM

FR-ZTSF-6  The ZTSM shall provide VPNaaS and SDP Gateway functionality. = ZTSM



FR-ZTSF-7 The ZTSM shall be deployed and configured programmatically. SO, SDP
Controller, ZTSM

FR-ZTSF-8 The ZTSM shall be configured at runtime, in the manner required SO, SDP
for each service. Controller, ZTSM

5.5.2 Non-Functional Requirements and Specifications
Besides, non-functional requirements for the overall ZTSF are elicited in Table 29.
Table 29: Non-functional requirements for the ZTSF
Non-Functional Requirements of the ZTSF

NFR-ID NFR-Description Key Component(s)

NFR-ZTSF-1 Reduced service deployment and configuration times for ZTSM
the dynamic setup of ZT in the infrastructure.

NFR-ZTSF-2  Portability of the overall components of the ZTSF, along SIE, SDE, SO, SDP
with configurability and automated operation. Controller, ZTSM

5.5.3 API Requirements

Finally, the following tables compile the expected interfaces or APIs for each of the different components of the
ZTSF.

Table 30: API of the SIE

API of the SIE

API call Description

Register intent Allow intent owner to register (create) a new intent.

Retrieve list of intents Return the list of all intents registered by the intent handler.
Retrieve intent Return data available to the intent handler regarding an intent,

such asits reporting (e.g. compliance / feasibility) and processing
(e.g. status, associated policies).

Delete intent Deregister the intent and internally orchestrate the expected
synchronization and reconciliation mechanisms.



API call
Retrieve list of policies

Retrieve information on
a policy

API call

Authentication API

Retrieve list of
deployment nodes

Retrieve information on
a deployment node

Register deployment
node
Update deployment
node
Deregister deployment
node

Retrieve list of available
ZTSM

Retrieve information on
an available ZTSM

Retrieve information on
a deployed ZTSM

Deploy an available

ZTSM

Table 31: API of the SDE

API of the SDE

Description
Return list of all received policies.

Return available data regarding received policies, such as its
processing and derived data (e.g. related suggestions).

Table 32: API of the SO

API of the SO

Description

Manage user authentication through tokens to access the logic

delivered through internal subcomponents or overseen ones.

Return list of all registered deployment nodes.

Return available data regarding available deployment nodes.

Register information for later use of a deployment node.

Update information on a registered deployment node.

Deregister a deployment node.

Return list of all ZTSM available for deployment.

Return available data on a specific ZTSM available for

deployment.

Return available data on the status of a running ZTSM.

Request the instantiation of a specific ZTSM, whose required
resources are available in a reachable registry.



Configure a deployed Transmit runtime configuration to a running ZTSM to tailor its
ZTSM behavior.

Delete a deployed ZTSM  Stop one or more running ZTSM and/or remove their instances
from the infrastructure.

Table 33: API of the SDP Controller

API call Description

Authentication API Manage user authentication and obtain tokens for accessing
protected resources.

Administration API Manage users and configure their entitlements.

Table 34: API of the ZTSM

API call Description

Configure ZTSM instance Receive, interpret as needed and apply the configuration
requests.



6 Conclusions

This deliverable described the functional and non-functional requirements of the overall system as well as the
individual "bricks". The document starts with the description of the procedure that was followed for defining the
requirements, the related work and the overall requirements of the 6G-BBRICKS facility. Then, for each RAN and
orchestration element, the functional/non-functional requirements and APIs were analysed, where applicable.
The various lists of functional requirements and APIs are useful for understanding not only the functionalities
provided by a component, but also the interdependencies of them, as it will be analysed in WP4 deliverables. On
the other hand, the non-functional requirements refer to the operational criteria (quality attributes) e.g.
performance, security, scalability and reliability of the components. As mentioned above, this deliverable shows
the initial list of requirements, which may need to be updated as the project evolves. These updates will be
addressed in deliverable D2.4, i.e. "6G-BRICKS Overall Architecture Final Design", in the second year of the
project.
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